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1. Overview

Kony MobileFabric is a leading Mobile Backend as a Service (MBaaS) that developers can leverage
from any app development platform they choose using the various MobileFabric SDKs. It provides
powerful AP Management and Analytics capabilities along with the following set of configurable
enterprise services to simplify your mobile backend and significantly reduce the time it takes to develop
mobile applications.

Kony MobileFabric provides enterprise security and complex system integration services and allows
developers to focus on building app experiences. This is accomplished by providing a powerful set of
services to handle identity, integration, orchestration, data sync, and messaging. When these services
are configured within Kony MobileFabric, they can easily be incorporated into a mobile application
using any third-party app development tool using our SDKs or direct REST APl interface.

MobileFabric has multiple features that can be used - Identity, Integration, Orchestration, Sync, and
Messaging. These features can be accessed via a common, centralized console.

For successful authentication with users, and to access centralized features of MobileFabric, Kony
recommends that you install the following MobileFabric features on premises:

« Kony MobileFabric Identity and Console
« Kony MobileFabric Integration
« Kony MobileFabric Messaging
« Kony MobileFabric Sync
The following are the five major services offered by Kony MobileFabric:
« Identity

Protect your enterprise data by using your existing identity infrastructure to authenticate and
authorize app users. Integrate with Active Directory, Salesforce, SAP, Kony’s Cloud User
Repository or other standardized identity providers via OAuth or SAML.
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« Integration

Easily mobilize your enterprise data such as Salesforce and SAP using business adaptors, or
any system that provides standard REST, SOAP, XML or JSON services. These services can
be further enhanced for mobile using powerful transformation and caching.

« Service Orchestration

Optimize the user experience by creating workflows and composite services including custom
logic and data processing on the server side to reduce the workload on the device.

» Messaging Notification

Provide intelligent, real-time messaging by delivering targeted notifications and alerts based on
user information and location to all device types. Configure automated campaigns or events you
can trigger to engage with users over Push, SMS, Email or iOS Passbook.

« Data synchronization

Build offline apps that synchronize relational data between the device and your existing back-
end systems. Configure server-side rules and policies to control data access, filtering and

automatic conflict resolution.

1.1 MobileFabric AWS Editions and Capacity

Kony MobileFabric is offered on AWS in two separate editions:

- Kony MobileFabric Developer Edition is a free offering available for development,
testing or small production workloads. Typically the developer edition can support an app
that has up to 20,000 unique user sessions (unique visits) per month.

« Kony MobileFabric Express Edition is a paid offering on a larger EC2 server that
typically supports up to 75,000 user sessions.
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There is no built-in limit to the number of users or user sessions that each edition can support
beyond what can be achieved using the memory, CPU and network capabilities of the EC2
server size. For larger scale deployments in a high availability configuration, Kony MobileFabric
Standard, Professional and Enterprise editions are available as a SaaS offering on Kony Cloud
or available on-premise.
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2. AWS Marketplace and Kony MobileFabric

Amazon AWS Marketplace is an online store that helps Amazon customers find, buy, and immediately
start using the software and services they need to build products and run their businesses. If you
already have an AWS account, follow these steps to create an MobileFabric instance and launch it:

1. Configuring Kony MobileFabric as required for Developer or Express version:

o

Configuring Kony MobileFabric Developer 1-Click Launch

o

Configuring Kony MobileFabric Developer Manual Launch

o

Configuring Kony MobileFabric Express 1-Click Launch

o

Configuring Kony MobileFabric Express Manual Launch

2. Launching the MobileFabric Instance

2.1 Configuring AWS Kony MobileFabric Developer: 1-Click Launch

To 1-Click launch Kony MobileFabric Developer Edition , follow these steps:

1. Go to https://aws.amazon.com/marketplace.

2. Signinto your AWS Account.

3. Browse to the Kony MobileFabric AWS product page.
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4. Click Continue.

Kony MobileFabric Developer
Sold by: Kony Inc | See product video I

ko ny 'J"‘A Connecting your enterprise in mobile time is difficult without the tools you need to expose back end services quickly, create
; \ new services that are optimized for mobile, and provide enterprise grade mobile services like offline sync and messaging that
end users want using the mobile development tools your teams know and trust. Leverage the full power of Kony MobileFabric
for your development needs. Bring to life you mobile applications with Kony's enterprise grade services including identity,
integration, messaging and offline sync. Kony MobileFabric gives you a secure solution for managing your ... Read more

Customer Rating Ee the first fo reviewthis product B,
Continue

Latest Version 6.5 (Other available versions) ?ffez‘;‘e"\:';x;”;eﬂ?;;r”f
lsunching or being charged.

Base Operating System  Linux/Unix, Amazon Linux 2015.03

Delivery Method G4-bit Amazon Machine Image (AMI) (Learn more) Pricing Details

Support See details below For region

| Us East [N. Virginia) Ll

AWS Services Required Amazon EC2

Hourly Fees

Highlights = Open, optimized APIs designed for mobile devices Tatal hourly fees will vary by instance type and EC2 region.

performance REST, JSON

= Reduce time to value by using a repeatable process for

t2.large 50.104/hr 50.00/hr $0.104ihr
backend access

= Monitor and adjust to changes in your application quickly. EBS Magnetic volumes o .
Show usage and quickly determine when apps fail in the $0.05 per GB-month of provisioned storage
wild $0.05 per 1 million /O requests

5. The Launch on EC2 page appears. Under the Kony MobileFabric Developer, click the 1-
Click Launch tab:
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i Amazon Web Services Home
v/awsmarketplace

L Hella, sobhan.peddinti.. (Sign out) Your Account | Help | Sell on AWS Marketplace

Shop All Categories Search AWS Marketplace m » Your Software

Q Version 6.5 of this software is now available. See release notes

Launch on EC2:

Kony MobileFabric Developer

1-Click Launch Manual Launch . .
) i ) Price for your selections:
Review, modify, and launch With EC2 Consale, APIs or CLI
50.10 / hour
Click "Launch with 1-Click" te launch this software with the 50.10 12 large EC2 Instance usage fees +

20.00 hourly software fee
$0.05/GB /month

settings below

The default settings are provided by the software seller and AWS Marketplace.

EBS Magnetic Storage
b Version 30.05 /1 million VO requests
6.5, released 07/22/2015 EBS Magnetic Storage

} Region [ temchwmicik |

US East (N. Virginia)

« EC2 Instance Type
w Cost Estimator

12 large: - Memory & GiB
CPU 2 virtual cores £74.88 / month
Storage EBS storage only t2 large EC2 Instance usage fees
Platform G4-bit Assumes 24 hour use over 30 days
Network Low to Moderate
performance
APl Name 2 larg= Software Gharges
- £0.00 / month

50.00 hourly software fees for t2.large

6. The Instance details pop-up appears. Verify that instance information is correct and click the
Cancel button to close the window.
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=

An instance of this software is now deploying on EC2. -

= [fyou would like to check the progress of this deployment, go to the AWS Management Console %
= The software will be ready in a few minutes.

Usage Instructions

Important! Once the instance is up and running, please wait for about 10 minutes to allow for the instance to complete
configuration. Flease access the MobileFahric consale by going to =AWS Public URL=/mfconsole (e.q. hitp:ilec2-
AB.C.DB080/mfconsale™), You can login to the consaole using the default credentials (Login admin@localhost, Password -
MF-=Your ECZ2 instance ID="). For more information, please refer to our QuickStart Guide:

hitp:fidocs. kony.com/mohbilefabricaws ™. Please note that the developer edition is supported on t2.1arge instances only.

Show less

Service catalng
Click here for instructions to deploy Marketplace products in AWS Service Catalog.

Software Installation Details

Product  Kony MobileFabric Developer
Version 6.5 released 07/22/2015
Region  US East (M. Virginia)

ECZ Instance Type t2large

VPC vpc-e1083ba4
Subnet  subnet-ea%1add0

Security Group  Kony MobileFabric Developer-6-5-AutogenByAWSMP-

7. Inthe page that appears, click the Manage in AWS Console link to manage your instances,

shown below:
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L] Amazon Web Services Home
\e/awsmarketplace
L) Hello, sobhan.peddinti.... (Sign out) Your Account | Help | Sell on AWS Marketplace
Shop All Categories = Search AWS Marketplace m v Your Software
Your Account > See all AWS Account Activity I
Your Software Subscriptions (1) Enable 7 and create billing alerts 7 for AWS Marketplace charges
Products Instances Actions
Kony MobileFabric Developer — 0 1 active Usage Instructions
Contact vendor widasTodd @ running Manage in AWS Cansole | Access Softwara [
Write a review Wersion 6.5 M
Cancel subscription ] — © 1 stopped
FTICITIIT @ stopped Manage in AWS Console
Wersion 6.5

In the Instances, the MobileFabric instance is created, shown below:

« Instance Type indicates the instance type that you have chosen.

« Public DNS indicates URL for the MobileFabric Console.

AWS v Services v sobhan.peddinti@kony.com @ _ v~  N. Virginia v  Support v
EC2 Dashboard 2 Launch Instance [T C NI EY ERY P
Events 4 e
Tags Q| search : i-ddcb7b3d Add filter (2] 1to10f1
Reports.
Limits [ ] Name ~ Instance ID « Instance Type ~ Availability Zone - Instance State ~ Status Checks ~ Alarm Status Public DNS ~ PublicIP
5 INSTANCES [ #  iddcb7hid us-east-Te @ nunning Z Initializing None Y | corervmeopn . | 5252061
| instances

Spot Requests
Reserved Instances

= IMAGES
AMIs
Sundle Tasks Instance: | i-d4cb7b3d Public DNS: ec2-52-5-206-1.compute-1.amazonaws.com [ = =]
=] ELASTIC BLOCK STORE Description Status Checks Monitoring Tags Usage Instructions
Volumes Instance ID Public DNS | esferunanne
Snapshots Instance state  runming Public IP s
=) NETWORK & SECURITY Instance type 12 large ElasticIP - N
SECU”W Gmups Privata NNS in-172-31.36.210 ar 2 intemal Availahility 7one ne_past-1a D

You can now launch the MobileFabric Instance.

2.2 Configuring AWS Kony MobileFabric Developer: Manual Launch

To manually launch Kony MobileFabric Developer Edition, follow these steps:
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3. Onthe AWS Kony MobileFabric product page, click Continue.

kony 3%

Customer Rating

Latest Version

Base Operating System
Delivery Method
Support

AWS Services Required

Highlights

Kony MobileFabric Developer
Sold by: Kony Inc | See product video F*

Connecting your enterprise in mobile time is difficult without the tools you need to expose back end services quickly, create
new services that are optimized for mobile, and provide enterprise grade mobile services like offline sync and messaging that
end users want using the mobile development tools your teams know and trust. Leverage the full power of Kony MobileFabric
for your development needs. Bring to life you mohile applications with Kony's enterprise grade services including identity,
integration, messaging and offline sync. Kony MobileFabric gives you a secure solution far managing your ... Read more

Be the first to review this product

6.5 (Other available versions)

Linux/Unix, Amazon Linux 2015.03

G4-hit Amazon Machine Image (AMI) (Learn more)
See details below

Amazon EC2

= Open, optimized APls designed for mobile devices
performance REST, JSON

= Reduce time to value by using a repeatable process for

Continue

You will have an opportunity
to review your order befare
launching or being charged.

Pricing Details

For region
| US East (N. Virginia) v

Hourly Fees
Total hourly fees will vary by instance type and EC2 region.

12 large 50.104/hr 50.00/hr $0.104/hr
backend access
- Monitor and adjustto changes in your application quickly.  EBS Magnetic volumes @
Show usage and quickly determine when apps fail in the 50.05 per GB-month of provisioned storage
wild $0.05 per 1 million I'0 requests
4. The Launch on EC2 page appears. Under the Kony MobileFabric Developer, click the
Manual Launch tab.
© 2014 by Kony, Inc. All rights reserved 130f 112
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i Amazon Web Services Home
vefawsmarketplace

L Hallo, sabhan.paddinti... [Sign out) Your Account | Help | Sell on AWS Marketplace

Shop All Categories = Search AWS Marketplace m » Your Software

Q Version 6.5 of this software is now available. See release notes

Launch on EC2:

Kony MobileFabric Developer

1-Click Launch Manual Launch Pricing Details
Review, modify, and launch With ECZ Console, APls or CLI
For region
Launching Options | Us East [N. Virginia) v
= You can click the "Launch with EC2 Console” buttons below and following the Hourly Fees

instructions to launch an instance of this software Total hourly fees will vary by instance type and EC2 region.

= You can also find and launch these AMIs by searching for the AMI IDs (shown

ECZ Instance Type Software EC2 Total
below) in the "Community AMIs” tab of the EC2 Console ¥ Launch Wizard 2.1amme $0.00/hr $0.104/hr $0.104/hr
= You can viewthis information at a later time by visiting the Your Software page. For _ P
help, see step-by-step instructions I for launching Marketplace AMIs from the EBS Magnetic volumes
AWS Console. $0.05 per GB-month of provisioned storage

$0.05 per 1 million O requests

Usage Instructions Assumes On-Demand EC2 pricing; prices for Reserved and Spot

Instances will be lower. See pricing details. it
Select a Version -
Data transfer fees not included. I

| 6.5, released 07222015 ¥ Leam about instance types F*
Region ID

1S East (M. Virginia) ami-93bef0ia

US West (Oregon) ami-2d83811d B .

US West (M. California) ami-Gfd72az2b Launch with ECZ Console

Ell (Frankfiirty Ami-N0ANAS1d

5. Inthe Manual Launch tab, configure the required fields such as for region and version. In the
Region section, click the Launch with EC2 Console button.

6. Inthe Step 2: Choose an Instance Type page, click the instance for type m3.large, shown
below:
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7. Click the Next: Configure Instance Details button.

rginia v Support v

AWS ~ Services v

1.Choose AMI 2.Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, =«
and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.

Filter by: All instance types - Current generation ~  Show/Hide Columns

Currently selected: t2 large (Variable ECUs, 2 VGPUS, 2.4 GHz, Intel Xeon Family, 8 GiB memory, EBS only)

EBS-Optimized Available

Family - Type - vCPUs (i) ~ Memory (GiB) - Instance Storage (GB) (i) ~ o Network Performance (i) -

General purpose m3.large 2 7.5 1x 32 (SSD) = Moderate

Cancel Previous Review an Next: Configure Instance Details

8. Inthe Step 3: Configure Instance Details page, leave the defaults settings and click the Next:
Add Storage button, shown below:

AWS ~ Services v sobhan.peddint N. Support v

1. Choosa AMI 2.Choose Instance Type 3. Configure Instance 4. Add Storage 5.Tag Instance 6. Configure Security Graup 7. Review

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch muttiple instances from the same AMI, request Spot Instances to take advantage of the lower pricing, assign an access management role to -
the instance, and more.

Number of i @ 1

Purchasing option

() Request Spot Instances

Network (i) [ypc-e1083b84 (172 31.0 0/16) (defaut) v| G create new VPC
Subnet (j) | No preference (default subnet in any Availability Zo * | Create new subnet
Auto-assign Public IP |U5e subnet setting (Enable) v |
1AM role (i) [Nane v| C create new 1AM role
Shutdown behavior (i) | stop v

Enable termination protection [ Protect against accidental termination

Monitoring (i) [J Enable CloudWatch detailed monitoring
Additional charges apply.
Tenaney (i) Shared tenancy (multi-tenant hardware) v =

Cancel Previous Review al aunch Next: Add Storage

9. Inthe Step 4: Add Storage page, leave the defaults settings and click the Next: Tag Instance
button, shown below:
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sobhan.peddin ony.com @ .. v  N.Virginia v  Support

AWS ~ Services

Depending on the block device driver of the:
ERCICEEEP U R R IR sciected AMI's kemel, the device may, be
attached with a different name than what you
[ Ve [ B e = s [: SPecily. Amazon Linux AMIS create a symbolic
p g link from the renamed device path to the name
Your instance will be launched wifj f 1 ch additional EBS volumes and instance store volumes to your instance, or
you specify, but oliier AMIs may behave
edit the settings of the root volumEskse launching an instance, but not instance store volumes. Learn more about
. differently. Find out more about attaching a
storage options in Amazon EC2.
volume to an instance .

7. Review

5.Taginstance 6. Configure Security Group

I0PS (i) Delete on Termination (i) Encrypted (i)

Volume Type (i)

Type (i) Device (i) Snapshot (i) Size (GiB) (i)

| mMagnetic v ONA v Not Encrypted

Root Idevixvda snap-6b74daf5 |20 |

Add New Volume

General Purpose (SSD) volumes provide the ability to burst to 3000 IOPS per volume, independent of volume size. o meet the performance
needs of most applications and also deliver a consistent baseline of 3 IOPS/GIB. Set my root volume to General Purpose (SSD).

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility

and usage restrictions.
cancel | Previous [ EECIVELLIETLLL M Next: Tag Instance

10. Inthe Step 5: Tag Instance page, enter the instance name and click the Next: Configure

Security Group button, shown below:

Support ~

AWS ~ Services ~

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage  5.TagInstance 6. Configure Security Group 7. Review

Step 5: Tag Instance

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about tagging your Amazon EC2 resources.

Key (127 characters maximum) Value (255 characters maximum)

‘ ‘MnbileFabn‘:DavManuaIilnslancd | e

‘Name

Create Tag (Up to 10 tags maximum)

Cancel Previous Review and Launch Next: Configure Security Group

11. Inthe Step 6: Configure Security Group page, under the Assign a security group, click the
Select an existing security group. Select the security option and click the Review and Launch

button.
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AWS ~ Services v sobhan.peddi ny.com @ .. v  N.Virginia v Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5.Tag Instance 6. Configure Security Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page. you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server =
and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more

about Amazon EC2 security groups.
Assign a security group: O Create a new security group

I ® Select an existing security group I

Name Description
3 default default VPC security group

L e - Kony MobileFabric Developer-@eisimimiogrnyinine- This security group was generated by AWS Marketplace and is based on recommended settings for |

@ oo9225S launch-wizard-1 I launch-wizard-1 created 2015-06-17715:46:59.082+05:30 -
| >

Inbound rules for sg-22b95d45 (Selected security groups: sg-22b95d45) _N ==
Type (i) Protocol (i) Port Range (i) source (i)
8SH TCP 22 0.0.0.0/0
Al traffic All All 0.0.0.0/0

Cancel  Previous I Review and Launch

12. In the Boot from General Purpose (SSD) pop-up, choose the Continue with Magnetic as the
book volume for this instance and click Next, shown below:

Boot from General Purpose (SSD) X

General Purpose (SSD) volumes provide the ability to burst to 3000 10PS per volume,
independent of volume size, to meet the performance needs of most applications and also
deliver a consistent baseline of 3 IOPS/GIB.

' Make General Purpose (SSD) the default boot volume for all instance launches from
the console going forward (recommended).

' Make General Purpose (SSD) the boot volume for this instance.

I ® Continue with Magnetic as the boot volume for this instance. I

Free tier eligible customers can get up to 30GB of General Purpose (SSD)
storage.

[ Don't show again

13. Inthe Step 7: Review Instance Launch page, review the setting on the page and if correct, and

click the Launch button.
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AWS ~ Services v sobhan.peddin .com @ .. v N.Virginiav  Support v
Choose AMI 2.Choose Instance Type  3.Configure Instance 4. Add Storage 5. TagInstance 6. Configure Security Group 7. Review
Step 7: Review Instance Launch
~ AMI Details Edit AMI
KonyMobileFabric-Dev-6.2:00 i i m it Tt St S e d 2 S mn = T S i e T fwitsTenhg
4 KonyMobileF abric-Seinied -
Root Device Type: ebs  Virtualzation type: hvm
~ Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
t2.large Variable 2 & EBS only - Low to Moderate
~ Security Groups Edit security groups
Security Group ID Name Description
50-22b95045 launch-wizard-1 launch-wizard-1 created 2eTe oE=rrrreuEoUUETOUT0
All selected security groups inbound rules
Contiritu Aranm I Tuma D) Oratmnnt (1) Onrt Damen (T Conran (T -
Cancel  Previous IE

14. Inthe Select an existing key pair or create a new key pair pop-up, select the check box and
click the Launch Instances button, shown below:

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
fo obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI .

| Choose an existing key pair v

Select a key pair
| awsmarketplace v

¥ | acknowledge that | have access to the selected private key file (awsmarketplace.pem),
and that without this file, | won't be able to log into my instance.

CanceII Launch Instances I
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15. Inthe Launch Status page that appears, click the link to manage your instances, shown below:

AWS ~

Services v

sobhan.peddint

Support ~

Launch Status

The following instance launches have been initiated}i-404bcb93}  View launch log

‘ «” Yourinstances are now launching ‘ M

Get notified of estimated charges
Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier).

How to connect to your instances

Your instances are launching. and it may take a few minutes until they are in the running state. when they will be ready for you to use. Usage hours on your new instances will start inmediately and continue
to accrue until you stop or terminate your instances.

Click View Instances to monitor your instances' status. Once your instances are in the running state, you can connect to them from the Instances screen. Find out how to connect to your instances.

~ Here are some helpful resources to get you started

« How fo connect to your Linux instance
« Learn about AWS Free Usage Tier

« Amazon EC2: User Guide
« Amazon EC2: Discussion Forum

While your instances are launching you can also

« Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
« Create and attach additional EBS volumes (Additional charges may apply)
+ Manage securitv aroups k|

16. The Instance details pop-up appears. Click the Cancel button to close the pop-up window.
In the Instances, the MobileFabric instance is created, shown below:
« Instance Type indicates the instance type that you have chosen.

« Public DNS indicates URL for the MobileFabric Console.

AWS ~

Services v 1 2 -

Support ~

EC2 Dashboard = [ETTITNLECT IS connect | Actions v o & @

Events 4 b

Tags Q, search : i-404bcb93 Add filter [~] 1to10f1

Reports.

Limits @ Name ~  Instance ID « Instance Type ~ Availability Zone ~ Instance State ~ Status Checks -~ Alarm Status Public DNS ~  Public IP
= INSTANCES @  MobileFabric.. i-404bch33 m3.large us-gast-1c @ running z Initializing None 52.6.45.25

Instances

Spot Requests

Reserved Instances
=] IMAGES »

AMIs

nstance: | i c obileFabricDevManual_Instance ublic : ec2-52-6-45-25.compute-1.amazonaws.com

Bundle Tasks Inst i-404bcb93 (MobileFabricDevM I_Inst; Public DNS: ec2-52-6-45-25 te-1 [N =N =] |j
=] ELASTIC BLOCK STORE Description Status Checks Monitoring Tags Usage Instructions

Volumes Instance ID Public DNS | wsfeinfuinns I

Snapshots Instance state  running Public IP "~ 5550000
=) NETWORK & SECURITY Instance type  m3.large Elastic IP

Security Groups Private NS in-177e% Fintamal Avallahilite zone  ns-eact-1r e

You can now launch the MobileFabric Instance.
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2.3 Configuring Kony MobileFabric Express: 1-Click Launch

To 1-Click launch Kony MobileFabric Express Edition, follow these steps:

1. Go to https://aws.amazon.com/marketplace.

2. Signintoyour AWS Account.

3. Inthe AWS Market place screen, in the Search text box, type Kony MobileFabric and press
Enter.

https://aws.amazon.com/marketplace?

Amazon Web Services Home

\&/awsmarketplace

Hello; 5 .. (Sign out) Your Account | Help | Sell on AWS Marketplace
Shop All Categories [Search AWS Marketplace m [»] Your Software

Desktop Apps

e NEXT-GENERATION FIREWALL FOR AWS paloalto

Application
Development

Appllcation Servers APPLY APPLICATION-SPECIFIC FIREWALL POLICIES

Application Stacks

Big Data PREVENT KNOWN AND UNKNOWN THREATS

Databases &
Caching

A TRY THE VM-SERIES NOW

Operating Systems
Security Featured Products Operating Systems

GAIN APPLICATIONVISIBILITY

Developer Tools

Amazon Linux AMI

» 117}
Issue & Bug Tracking ./j cussamazon (HVM / 64-bit)
Manitoring ( lnte' Security'® @ IBE?E" Q v e Amazon Web Services

$0.013 to $8.14/nr incl

Source Control EC2 charges
Testing McAfee Public Cloud Trend Micro Deep AlienVault Unified
Server Security S Security Security o
A -4 entOS 7 (x86 64
Business Software InfoReliance Corporation Trend Micro Managemen. . "'& CentOS with UpdatE)s HVM)
$0.155 to $19.406/hr Starting from $1.74/hr or - ent
Business Intelligence for software + Charges for from $9,990/yr for $1.00/nr or $7,7500yr Sgnﬂ?ﬂhm? ot
e ey EC2 with Windows software Tor software AU for software
Free Trial Free Trial Free Trial
Collaboration .
oracLe Oracle Linux 6.6
Content Management T Orbitera - Oracle
CRM Popular Products Starting from $0.06/hr or

from $AT4NYT for software
eCommerce

4. Inthe Search results, click Kony MobileFabric.

https://aws.amazon.com/marketplace/search/results/ref=gtw_navgno_search_box?searchTerms=Kony+MobileFabric8search=

"lwaws market |ace Amazon Web Services Home
.. p Hello, sobhan. peddinti.... (Sign out) Your Account | Help | Sell on AWS Marketplace
Shop All Categories  Kony MobileF abric m [¥] Your Software
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5. Kony MobileFabric Express details page appears. Click Continue.

i Amazon Web Services Home
v fawsmarketplace

L] Hello, sobhan.peddinti... [Sign out) Your Account | Help | Sell on AWS Marketplace

Shop All Categories Search AWS Marketplace m » Your Software

Kony MobileFabric Express

Sold by: Kony Inc | See productvideo ¥

ko ny ‘J“A Connecting your enterprise in mobile time is difficult without the tools you need to expose back end services quickly, create
3 ‘ new services that are optimized for mohile, and provide enterprise grade mobile services like offline sync and messaging that
end users want using the mobile development tools your teams know and trust. Leverage the full power of Kony MobileFabric
for your development needs. Bring to life you mobile applications with Kony's enterprise grade services including identity,
integration, messaging and offline sync. Kony MobileFabric gives you a secure solution for managing your .. Read more

Customer Rating Be the first to review this product

Latest Version 6.5 (Other available versions) :’;°;;\;‘;'J‘S;ﬁr‘j;d°eﬂpg’§;;“
launching or being charged.

Base Operating System  Linux/Unix, Amazon Linux 2015.03

Delivery Method 64-bit Amazon Machine Image (AMI) (Learn more) Pricing Details

Support See details below For region

| US East [N. Virginia) v

AWS Services Required Amazon EC2

Hourly Fees
Total hourly fees will vary by instance type and EC2 region.

Open, optimized APls designed for mohile devices
performance REST, JSOM

Highlights

Software Pricing: Hourly Annual

Reduce time to value by using a repeatable process for

Software annual pricing savings over hourly: 18% @
backend access pricing g y

m3.xlarge §0.266/hr 52.80/hr §3.066/hr

Monitor and adjust to changes in your application quickly.
Show usage and quickly determine when apps fail in the

6. The Launch on EC2 page appears. Under the Kony MobileFabric Express, click the 1-Click
Launch tab:
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v Amazon Web Services Home
\e/awsmarketplace

- 9 Hello, amav.pandey@ko.... (Sign out) Your Account | Help | Sell on AWS Marketplace

Shop All Categories = Search AWS Markeiplace m » Your Software

Q Version 6.5 of this software is now available. See release notes

Launch on EC2:

Kony MobileFabric Express

1-Click Launch Manual Launch . .
) i ) Price for your selections:
Review, modify, and launch With EC2 Consale, APls or CLI
%3.07 / hour
Click "Launch with 1-Click" to launch this software with the 50.27 m3.xdarge EC2 Instance usage fees +

52.80 hourly software fee

30.05/GB ' month
EBS Magnetic Storage

settings below

The default settings are provided by the software seller and AWS Marketplace.

+ Software Pricing i;ﬂj!‘l;ilg‘on "0 requests
agnetic storage

Subscription Term Applicable Instance Type
® Hourly m3.xlarge N Hourly fee | !"EE ﬂﬂ 1 E“Eﬁ
0 Annual

$0.27 'hour

Find instance details
in EC2 instance
section below.

w Cost Estimator

$2.207.52 I month
ma3.xlarge EC2 Instance usage fees
Assumes 24 hour use over 30 days
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7. The Instance details pop-up appears. Click the Cancel button to close the pop-up window.

An instance of this software is now deploying on EC2. -

= Ifyou would like to check the progress of this deployment, go to the AWS Management Console %
= The software will be ready in a few minutes.

Usage Instructions

Important! Once the instance is up and running, please wait for about 10 minutes to allow for the instance to complete
configuration. Flease access the MobileFabric console by going to =AWS Public URL=/mfconsole (e.q. hitpfec2-
A.B.C.DE080/mfconsalel™), You can login to the consale using the default credentials (Login admin@localhost, Password -
MF-=Your EC2 instance ID="). For more information, please refer to our QuickStart Guide:

hitp:ddocs kony.com/mohilefabricaws™. Please note that the express edition is supported on m3 xlarge instances only.
Showless

Service Gatalng
Click here for instructions to deploy Marketplace products in AWS Service Catalog.

Software Installation Details

Product  Kony MobileFahric Express
Version 5.5 released 07/22/2015
Region  US East (M. Virginia)

EC2 Instance Type m3.xlarge

VPC  wvpc-e1083b84

Subnet  subnet-ea91addd

Security Group  Kony MohileFabric Express-6-5-AutogenBy AWSNMP- h

8. Inthe page that appears, click the Manage in AWS Console link to manage your instances,
shown below:
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T] Amazon Web Services Home
v fawsmarketplace

CEC) Helio, sobhan.peddinti.... [Sign out) Your Account | Help | Sell on AWS Marketplace

Shop All Categories = Search AWS Marketplace m + Your Software
Your Account = See all AWS Account Activity FF
Your Software Su bscriptions {2) Enable F¥ and create billing alerts ¥ for AWS Marketplace charges

Products Instances Actions

Kony MobileFabric Express = Q 1 active Usage Instructions

Contact vendor i-cBh1012f @ running Manage in AWS Conzale | Access Software [0

Write a review Wersion 6.5 M}

’ Cancel subscription ] [ E | | — ]

In the Instances page, the MobileFabric instance is created, shown below:

« Instance Type indicates the instance type that you have chosen.

« Public DNS indicates URL for the MobileFabric Console.

AWS ~ Services v sobhan.peddinti@kony.com @ . ~  N.Virginia ~  Support v
E2 Dashboard = Launch Instance LT ECTEEET ERY
A
Events 4 v * e
Tags Q, | search : icBb1012f | Add filter [>] 1tod1ofi
Reports
Limits @  Name ~ | InstanceID = | Instance Type - | Availability Zone - Instance State - | Status Checks - Alarm Status Public DNS ~ | Public P
=] INSTANCES ] i-chlb1012f us-gast-le @ running Z  Initializing None Y 54.172.44.15
I Instances

Spot Requests
Reserved Instances

=] IMAGES
AMIs
Bundle Tasks

ELASTIC BLOCK STORE

Volumes

Snapshots )
=| NETWORK & SECURITY Instance: | i-c6b1012f  Public DNS: ec2-54-172-44-154.compute-1.amazonaws.com [_N= =

Security Groups D

Elastic IPs — Description Status Checks Monitoring Tags Usage Instructions

Placement Groups. Instance D +oi30a Public DNS | ¢

Load Balancers
Key Pairs Instance state  running Public IP SRR

Network Interfaces 7 Instance type  m3 xlarge Elastic IP - -

You can now launch the MobileFabric Instance.

2.4 Configuring AWS Kony MobileFabric Express: Manual Launch

To manually launch Kony MobileFabric Express Edition, follow these steps:
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1. Go to https://aws.amazon.com/marketplace.

2. Signintoyour AWS Account.

3. Onthe AWS Kony MobileFabric product page, click Continue.

Wi Amazon Web Services Home
wvfawsmarketplace

L Hello, sobhan.peddinti... (Sign out) Your Account | Help | Sell on AWS Marketplace

Shop All Categories Search AWS Marketplace m » Your Software

Kony MobileFabric Express

Sold by: Kony Inc | See product video F®

ko ny ‘J"‘,-,‘ Connecting your enterprise in mobile time is difficult without the tools you need to expose back end services quickly, create
- \ new services that are optimized for mobile, and provide enterprise grade mobile services like offline sync and messaging that
end users want using the mobhile development toals your teams know and trust. Leverage the full power of Kony MohileFabric
for your development needs. Bring to life you mobile applications with Kony's enterprise grade services including identity,
integration, messaging and offline sync. Kony MobileFabric gives you a secure solution for managing your ... Read more

Customer Rating EBe the first to reviewthis product

Latest Version 6.5 (Other available versions) ?;"r”e“;\g":';;ﬁ;"ldﬁpfgggw
lsunching or being charged.

Base Operating System  Linux/Unix, Amazon Linux 2015.03

Delivery Method  64-bit Amazon Machine Image (AMI} (Learn more} Pricing Details

Support  See details below For region

| US East [N. Virginia) v

AWS Services Required Amazon EC2

Hourly Fees
Total hourly fees will vary by instance type and EC2 region.

Highlights Open, optimized APls designed for mobile devices
performance REST, JSOM

Software Pricing: Hourly Annual

Reduce time to value by using a repeatable process for

Software annual pricing savings over hourly: 18% @
backend access pricing g .

m3.xlarge 50.266 hr 52.80/hr 53 066 hr

IMonitor and adjust to changes in your application quickly.
Show usage and quickly determine when apps fail in the

4. The Launch on EC2 page appears. Under the Kony MobileFabric Express, click the Manual
Launch tab.
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i Amazaon Web Services Home
\e/awsmarketplace

L] p Hello, sobhan.peddinti... (Sign out) Your Account | Help | Sell on AWS Marketplace

Shop All Categories Search AWS Marketplace m » Your Software

Q Version 6.5 ofthis software is now available. See release notes

Launch on EC2:
Kony MobileFabric Express

1-Click Launch Manual Launch Pricing Details
Review, modify, and launch With ECZ Console, APls or CLI
For region
- - irgini v
Launching Options s

= You can click the "Launch with EC2 Console” buttons below and following the
instructions to launch an instance of this software

Hourly Fees
Total hourly fees will vary by instance type and EC2 region.
= You can also find and launch these AMIs by searching for the AMI IDs (shown

ECZ Instance Type Software EC2 Total
below) in the "Community AMIs" tab of the EC2 Console F¥ Launch Wizard m3.xlange 52 BO0/hr 50,2868/ %3 0EB/hr
= You can viewthis information at a later time by visiting the Your Software page. For . P
help, see step-by-step instructions F¥ for launching Marketplace AMIs from the EBS Magnetic volumes
AWS Console. 50.05 per GB-month of provisioned storage

50.05 per 1 million /O requests

« Software Prlclng Assumes On-Demand EC2 pricing; prices for Reserved and Spot
Instances will be lower. See pricing details. =

Subscription Term  Applicable Instance Type

Data transfer fees not included. F%

® Hourly
) Annual Software fee Leam about instance types et
Varies
Depends on instance type, reference
pricing chart.
Usage Instructions
Select a Version
| 6.5, released 07/22/2015 v |
Region D
US East (N. Virginia) ami-93be60fs
US West (Oregon) ami-2d&35f1d Launch with EC2 Console
US West (M. California) ami-Gfd72azb Launch with EC2 Console

5. Inthe Manual Launch tab, configure the required fields such as for region and version. In the
Region section, click the Launch with EC2 Console button.

6. Inthe Step 2: Choose an Instance Type page, click the instance for type m3.large, shown
below:
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7. Click the Next: Configure Instance Details button.

rginia v Support v

AWS ~ Services v

1.Choose AMI 2.Choose Instance Type 3. Configure Instance 4. Add Storage 5. Tag Instance 6. Configure Security Group 7. Review

Step 2: Choose an Instance Type
Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. They have varying combinations of CPU, memory, storage, =«
and networking capacity, and give you the flexibility to choose the appropriate mix of resources for your applications. Learn more about instance types and how they can meet your computing needs.

Filter by: All instance types - Current generation ~  Show/Hide Columns

Currently selected: t2 large (Variable ECUs, 2 VGPUS, 2.4 GHz, Intel Xeon Family, 8 GiB memory, EBS only)

EBS-Optimized Available

Family - Type - vCPUs (i) ~ Memory (GiB) - Instance Storage (GB) (i) ~ o Network Performance (i) -

General purpose m3.large 2 7.5 1x 32 (SSD) = Moderate

Cancel Previous Review an Next: Configure Instance Details

8. Inthe Step 3: Configure Instance Details page, leave the defaults settings and click the Next:
Add Storage button, shown below:

AWS ~ Services v sobhan.peddint N. Support v

1. Choosa AMI 2.Choose Instance Type 3. Configure Instance 4. Add Storage 5.Tag Instance 6. Configure Security Graup 7. Review

Step 3: Configure Instance Details
Configure the instance to suit your requirements. You can launch muttiple instances from the same AMI, request Spot Instances to take advantage of the lower pricing, assign an access management role to -
the instance, and more.

Number of i @ 1

Purchasing option

() Request Spot Instances

Network (i) [ypc-e1083b84 (172 31.0 0/16) (defaut) v| G create new VPC
Subnet (j) | No preference (default subnet in any Availability Zo * | Create new subnet
Auto-assign Public IP |U5e subnet setting (Enable) v |
1AM role (i) [Nane v| C create new 1AM role
Shutdown behavior (i) | stop v

Enable termination protection [ Protect against accidental termination

Monitoring (i) [J Enable CloudWatch detailed monitoring
Additional charges apply.
Tenaney (i) Shared tenancy (multi-tenant hardware) v =

Cancel Previous Review al aunch Next: Add Storage

9. Inthe Step 4: Add Storage page, leave the defaults settings and click the Next: Tag Instance
button, shown below:
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sobhan.peddin ony.com @ .. v  N.Virginia v  Support

AWS ~ Services

Depending on the block device driver of the:
ERCICEEEP U R R IR sciected AMI's kemel, the device may, be
attached with a different name than what you
[ Ve [ B e = s [: SPecily. Amazon Linux AMIS create a symbolic
p g link from the renamed device path to the name
Your instance will be launched wifj f 1 ch additional EBS volumes and instance store volumes to your instance, or
you specify, but oliier AMIs may behave
edit the settings of the root volumEskse launching an instance, but not instance store volumes. Learn more about
. differently. Find out more about attaching a
storage options in Amazon EC2.
volume to an instance .

7. Review

5.Taginstance 6. Configure Security Group

I0PS (i) Delete on Termination (i) Encrypted (i)

Volume Type (i)

Type (i) Device (i) Snapshot (i) Size (GiB) (i)

| mMagnetic v ONA v Not Encrypted

Root Idevixvda snap-6b74daf5 |20 |

Add New Volume

General Purpose (SSD) volumes provide the ability to burst to 3000 IOPS per volume, independent of volume size. o meet the performance
needs of most applications and also deliver a consistent baseline of 3 IOPS/GIB. Set my root volume to General Purpose (SSD).

Free tier eligible customers can get up to 30 GB of EBS General Purpose (SSD) or Magnetic storage. Learn more about free usage tier eligibility

and usage restrictions.
cancel | Previous [ EECIVELLIETLLL M Next: Tag Instance

10. Inthe Step 5: Tag Instance page, enter the instance name and click the Next: Configure

Security Group button, shown below:

Support ~

AWS ~ Services ~

1.Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage  5.TagInstance 6. Configure Security Group 7. Review

Step 5: Tag Instance

A tag consists of a case-sensitive key-value pair. For example, you could define a tag with key = Name and value = Webserver. Learn more about tagging your Amazon EC2 resources.

Key (127 characters maximum) Value (255 characters maximum)

‘ ‘MnbileFabn‘:DavManuaIilnslancd | e

‘Name

Create Tag (Up to 10 tags maximum)

Cancel Previous Review and Launch Next: Configure Security Group

11. Inthe Step 6: Configure Security Group page, under the Assign a security group, click the
Select an existing security group. Select the security option and click the Review and Launch

button.
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AWS ~ Services v sobhan.peddi ny.com @ .. v  N.Virginia v Support v

1. Choose AMI 2. Choose Instance Type 3. Configure Instance 4. Add Storage 5.Tag Instance 6. Configure Security Group 7. Review

Step 6: Configure Security Group
A security group is a set of firewall rules that control the traffic for your instance. On this page. you can add rules to allow specific traffic to reach your instance. For example, if you want to set up a web server =
and allow Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group or select from an existing one below. Learn more

about Amazon EC2 security groups.
Assign a security group: O Create a new security group

I ® Select an existing security group I

Name Description
3 default default VPC security group

L e - Kony MobileFabric Developer-@eisimimiogrnyinine- This security group was generated by AWS Marketplace and is based on recommended settings for |

@ oo9225S launch-wizard-1 I launch-wizard-1 created 2015-06-17715:46:59.082+05:30 -
| >

Inbound rules for sg-22b95d45 (Selected security groups: sg-22b95d45) _N ==
Type (i) Protocol (i) Port Range (i) source (i)
8SH TCP 22 0.0.0.0/0
Al traffic All All 0.0.0.0/0

Cancel  Previous I Review and Launch

12. In the Boot from General Purpose (SSD) pop-up, choose the Continue with Magnetic as the
book volume for this instance and click Next, shown below:

Boot from General Purpose (SSD) X

General Purpose (SSD) volumes provide the ability to burst to 3000 10PS per volume,
independent of volume size, to meet the performance needs of most applications and also
deliver a consistent baseline of 3 IOPS/GIB.

' Make General Purpose (SSD) the default boot volume for all instance launches from
the console going forward (recommended).

' Make General Purpose (SSD) the boot volume for this instance.

I ® Continue with Magnetic as the boot volume for this instance. I

Free tier eligible customers can get up to 30GB of General Purpose (SSD)
storage.

[ Don't show again

13. Inthe Step 7: Review Instance Launch page, review the setting on the page and if correct, and

click the Launch button.
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AWS ~ Services v sobhan.peddin .com @ .. v N.Virginiav  Support v
Choose AMI 2.Choose Instance Type  3.Configure Instance 4. Add Storage 5. TagInstance 6. Configure Security Group 7. Review
Step 7: Review Instance Launch
~ AMI Details Edit AMI
KonyMobileFabric-Dev-6.2:00 i i m it Tt St S e d 2 S mn = T S i e T fwitsTenhg
4 KonyMobileF abric-Seinied -
Root Device Type: ebs  Virtualzation type: hvm
~ Instance Type Edit instance type
Instance Type ECUs vCPUs Memory (GiB) Instance Storage (GB) EBS-Optimized Available Network Performance
t2.large Variable 2 & EBS only - Low to Moderate
~ Security Groups Edit security groups
Security Group ID Name Description
50-22b95045 launch-wizard-1 launch-wizard-1 created 2eTe oE=rrrreuEoUUETOUT0
All selected security groups inbound rules
Contiritu Aranm I Tuma D) Oratmnnt (1) Onrt Damen (T Conran (T -
Cancel  Previous IE

14. Inthe Select an existing key pair or create a new key pair pop-up, select the check box and
click the Launch Instances button, shown below:

Select an existing key pair or create a new key pair X

A key pair consists of a public key that AWS stores, and a private key file that you store. Together,
they allow you to connect to your instance securely. For Windows AMIs, the private key file is required
fo obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to
securely SSH into your instance.

Mote: The selected key pair will be added to the set of keys authorized for this instance. Learn more
about removing existing key pairs from a public AMI .

| Choose an existing key pair v

Select a key pair
| awsmarketplace v

¥ | acknowledge that | have access to the selected private key file (awsmarketplace.pem),
and that without this file, | won't be able to log into my instance.

CanceII Launch Instances I
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15. Inthe Launch Status page that appears, click the link to manage your instances, shown below:

AWS ~

Services v

sobhan.peddint

Support ~

Launch Status

‘ V Your instances are now launching

The following instance launches have been initiated}i-404bcb93}  View launch log

Get notified of estimated charges
Create billing alerts to get an email notification when estimated charges on your AWS bill exceed an amount you define (for example, if you exceed the free usage tier).

How to connect to your instances

Your instances are launching. and it may take a few minutes until they are in the running state. when they will be ready for you to use. Usage hours on your new instances will start inmediately and continue
to accrue until you stop or terminate your instances.

Click View Instances to monitor your instances' status. Once your instances are in the running state, you can connect to them from the Instances screen. Find out how to connect to your instances.

~ Here are some helpful resources to get you started

« How fo connect to your Linux instance
« Learn about AWS Free Usage Tier

« Amazon EC2: User Guide
« Amazon EC2: Discussion Forum

While your instances are launching you can also

« Create status check alarms to be notified when these instances fail status checks. (Additional charges may apply)
« Create and attach additional EBS volumes (Additional charges may apply)
+ Manage securitv aroups k|

16. The Instance details pop-up appears. Click the Cancel button to close the pop-up window.
In the Instances, the MobileFabric instance is created, shown below:
« Instance Type indicates the instance type that you have chosen.

« Public DNS indicates URL for the MobileFabric Console.

AWS ~

Services v 1 2 -

Support ~

EC2 Dashboard = [ETTITNLECT IS connect | Actions v o & @

Events 4 b

Tags Q, search : i-404bcb93 Add filter [~] 1to10f1

Reports.

Limits @ Name ~  Instance ID « Instance Type ~ Availability Zone ~ Instance State ~ Status Checks -~ Alarm Status Public DNS ~  Public IP
= INSTANCES @  MobileFabric.. i-404bch33 m3.large us-gast-1c @ running z Initializing None 52.6.45.25

Instances

Spot Requests

Reserved Instances
=] IMAGES »

AMIs

nstance: | i c obileFabricDevManual_Instance ublic : ec2-52-6-45-25.compute-1.amazonaws.com

Bundle Tasks Inst i-404bcb93 (MobileFabricDevM I_Inst; Public DNS: ec2-52-6-45-25 te-1 [N =N =] |j
=] ELASTIC BLOCK STORE Description Status Checks Monitoring Tags Usage Instructions

Volumes Instance ID Public DNS SERATAT I

Snapshots Instance state  running Public IP "~ 5550000
=) NETWORK & SECURITY Instance type  m3.large Elastic IP

Security Groups Private NS in-177e% Fintamal Avallahilite zone  ns-eact-1r e

You can now launch the MobileFabric Instance.
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2.5 Launching the MobileFabric Instance

After your MobileFabric instance is created in the Instances section, follow these steps to launch the

instance:

Important: Before launching your instance, wait until the status changes to checks passed under

the Status Checks column, shown below:

Launch Instance Connect Actions ¥

Name ~ Instance ID « Instance Type ~

Availability Zone -

Instance State Status Checks

& 2/2 checks passed

@ running

1. Assign a static IP to the selected instance.
2. Inthe Instances page, after your instance status is checks passed, right-click on the instance
and choose Connect.
Q Filter by tags and attributes or search by keyword 9
Name ~ Instance ID ~ Instance Type - Availability Zone - Instance State ~ Status Checks ~ Alarm Status Public [
S t2.micro us-east-le @ running None ]
B QATest65 e t2 large us-east-1c @ running & 2/2 checks passeq Connect
Launch More Like This
Instance State »
Instance Settings »
Image »
Networking »
CloudWatch Monitoring »
3. Inthe Connect To Your Instance dialog, follow the instructions to launch MobileFabric

instance:
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Connect To Your Instance X

I would like to connect With ) 5 standalone SSH client
' A Java SSH Client directly from my browser (Java required)

To access your instance:

1. Open an S5H client. (find out how to connect using PuTTY')

2. Locate your private key file (awsmarketplace pem). The wizard automatically detects the key
you used to launch the instance.

3. Your key must not be publicly viewable for SSH to work. Use this command if needed:

chmod 488 awsmarketplace.pem
4. Connect to your instance using its Public IP:
52.5.84.,233

Example:

ssh -i awsmarketplace.pem root@52.5.84.233

Please note that in most cases the username above will be correct, however please ensure
that you read your AMI usage instructions to ensure that the AMI owner has not changed the

default AMI username.

If you need any assistance connecting to your instance, please see our connection documentation .

For more details on connecting an instance, refer to AWS Documentation > How to connect

instances.

2.5.1 How to Launch MobileFabric instance using PuTTY

1. Open an SSH tool - for example, PuTTy.exe (www.putty.org/).

2. Inthe Session > Host Name (or IP address) text box, type the URL (Public DNS) that is

generated for your instance.
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Important: In the Instances, you can find the URL under the Public DNS column.

Basic options for your PuTTY session

Specify the destination you want to connect to

—T inal
- Temina Host Mame {or P address)

- Keyboard
- Eell
- Features
=~ Window

- Appearance
?;Eaﬂnur Load, save or delete a stored session

... Translation Saved Sessions
- Selection |

-~ Colours Default Settings
= Connection
- Data

- Prongy
. Telnet
.- Rlogin
4. SSH

Close window on exit:

(O Bways () Never (@ Only on clean exit

Open || Cancel

3. InSSH > Auth, click Browse to uploaded the Private key file for authentication - for example, a
.ppk file.
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Category:

=)~ Terminal
- Keyboard
- Bell
- Features
[=- Window

- Appearance
- Behaviour
- Translation
- Selection
- Colours
[=)- Connection

Options cortroling 55H authentication

[| Bypass authentication entirely (SSH-2 anly)
Display pre-authertication banner (SSH-2 only)

Authertication methods

Attempt authentication using Pageant

[ ] Attempt TIS or CryptoCard auth (SSH-1)
Attempt “keyboarddnteractive” auth (S5H-2)

Authentication parameters
[ ] Allow agent forwarding

[ ] Allow
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4. Click Open to start the setup process of MobileFabric components.

5. Provide valid DNS for the ec2 instance and press Enter. This setup may take a few minutes.

After you run MobileFabric on AWS Marketplace, AWS validates the user credentials and
installs the MobileFabric instance. During this stage, the system completes registration with
Kony MobileFabric products such as Kony MobileFabric Identity and Console, Kony
MobileFabric Integration, Kony MobileFabric Messaging, and Kony MobileFabric Sync. The
system creates an environment in the MobileFabric Console.

Once the MobileFabric installation is completed, you will see the message:

Congratulations! Kony MobileFabric is now ready for useinthe

setup complete screen, shown below:
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The setup complete screen contains the following details that you require to log in MobileFabric

Console:
» Kony MobileFabric Console URL: http://<ec2-host>:8080
« Defaultuserlogin email ID: admin@localhost

o Default user login password: ME-<your AWS instance id>.Forexample, MF-i-
abcdl234

Note: The following are the individual console URLSs for reference:
- Kony MobileFabric Messaging URL: http://<ec2-host>:8280/kpns

- Kony MobileFabric Sync URL: http://<ec2-host>:8180/syncconsole
- Middleware URL: http://<ec2-host>:8080/admin

© 2014 by Kony, Inc. All rights reserved 37 0f 112



2. AWS Marketplace and Kony MobileFabric ~ AWS Kony MobileFabric QuickStart Guide

Version 1.2

Note: To access analytics and reports, connect to the database to allow access to
JasperReports Server. For reporting to work JasperReports Server should be able to
connect to the MySQL database residing on the EC2 instance. For this you need to connect
via SSH to the instance and grant permissions to the root user to connect to this database

from JasperReports Server node.

Use the following credentials to connect to the MySQL database:

- User: root
- Password: root

By default MySQL is blocked from connecting remotely. If required, you can connect to the
MySQL DB on the same machine.

6. From the previous step, copy the Kony MobileFabric Console URLandpasteitina
web browser's address bar and press the Enter key.

The Sign in to Kony MobileFabric page appears.

MobileFabric

Sign in to Kony MobileFabric™
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7. Provide your instance account log-in credentials that are generated in the setup complete page,

and click Sign in.

After your credentials are authenticated, you are directed to your MobileFabric account. By

default, the Apps page appears.

Applications  Installer & SDKs

Custom Apps @ SortBy Name« a

You do nat have any custom apps created. To add a custom app, dlick the (+) button above.

2.6 Assigning Static IP for EC2 Instance

To assign a static IP for EC2 instance, follow these steps:
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1. Loginto your AWS console and click Elastic IPs, shown below.

AWS ~ Services ~ - a Support ~

msanees R
Spot Requests . Launch Instance Connect Actions v o & e
Reserved Instances.

Q| search : i-9a8acbdf | Add fiter @ K < 1to1of1 > 3l
IMAGES
AMIs @ Name - InstancelD ~ Instance Type - Availability Zone -~ Instance State - Status Checks - Alarm Status Public DNS -
Bunale Tasks B s isamCemin s i @ running @ 22checks . None % ©c2-5485172-112.com .

ELASTIC BLOCK STORE
Volumes
Snapshots

NETWORK & SECURITY
Security Groups

Elastic IPs

Placement Groups « »

Key Pairs. e : . -
Instance: | i-3a8acb4f (852doc)  Public DNS: ec2-54-85-172-112.compute-1.amazonaws.com [N =R =]

Network Interfaces I
Description Status Checks Monitoring Tags

LOAD BALANCING
Load Balancers Instance ID  i-9aBach4f Public DNS  ec2-54-85-172-112.compute-
1.amazonaws.com

AUTOsEAING Instance state  running Public P 5485172 112
Launch )
Inst 2.1 Elastic I[P
Configurations nstance type arge astic
Auto Scaling Groups. Private DNS  ip-172-31-11-209.ec2 internal Availability zone  us-east-1c
g p - Neicmtn 1N 477 24 44 N0 Crnnieribie cerniinn W s Ak fn Noccnlanne [ -

2. Click Allocate New Address.

Allocate New Address

V MNew address request succeeded

Elastic IP: 52.3.135.228. View Ela; P
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N. Virginia v Support ~

nsanues

Spot Requests
Reserved Instances

= IMAGES
AMIs
Bundle Tasks

ELASTIC BLOCK STORE
Volumes
Snapshots.

=] NETWORK & SECURITY
Security Groups
Elastic IPs

Placement Groups
Key Pairs
Network Interfaces

LOAD BALANCING
Load Balancers

=] AUTO SCALING

Launch
Configurations

Auto Scaling Groups

Allocate New Address Actions v
4

Q Filter by attributes or search by keyword

Elastic IP « Instance

52.7.10.18
@ 5220100

Allocate New Address  (lCEEIE)

LISassociale AGaress

Address: 52.20.100.185

Elastic IP 52.20.100.185
Instance  -240276f1 (652Final2)
Scope  vpc
Public DNS  ec2-52-20-100-185.compute-

1.amazonaws_com

i-8a19c45f (KonyMFB52GAI...

Private IP Address ~ | Scope

172.31.1.153 vpc-21083b84

172.31.11.120 vpc-21083b34

Network interface ID
Private IP address
Network interface owner

Allocation ID

o # @
@ K < 1to20f2 > 3|
~  Public DNS -

ec2-52-7-10-18.compute-1.a..
ec2-52-20-100-185.compute-..

eni-b1301afb
172.31.11.120
176914946213
eipalloc-f07e4b95

4. Selectthe instance.

Associate Address

Select the instance OR networ|
Instance

‘Search instance 1D or Name tag

Network Interface

Private IP Address

ur

‘Search network interface ID or Name tag

| Select instance or interface. v

[J) Reassociation

Warning

IP addresses .

If you associate an Elastic IP address with your instance, your current public IP address is released. Learn more about public
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5. Click Associate.

Associate Address

Select the instance OR network j I I i L 35)
Instance  [i-130a6ect ]

or

Network Interface |Search network interface ID or Name tag |
Private IP Address [ 172.31.1.168" O]
D Reassaciation O]

If you associate an Elastic IP address with your instance, your current public IP address is released. Learn more about public
IP addresses.

A Warning ‘

2.7 Troubleshooting

This section lists the troubleshooting tips to resolve problems that you may encounter during
installation and post installation.

2.7.1 Location for Installed MobileFabric Components

The following are the locations for installed MobileFabric components:
« Console and Integration:: /home /ec2-user/KonyMobileFabric/Console
o Messaging: /home/ec2-user/KonyMobileFabric/Messaging

e Sync: /home/ec2-user/KonyMobileFabric/Sync

2.7.2 Log Locations

The following are the log locations for installed MobileFabric components:

Console and Integration
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o ProductLogs: /home/ec2-user/KonyMobileFabric/Console/logs

o ServerlLogs: /home/ec2-

user/KonyMobileFabric/Console/tomcat/logs

o Template Logs: /home/ec2-user/KonyMobileFabric/templatetools

Messaging
o ProductLogs: /home/ec2-user/KonyMobileFabric/Messaging/logs

« Server Logs: /home/ec2-

user/KonyMobileFabric/Messaging/tomcat/instancel/logs

Sync
o ProductlLogs: /home/ec2-user/KonyMobileFabric/Sync/synclogs

o Server Logs: /home/ec2-user/KonyMobileFabric/Sync/apache-
tomcat-7.0.52/1ogs

2.7.3 How to Start MobileFabric Components

2.7.3.1 Starting JMS

1. TostartJMS,goto /home/ec2-user/KonyMobileFabric/Console/jboss

jms/bin folder.

2. Execute the following command:

nohup ./startjms.sh &
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2.7.3.2 Starting Console Manually
1. Goto /home/ec2-user/KonyMobileFabric/Console/tomcat/bin folder.

2. Execute the following command:

nohup ./startup.sh &

2.7.3.3 Starting Messaging Services Manually

1. Goto/home/ec2-

user/KonyMobileFabric/Messaging/tomcat/instancel/bin folder.

2. Execute the following command:

nohup ./startup.sh &

2.7.3.4 Starting Sync Services Manually

1. Goto /home/ec2-user/KonyMobileFabric/Sync/apache-tomcat-
7.0.52/bin folder.

2. Execute the following command:

nohup ./startup.sh &
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3. How to Add Users

Identity is a service that validates the authentication of the users before accessing your application.
Kony MobileFabric allows Kony User Repository for validations.

« Kony User Repository

You can setup an identity service based on the type of the users who are allowed to access your
application. To allow access to your application to a larger audience, use Kony User Repository
authentication.

Note: Setting up an identity service is optional. You may choose not to implement any
authentication services for your application.

3.1 Kony User Repository

With Kony User Repository, you can create log-in credentials for app users. Typically, you use the

service to restrict the number of users accessing the application.
Steps to enable a user to access your application include:

« Enabling Kony User Repository Service for Your Application.

« Adding a User to the Kony User Repository

3.1.1 Enabling Kony User Repository Service for Your Application

To enable users to access your application, follow these steps:
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1. Create an app.

2. From the Applications page, click an application.

Applications SDK's v
Custom Apps @ Sort By Name~ Q
App 1 App 10 App 11
App 12 App 13 App 14

The ldentity page appears.

Note: If you want to add Kony User Repository to a new app, click Custom Apps.

3. Click Add Identity Services > Use Existing.

Conﬁgure Publish

ﬂ Identity {}* Integration &P Orchestration &3 synchronization @ Messaging

Add Identity Service | Configure new ‘ ‘ Use Existing ‘

4. Inthe Existing services page, hover over the required Kony User Repository from the list,
click the Settings button, and then click Select. The Kony User Repository is added to your app.
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Existing services

e e e e e e iR T A T [Lmie ] (W] (el Wy S e R

(R Yy e el p e ILLO. I TUUUU O U au Lgu SuviL N L E " P

Kony User Repository e 2000 0T etiugeo. .. User Store ) a,

I & select I

Note: If a Kony User Repository service is already added to your app, then the Kony User
Repository service is listed in the Existing Services list. You can add only one Kony User
Repository for an app.

3.1.2 Adding a User to Kony User Repository

To create a User Repository account for a user, follow these steps:

1. From the Identity tab of an app, click the Settings a button next to the Kony User
Repository, and then click Edit.

Kony User Repository E
User Store

€3 Unlink
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A list of existing users is displayed.
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2. Click Add New User. The Add New User dialog appears.

B Identity

Kony User Repository

{32 Integration

Configure

&¥ Orchestration £ Synchronization

Add New User

Import Users

First Mame
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3. Provide the required details.

AWS Kony MobileFabric QuickStart Guide

Add New User

EmailJsername*

First Mame*

Last Mame*

Phone

Password*®

Re-Enter Password®

Userg@gmail.com

Userl

Lastname

12334343

Cancel Add User

4. Click Add User.

You can add another user by repeating the steps above in the procedure.
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4. Creating Your MobileFabric App

Adding a MobileFabric app to your account creates a container or a logical wrapper around all the
services you want to provide for your mobile app. Once your services are published, you will receive an
App Key App Secret, and Service URL, which are used within your client app development tool to
securely connect to your back-end MobileFabric services. The App key, App secret, and Service URL
are initialized through SDKs.

To create your MobileFabric app, follow these steps:
1. Click Apps from the left pane.

2. Click Custom Apps.

Applications  Installer & SDKs

Custom Apps @ Sort By Mame~
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3. Rename the app and change your app icon, if required.

n ,:;Ep 24 &

B dentity {32 Integration &P Orchestration &3 synchronization P Messaging

Configure

Add ldentity Service Configure new Use Existing
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5. Creating an Identity Service

The Identity Service allows you to add a simple authentication and authorization method to your
mobile app. This service can integrate with various back-end identity providers (IDP) such as
Salesforce, SAP, Active Directory (direct or by Active Directory Federation Services (AD FS)) or any
SAML 2.0 enabled end-point. After successfully authenticating, the back-end IDP returns a security
token that is held by Kony MobileFabric. This token can be used in subsequent calls to integration or
orchestration services automatically. This helps remove the burden of single sign-on token
management within the client app.

For this Quick Start guide, we will use the built-in Kony User Repository provided by MobileFabric as
our identity provider. For more information on integrating with other back-end IDPs, please refer to our
tutorial for integrating a sample CRM app with Salesforce.

5.1 Configuring the Service

To configure an Identity service, follow these steps:

1. Click Add Identity Service > Use Existing.

a Identity

Add Identity Service | Configure new Ise Bxisting

2. Inthe Existing services page, hover over the Kony User Repository from the list, click the
Settings button, and then click Select. The user store is added to your app.
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Exmisting senvices

SFBasc 1418160813370

SFSAMLZA

Syncldentity

test_DocTeam

testPld

testPubld

Kony User Repository

https:#100000785, auth ga-ko

hitps 100000785 auth.ga-ko. .

https 1 00000785 auth.ga-ko. .

hitps.//1 00000785 auth,ga-ko

hittps-1 00000785 auth ga-ko

hitps. &1 00000785 auth.ga-ko. .

https./1 00000785  auth.ga-ko. .

Salesforce

SAML

Salesforce

SAML

Salesforce

Salesforce

User Store

09 Dec'14 2137 UTC
26 Now'14 07:51 UTC
26 Sep 14 12:24 UTC
24 Oct'14 12:02 UTC
03 Dec'14 04:30 UTC
26 Nov'14 04:48 UTC

23 5ep™14 14:20 UTC

# select

The identity service for the Kony User Repository is now available for use.

3. Click the settings icon and then click Edit.

Kony User Repository

User Store

€S Unlink

4. Click Add New User. The Add New User window appears.
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5. Provide the required details, and then click Add User.

Add New User

Email/Username*

First Name*

Last Mame*

Phone

Password*

Re-Enter Password®

Userggmail.com

User1

Lastname

12334343

(21211

Cancel

Add User
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6. Creating an Integration Service

Now that we can authenticate our users, we need an easy way to retrieve data from an existing back-
end system. In many cases, the back-end system does not return the data in the exact format we want,
and/or it returns more data than our app needs.

The MobileFabric Integration Services can consume data from any back- end system. You can use
our standard technology connectors for REST, JSON, or SOAP web services. You can also use our
enterprise business connectors that make it easy to connect to enterprise back-end systems like
Salesforce or SAP, and browse for the data objects and services you want to expose to your app.

For this example, we will use a publicly available SOAP web service for getting weather information.
To get the current weather and the weather forecast for a ZIP code, we will have to call two separate

services.

To call the weather services, follow these steps:
1. Click the Integration tab.

2. Click Add Integration > Configure New.

Contegure Fublesh
B dantity fio at A Dechastration {7 snchronization M assaging
= Sernice Dehrrban
Carare Mame' e Typa®
S08P -
Bas
WSDL LR
Wb anse ""-" araton®
@ Mone (CBasic () NTLM
Use proory from, sethings
Cans

3. Name your new service Weather and choose SOAP as the Endpoint Type.
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4. Then enter the following URLSs to complete the service definition:

« Inthe Base URL box, type: http://wsf.cdyne.com/WeatherWS/Weather.asmx
« Inthe WSDL URL box, type: http://wsf.cdyne.com/WeatherWS/Weather.asmx?wsdl
5. Under the Web Service Authentication, select one of the following modes:
a. None: Select this option if you do not want to provide any authentication for the service.

b. Basic: Provide User ID and Password if the external Web service requires form or basic
authentication.

c. NTLM: Your service follows the NT LAN Manager authentication process. You are
required to provide the User ID, Password, NTLM Host, and NTLM Domain.

d. Toenable the proxy, select the Use proxy from settings check box. By default, the check
box is cleared.

6. Click Save & Continue to retrieve the WSDL. Each of the available operations are listed in a
drop-down box. Select the GetCityForecastByZip and GetCityWeatherByZip. Click Add
Operation. This will create two operations under your Weather service that maps to the SOAP

web service methods.

© 2014 by Kony, Inc. All rights reserved 56 0f 112



6. Creating an Integration Service AWS Kony MobileFabric QuickStart Guide

Version 1.2

7. Totestand edit the GetCityWeatherByZip, click the settings icon and choose Edit.

a Identity L3 Integration &P Orchestration 3 Synchronization @ Messaging

soapTestDoc

#+ Endpoint

= Operation

Operation Name

Select Operations - Add Operation

GetWeatherinformation a

[ Edit

(2] Clone| Edit Operation

<> Sample code

GetCityForecastByZIP

W Delete
Done

8. The operation details window opens. A sample web service request is provided showing a
placeholder for any input parameters. For the GetCityWeatherByZip, the ZIP is the only input
parameter displayed as <ns1:ZIP>?XXX?</ns1:ZIP> inthe samplerequest. At this

point, we could hard code a value, but since we want our app to provide the zip code, we need
to provide an input variable name: <ns1:2IP>S$zip</nsl:ZIP>. Wethen need to define

that variable under the input tab including a test value of 70036.
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Request
Operation Name ‘Operation Security Level @ q Response Result
GetWeatherlnformation12 Authenticated App User ~
<soap:Envelope xmins:soap="ttp /Awww. w3 0rg/2003/05/50ap-envelope
Operation Path® hity o =
<soap:Header/’>
http:/wsf.cdyne.com/Weatherws/Wea. .. http:// dyne. i <soap:Body>
<weat:GetWeatherinformation/s>
</soap:Body>
I it
npu Output Advanced e Envelopes
D Test value Default value Scope Datatype Encode
No Records Found >

Default value will be used if Test value is empty.

Cancel | Save Operation

9. You can then test the service and see the SOAP web service response.

Request Response Result Test

<testdata>
<StatexNY</State>
<City»Mew York</City>»
<Temperature>76</Temperature:
<Wind>W13</Wind>

«/testdatar

10. Onthe Output tab, enter the following parameters and path.
city /City
State //State

temp //Temperature
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PR N S ]

T smlliarlis = sd app e -

Banpatd coyre ComANe ST e ather anra el

+ =
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(1] Pty Thope Dats Type o Record D Foermat vakse

11. Click the Test button again and the result will be displayed as XML.

Request Fesponse b B

e
Wk ke Yokl Ty
B L T
el e
LT

The result will be converted to a JSON before being sent to the device.

Note: This is a simple example, but it shows the power and flexibility the MobileFabric
Integration Service provides to retrieve data and process it before returning an optimized
JSON string to the device. You can also configure additional processing under the
advanced tab including deploying custom code that executes before and after the service
invocation.
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12. Editthe GetCityForecastByZip in the same way. This service returns a repeating data structure

for each day providing that day’s weather forecast. This requires the use of the collection ID

under the output tab to create a repeating set of JSON objects. After creating the ZIP input

parameter the same way as the previous service, enter the following output parameters:

ID

ForecastList

date

desc

low

high

daypct

nightpct

xPath

//ForecastResult/Forecast

Forecast/Date

Forecast/Description

Forecast/Temperatures/MorningLow

Forecast/Temperatures/DaytimeHigh

Forecast/Probability OfPrecipiation/Daytime

Forecast/Probability OfPrecipiation/Nighttime

CollectionlID

ForecastList

ForecastList

ForecastList

ForecastList

ForecastList

ForecastList

Test your service and you will see the resulting XML showing the repeating collections of

forecasts.
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7. Creating an Orchestration Service

The following types of Orchestration Services are supported by MobileFabric:

« Composite Services include:

o Concurrent Service: All specified integration services are called in parallel.

o Sequential Service: The output of one service can be used as the input of a subsequent
service. Each integration service in the chain will be executed sequentially.

« Looping Service: Allows you to call the same service in a loop using the same input values until
you reach a break condition or you can send in a delimited set of input values and the service will

loop through the inputs until it reaches the end.

For this example, we want to return the current weather and the forecast in one service call.
Therefore, we want to create a concurrent composite Orchestration Service using our
GetCityWeatherByZip and our GetCityForecastByZip. This allows our app to call one Orchestration
Service using the ZIP Code and getting back all the data we need.

To execute an Orchestration Service, follow these steps:
1. Onthe Orchestration tab, click Add Orchestration > Create Composite.

2. Enter a name for the service as GetCityWeatherAndForecastByZip and choose Concurrent as

the type of Composite service.
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3. Addthe GetCityWeatherByZip and the GetCityForecastByZip operations.

@

Configure Publish
a Identity L3¢ Integration AP Orchestration £ Synchronization P Messaging
Concurrent Sequential

soapTestDoc Select JAR file

soapTestDoc. GetWeatherinformation =

Select Category
GetWeatherinformation Add
Or Upload

soapTestDoc. GetCityForecastByZIP =

GetCityForecastByZIP add ? & B =m Mo file selected.

Postprocessor class

Cancel | Save

4. Save the service.
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8. Synchronization

Kony Synchronization is a comprehensive data synchronization platform that enables developers to
add synchronization capabilities to mobile applications. Fundamental to Sync Framework is the ability
to support offline and collaboration of data between devices and the backend systems.

To enable synchronization capability for an app, you need to define a Sync Configuration file.

8.1 Sync Configuration file

A Sync Configuration captures details of the data synchronization characteristics of an application.
These details are captured in a file typically referred to SyncConfig.xml (the name really does not
matter) adhering to the SyncConfig.xsd schema. A SyncConfig.xml represents the below structure.

SyneConfiguration

SynCsrategy

|
1
L]

1
-
L] L Ll
I | T ee— m O

ClientFitter —

o PerssstentSync | 2 Webservices

ServerFiter —

Chang e Tracking . update

The two most important elements of this schema are:
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« Sync Scope

« Sync Object

8.1.1 Sync Scope

A Sync Scope groups together the Sync Objects that share common synchronization characteristics
like Sync Strategy, Datasource and so on.

A Sync Configuration can have multiple Sync Scopes. It is not possible to define relationships between
Sync Objects belonging to different Sync Scopes.

8.1.2 Sync Object

Conceptually, you can consider a Sync Object as a business object that has some public attributes and
some methods. The public attributes correspond to the fields visible to client devices, and they are
used for synchronization. The methods correspond to the CRUD operations that map to the backend
services exposed for the object. The parameter values methods /operations based on both public
attribute values.

A Sync Object is meta-data:

» Defining the business object model of an application.

« Defining the way data is exchanged between mobile devices and backend.
A Sync Object is data:

Sync Object data is a business object instance exchanged between client and server.

8.2 Adding a New Synchronization Scope

Note: The following section explains setting up a Sync scope for Salesforce account.

To add a new Synchronization scope, follow these steps:
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1. From the Synchronization page, click Add Synchronization Scope > Configure New.
2. Provide a name for the new Sync scope. (For example, FSSync)

3. Under Sync Scope Definition, provide the following details:

i) FieldServ...
>
Configure
B Identity £} Integration AW Orchestration ¥ Synchronization

FSSync
= Sync Scope Definition

Namespace Integration service®

com.kony KonyXMLI18nService2 -
Sync Strategy Change Tracking Policy

® OTA Sync (O Persistent Sync ® Provided by data source

Change Tracking Columns Change Resolution Policy

¥ Last Update Timestamp ® soft Delete Flag O Client Wins @ Server Wins (O Custom

a. Specify a Namespace for the Sync scope. The Namespace should follow a prescribed
format such as com.kony.

b. Select the required service from the Integration Service list.

c. Selecta Sync Strategy. The available options are OTA Sync and Persistent Sync.

Note: To understand which strategy to use for your sync scope, refer section
Appendix - Sync Strategy.

d. Selecta Change Tracking Policy (CTP) if you want to track the changes happening in the
server database. Select Provided by data source, if you have a provision to track changes
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in the data source. For database this would be like a timestamp column which updates for
any changes made to the row. Set CTP as Kony Sync Server, if you want SyncServer to
track the changes. This option will be available only if you had selected Persistent Sync as
Sync Strategy.

e. Inthe Change Tracking Columns:

i. Selectthe Last Updated Timestamp check box when you have column that
represents the latest edited values.

ii. Selectthe Soft Delete Flag check box when the database has the column that
represents soft deletes. Soft delete field in a record represents that a particular
record is deleted by changing the status to deleted. This record will exist in the
database. Thus by selecting this field Kony Sync server does not sync records
whose status is set as deleted.

f. In case of conflicts between the data at the client and server end, specify any of the
following under Change Resolution Policy:

» Client Wins: The changes on the client side take precedent over the changes on
the server side.

« Server Wins: The changes on the server side take precedent over the changes on
the client side.

« Custom: Enables you to upload an Interceptor class which comprises the logic or
policy for conflict resolution.

4. Expand Sync Objects.

5. Under Sync Objects, provide the following details:

a. Onthe left pane, provide a name for your Sync object, and then click the Plus button.

b. On the Definition tab of the new Sync object, select an operation from the Select
Operation list, and click Generate attributes.
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Note: The list of operations available for a new Sync object depends on the
Integration Service selected in the Sync Scope.

F3Sync

= Sync Scope Definition

== Sync Objects
+ Definition Change Tracking Relationship Filters Lifecycle Methods
Select Operation
test B

None . | O Generate attributes

Name Is Key Type Is Nullable Max Length Auto Generated
New Attr false - string  ~ true - false - |

false - string true - false - m

6. Onthe Change Tracking tab, do the following:
a. Fromthe TimeStamp Attribute for Change Tracking list, select an attribute that denotes

a particular record is modified.

b. From the Attribute for Identifying a soft deleted list, select an attribute that denotes a soft
delete.

Note: You need to select TimeStamp Attribute for Change Tracking, only if you
have selected Last Update Timestamp check box under the Change Tracking
Columns respectively.
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Note: You need to select Attribute for Identifying a soft delete only if you have
selected Soft Delete Flag check box under the Change Tracking Columns.

+ Sync Scope Definition

= Sync Objects

Account

+

Definition Change Tracking Relationship

Object Update Tracking(Required)

TimeStamp Attribute for Change Tracking

LastModifiedDate

Time Format of Update Tracking

YYY-MM-DD HH-MM:SS

Initial Timestamp

Filters

Lifecycle Methods

Object Soft Delete Logic(Required)
Attribute for identifying a soft delete

CreatedDate -

Attribute value that indicats this object SHOULD be
considered as deleted

OR Attribute value that indicates this object SHOULD
MOT be considered as deleted

Cancel | ‘ Save

For non Boolean attributes, enter additional values that will be considered for soft

deleting. For example, from the list if you select BillingCity, the system displays the

following fields.

« Attribute value that indicates this object SHOULD be considered as deleted: if
this value matches with the main attribute, the system deletes this attribute.

« OR Attribute value that indicates this object SHOULD NOT be considered as
deleted: if this value matches with the main attribute, the system does not delete
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this attribute.

Object Soft Delete Logic(Required)

Attribute for identifying a soft delete

BillingCity |E|

Attribute value that indicats this object SHOULD be
considered as deleted

OR Attribute value that indicates this object SHOULD
NOT be considered as deleted

c. Change Time Format of Update Tracking, if required. By default, Salesforce time
formatis YYYY-MM-DD HH:MM:SS.

d. InInitial Timestamp box, enter the date from which the records are to fetched.

e. Click Save.

7. Onthe Relationship tab

== Sync Objects

L Definition Change Tracking Relationship Filters Lifecycle Methods

F55ync

Click the Plus button to open Add New Relationship dialog.
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a. Provide the following details:

Add New Relationship

o Select Target e Select Source o Select Type
Target Object Source Attribute Relationship

b
Target Attribute Cascade

Cancel Save

i. Select the required object from the Target Object list.
ii. Selectthe required attribute from the Target Attribute list.
ii. Selectthe required attribute from the Source Attribute list.

iv. Selectthe type of relation between Source attribute and target attribute from the
Relationship list.

v. Select Truefrom the Cascade list if you want to delete a record in the parent table
and its child tables.
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8. Onthe Filters tab, provide the following details:

FSSync

= Sync Scope Definition

== Sync Objects

+ Definition Change Tracking Relationship Filters Lifecycle Methods
FSSync Attribute List = Client Side Filters
Filter Attribute Conditions

————————————————————————

Finance - 0
httpfya. ..

Finance EQ - ]E_

== Server Side Filters

a. Inthe Client Side Filters, from the Attribute List, select an attribute.

b. For the selected attribute, provide a condition.

c. Tosave the current filter and add another filter, click the Plus button.

d. Inthe Server Side Filters, from the Attribute List, select an attribute.

e. Forthe selected attribute, provide a condition.

f. To save the current filter and add another filter, click the Plus button.
9. Onthe Lifecycle Methods tab, provide the following details:

a. From the Action list, select an action.

b. From the Select Operation list, select an operation.
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c. Click Generate Mappings.

FieldServicessyn

# Sync Scope Definition

= Sync Objects

- Definition Change Tracking Relationship Filters Lifecycle Methods

testl
Action Craate B

Select Operation

None €% Generate mappings

Note: Input mapping is generated only for Create, Update and Delete operations.

Note: Output mapping is generated for all the operations: Create, Update, Delete,
get, getUpdated, getDeleted and getBatch.

Note: Header Mapping needs to be added manually.

d. Add Input parameters from the Input Mapping by clicking the Plus button. Provide the
following details:

a. Fromthe Source Type list, select the type of the source.
b. From the Source Value list, select a value.
c. Fromthe Service Input Param list, select an input parameter.

d. Click Save.

© 2014 by Kony, Inc. All rights reserved 730f 112



8. Synchronization AWS Kony MobileFabric QuickStart Guide

Version 1.2

8.3 Validate Sync Configuration

Kony MobileFabric allows you to validate the Sync configuration before you can utilize the scope in
your application.

To validate your Sync configuration, on the Synchronization page, click Validate Sync Configuration.

Configure Publish
a Identity L} Integration AW Orchestration G Synchronization ' Messaging
Add Synchronization | Configure New </> Validate Sync Configuration . Download Sync Configuration

FieldServicesSyn n_

com.kony

You receive the following message if your scope is valid:

Validate Sync Configuration

Download

Sync Configuration is Valid

To download the file, click Download. This file is useful when the Sync Scope is invalid, and you

wanted to know the details of the errors encountered while validating the Sync Scope.

8.4 Download the Sync Configuration

Click Download Sync Configuration to download the Sync configuration file Syncconfig.xmlfile on
your computer.
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Add Synchronization | configure New </> Validate Sync Configuration & Download Sync Configuration

FieldServicesSyn ﬁ

com_kony

8.5 Sync Console

Note: The details of your sync scope will be available in Sync Services after you publish the app.

Kony Sync Management Console provides a single point of control for monitoring and configuring the
Kony sync console creation process.

To view your Sync Console, click Sync Services from your cloud account.

Environments

Environment @

Environment Name 4 Administration
AllEnv
Available @ e
) 1%} i S S
‘ # Modify ‘ ‘ Tl Delete Ess3ging Brver yne

For more details on Sync Console, refer to the following document:
http://docs.kony.com/konylibrary/default.htm#../Subsystems/Kony Sync Cloud and On-Premises

Console User Guide/Content/Homepage.htm
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9. Messaging

Messaging service allows you to upload push certificates for iOS, Android, BlackBerry, and Windows
8 RT platforms.

For sending messages, follow these steps:
1. Add Push Certificates
2. Access Messaging Console

3. Send aPush Message

9.1 Add Push Certificates

MobileFabric messaging supports the following platforms:
1. i0S
2. Android

3. BlackBerry

4. Windows 8 RT & Pro

This section details the process for adding push certificates to your application.

Note: Refer to the following section for creating a push certificate:

http://docs.kony.com/konylibrary/default.htm#../Subsystems/KMS Console User
Guide/Content/Apps/Adding Platform.htm

To add iOS Push Certificates for your app, follow these steps:
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1. ExpandiOS. A list of configurable items appear.

= % 05
Application Mode ® Production (O Development
iPhane Push Certificate Browse.. | Mo file selected
A ] 2 X Download i Delete
Reset Certificate Password
iPad Push Certrficate Browsa_. | No file selected.
Certificate Password
Tl Delete configuration save

2. Application Mode: An appropriate application mode.

« Production mode: When selected, production certificates and associated password
details are entered while sending push notifications. Push notifications are delivered in

real-time.

« Development mode: When selected, you can still send push message notifications, but
delivery of push natifications are not real-time.

3. iPhone Push Certificate: From here, you can upload, download, or delete a certificate.

« Click Browse to upload an iPhone certificate.
« Click Download to download an iPhone certificate.
« Click Delete to delete an iPhone certificate.

4. Certificate Password: Enter the password for iPhone, and then click Save to complete the

configuration process.
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5. iPad Push Certificate: From here, you can upload, download, or delete a certificate.

« Click Browse to upload an iPhone certificate.
« Click Download to download an iPhone certificate.
« Click Delete to delete an iPhone certificate.

6. Click Save to complete the configuration process for iOS platform.

9.1.2 Android

Note: Refer to the following section for creating a push certificate:

http://docs.kony.com/konylibrary/default.htm#../Subsystems/KMS_Console User
Guide/Content/Apps/Adding Platform.htm

To add Android Push Certificates for your app, follow these steps:

1. Expand Android. A list of configurable items appear.

+ @ 05
= & Androd

GCM Authonization Key*

Save
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2. Enter the GCM authorization key, and then click Save to complete the configuration process.

Note: Google Cloud Messaging for Android (GCM) is a service that helps you to send data
from servers to Android applications on Android devices. This can be a lightweight message
telling the Android application that there is new data to be fetched from the server (for
example, a movie uploaded by a friend), or it can be a message containing up to 4kb of
payload data (so apps like instant messaging can consume the message directly). The
GCM service handles all aspects of queuing of messages and delivery to the target Android
application running on the target device.

9.1.3 BlackBerry

Note: Refer to the following section for creating a push certificate:

http://docs.kony.com/konylibrary/#../Subsystems/KMS_Console User
Guide/Content/Apps/Adding Platform.htm

To add BlackBerry Push Certificates for your app, follow these steps:
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1. Expand BlackBerry. A list of configurable items appear.

+ & 05

+ & Androd
- “i2 BlackBerry
BlackBerry ID

Reset BlackBerry Password

BlackBerry Push URL PR

i Delete configuration Save

2. BlackBerry ID: Enter the ID.

Note: BlackBerry Identity is a single, master key for BlackBerry products, sites, services,
and applications, offering: Simplified access, privacy and security controls, a personalized
and customizable experience.

3. BlackBerry Password: Enter the password.
4. BlackBerry Push URL: Enter the web address.
5. Click Save to complete the configuration process.

6. To delete configuration for BlackBerry, click Delete Configuration.
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9.1.4 Windows 8 RT & PRO

Note: Refer to the following section for creating a push certificate:
http://docs.kony.com/konylibrary/#../Subsystems/KMS Console User
Guide/Content/Apps/Adding Platform.htm

Note: Windows push certificate is a purchased SSL certificate that is converted to correct format

for uploading to MobileFabric.

To add Windows Push Certificates for your app, follow these steps:

1. Expand WINDOWS 8 RT and PRO. A list of configurable items appear.

+ @ i0s

4+ @& Android

+ " BlackBerry

= 2% Windows & RT & Pro

Secret

sID

Tl Delete configuration Save
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2. Secret: Enter the secret key details.

Note: Windows Secret is an associated secret key that contains strings used in
authentication with KMS APIs. It is used in authentication on the client side during
registration.

3. SID: Enter the SID details, and then click Save to complete the configuration process.

Note: Windows SID is a security identifier that is a unique, immutable identifier of a user,
user group or other security principal. A security principal has a single SID for life, and all
properties of the principal, including its name, are associated with the SID. This design
allows a principal to be renamed (for example, from "John" to "Jane") without affecting the
security attributes of objects that refer to the principal.

4. Todelete push configuration for Windows, click Delete Configuration.

9.2 Accessing Messaging Service Console

The Messaging Service Console allows you to add and manage applications, view the stored
certificates, and manage a subscribers list.

You can access Messaging Service console from your MobileFabric cloud account by clicking the
Messaging Service in the your cloud dashboard.

Environments

-
Erveircnment G-./'

Ermircnemernt Mame & Administration
ANEM
0| e
# Modi & Delete Messaging SRrver Sync
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Note: For more information on Messaging Service Console, refer to the following guide:
http://docs.kony.com/konylibrary/default.htm#../Subsystems/KMS Console User

Guide/Content/Cover Page.htm?TocPath=Kony Development Cloud|Kony Messaging

Services|Kony Messaging Services Console User Guide 1.
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10. Publishing the App

Once you have configured your demo app to use Kony User Repository identity service, you need to

publish the app.

Based on environments created, Kony MobileFabric Console allows you to publish apps by using

automated publish or manual publish.
« With automated publish, your apps are published to clouds or environments.

« Manual Publish is required only because of some limitations with publishing custom code

associated with integration services.

To publish a service, follow these steps:
1. Click the Publish tab to view your available environments.

2. Selectyour target environment, and then click Publish.

@~

Configure Publish

Select environment to publish

TestManualPublish
MobileFabric - Trial

&’

Not Published
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10.1 Testing the Service

Now that the identity service for our app has been published, we can test the service by trying to
authenticate as our demo user. To do this, we need the app key, app secret, and the identity service
URL of our runtime environment.

For testing the service, follow these steps:

1. From the Publish tab, click the key icon of our runtime environment.

kw-demo & X
Mabile -
«" Published ; App Key

b5T4853Ec8431159c44 3067 2ed123d93

Runitir

App Secret
Qe ¥ 3B84610a5194a5/5851b57 985227003

The app key and app secret are displayed.

The App key, App secret, and Service URL are used to initialize a client app to use MobileFabric
services.

Note: App Key is unique to each environment.
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2. Click the download icon, and then click App Service Document.

App Service Document

{"appId":"dbc34cf3-aa97-4efe-9c@f-el717dfd95fc", "baseld”: "1a285751-2
Ode-4c9e-9ded-2fb7c87adb48" , "name" : "Demo App","selflink":"https://100000
@32.auth.konycloud. com/appconfig”,"login": [{"type" : "basic"”, "prov":"u
serstore”,"url”:"https://100000032.auth.konycloud.com"}], "reporti
ngsvc": {"custom": "https://kw-demo.konycloud. com/services/CM5", "session":
"https://kw-demo.konycloud. com/services/IST"}}

This will display a configuration JSON used by the client app to discover what services are

available to this app in this environment. The configuration also contains the login URL to the
user store (highlighted in red).

3. Testthe service using the following cURL command for authenticating a user.

Note: cURL - a command line tool for getting or sending files using URL syntax. This guide
uses the cURL command to represent a mobile device making HTTPS API calls to a Kony
MobileFabric environment. cURL is typically pre-installed on Linux and Mac systems.

For Windows, go to http://curl.haxx.se/download.html, download cURL, and the SSL
libraries required to connectto HTTPS URLs.

For cURL commands and documentation, refer to http://curl.haxx.se/docs/

curl -X POST -H "X-Kony-App-Key:
24662f8e60c8abcd2b2117e37d22fe32" -H "X-Kony-App-Secret:
75aa0fel63ace8f5c4a92245097d95¢c6" -H "Accept: application/json" -
H "Content-Type: application/x-www-form-urlencoded" -d
'userid=demo%$40kony.com&password=Passl1234"

'https://100000032.auth.konycloud.com/login?provider=userstore’
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4. The JSON response contains the following elements:

a. profile: Includes user profile information. In this case, it is the user profile attributes from
Kony User Repository. If this identity services were connected to an enterprise identity
service provider, this would include user profile information from that system.

b. provider token: This is the security token returned from the external identity service
provider such as Active Directory or Salesforce. In this case, it is the token returned from
the Kony User Repository.

c. refresh token: The refresh token has a longer timeout than the provider token. The
refresh token can be used to get a new provider token, but it requires the use of the app
key and app secret to request a new provider token.

d. claims token: This is a Kony MobileFabric claims token that will be used for any
subsequent calls to Integration, Orchestration, Sync, or Messaging services.

The token values are formatted as JWT tokens and are digitally signed by the server so they can
be validated by the server on subsequent calls. They can be decoded using a JWT decoder
such as https://developers.google.com/wallet/digital/docs/jwtdecoder to view the data it

includes.

The following is a sample JSON response from the cURL command:

"profile": {
"email": "demo@kony.com",
"userid": "demo@kony.com",
"firstname": "Demo",
"lastname": "User"

b

"provider token": ({
"exp": 1412190752000,

"value":
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"eyA1YWxnIjogIk5PTkUILCAidHIwIjogImp3cyIgfQ.eyAiX2FjcyI6ICIxMDA
w
MDAwWMzIiLCA1iZXhwIjogMTQOxMjES5MDc1IMiwgIl9pc3NtZXRhIjogIli%hcGkvdijE
v
PWVOYWRhAGEvVVX13M0pDdVU4XzVNUEZENzdCM3Z2Gdz09TIiwgI192ZXIi0iAidjE
u
MSIsICJfcHJIvdl91c2VyaWQiOiAiZGVtbOBrb255LmNvbSIsICIJfaWRwIjogInV
z
ZXJzdGO9yZSIsICJIpc3MiOiAiaHROCHM6LY8xMDAWMDAWMzIuYXV0aC5rb255Y2x
v
dWQuY29tIiwgIl91bWFpbCI6ICIkZWIvOGtvbnkuY29tIiwgImp0aSI6ICJI1IMDU
w
MmEFiNSO50TY4LTQzNzctOWRKNCO4ZWI4OWIJhMGVhMJEiLCA1iaWFO0IjogMTQOxMIE
4
NzEIMiB9.MCwCFAa51gjc8PKc31ZwXydRviPtrIJXjAhRWSssiS86n4oWyuCZEsc
Z
wkn7aHw",

"provider": "userstore",

"params": {}

by

"refresh token":

"eyA1YWxnIjogIk5PTkUILCAidHIwIjogImp3cyIgfQ.eyAiX3Njb3BlIjogImc
i
LCAiX2FjcyI6ICIxXMDAWMDAWMzZIiLCA1ZXhwIjogMTQOxMjI3MzUIMiwgIl9pc3N
t
ZXRhIjogIi9%hcGkvdjEvbWVOYWRhdAGEvVVX13M0pDdVU4XzVnUEZEFNzdCM3ZGdz0
9
TiwgIl1l92ZXTiOiAidjEuUMSIsICJIfcHIvdl91c2VyaWQiOiAiZGVtb0OBrb255LmN
v
bSIsICIfaWRwIjogInVzZXJzdGI9yZSIsICIfYXBwIjogImR1Zj1jNzM4LTAXNIM
t
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NDgzZS05NzdmLTMIMDIxM]jViMTk4YyIsICJIJpc3MiOiAiaHROcHM6Ly8xMDAWMDA
w
MzIuYXV0aC5rb255Y2xvdWQuY29tIiwgI191bWFpbCI6ICIkZWlvQGtvbnkuY29
t
IiwgImpO0aSI6ICIOMTI1ZmESYy11ZDImLTRJMTItYTYZNCO20GJkOTAWYTNhMTg
i

LCAiaWFO0IjogMTOxMjE4NzZEIMiwgIl9wdWlkIjogMjgwODIONJAOOTc5NDUIMDg

2
IHO.MCwCFACJQFUWOC4pYFV2GIvOBOerHrENAhQQ3-Dvfe9ytvCzu-tbJz
6301u
XA",
"claims token": ({
"value":

"eyA1YWxnIjogIk5PTkUILCAidHIwIjogImp3cyIgfQ.eyAiX3Njb3B1lIjogImc
i
LCAiX2FjcyI6ICIxXxMDAWMDAWMZIiLCAiX3Z1ciI6ICJI2MS4xTIiwgI19pZHAIO1iA
i
dXN1cnNO0b3J1TIiwgI19hcHAIiOi1A1IZGVMOWM3MzgtMDE2MyOOODNILTk3N2YtMzU
w
MJEyNWMxOThjIiwgImlzcyI6ICJodHRwczovLzEWMDAWMDAzZMiShdXRoLmtvbnl
J
bG91ZC57b20iLCAIX2VEtYWlsIjogImR1bWIAa29%9ueS5jb201iLCA1aWFOIjogMTQ
X
MijE4ANZEIMiwgImV4cCI6IDEOMTIXOTA3SNTISICJIfaXNzbWVOYSI6ICIVYXBpL3Y
X
L211dGFkYXRhL1V5dzNKQ3VVOF81Z1BGRTc3QjN2Rnc9PSIsICIfcHIvdl91c2V
y
aWQiOiAiZGVtb0Brb255ILmNvbSIsICIqdGkiOiAiY2MAMGFKNGEtNGQONSOOMmE
k
LTk2ZjUtZTYONZYWZWViZjI2IiwgI19hdXRoeiI6ICJIleUp3WlhKAGFYTnphvzl
1
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Y31JINmUzMHNJbkp2YkdWeklgqcGIJYWDAILCAiX3B1aWQiOiAyODA4M Q2MDQ5Nzk
0

NTUwODYgfQ.MCOCFQCP 1JSQeSstMYjr8P4vrgKYuTn5gIUSx6]
RI9dbjFFCcTCL
AiD6AOdghO"

14

"exp": 1412190752000
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11. Settings

Using Settings, a superuser can manage tasks such as adding new users, assigning roles to users,
deleting users, and configuring reports server.

Settings includes the following sections:

« Users

« Studio

« Reports

11.1 Users

A user is an individual person. Each user needs an account to access the MobileFabric console. A

superuser creates user accounts for owners, admins, and members who use the MobileFabric

console.

Important: As a user, you must be an admin or owner to access the Users page and perform
different tasks based on the role.

11.1.1 How to Add a User

To add a user, follow these steps:

1. Inyour MobileFabric account, click Settings. By default, the Users page appears. The Users
tab is visible to only users who are owners or admins. The page lists all owners, admins, and
members of the account.

© 2014 by Kony, Inc. All rights reserved 910f112



11. Settings

AWS Kony MabileFabric QuickStart Guide

Version 1.2

Users  Proxy  Studio

Add New User @

First Name 4 Last Name Email ID Phone Account Role

test sdfasf bvtusergkony.com Qwner

2. Inthe Users page, click Add New User button. The Add New User page appears.

Add New User

First Name Last Name

Email ID Phone

Role

Admin
Member
Owner

Password Confirm password

Cancel | Save

Note: All these fields are mandatory except the Phone number field.

3. Enter the details as required.

4. Click Save to save the user details. The system will add the new user in the grid.
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The Studio tab lists -D parameters that you need to log in to Kony Studio (IDE.) The parameters are

generated during MobileFabric installation.

Important: To configure Kony Studio, copy and paste the following parametersinthe the
eclipse.ini or eclipse-org.ini filelocatedinyour Kony Studio install folder - for

example, <C:\Program Files\Kony 6.0.30Q0A\Kony Studio>eclipse.ini.

Users Proxy Reports

To configure Kony Studio, copy and paste the below parameters to your eclipse_ini file

-Dkony.accounts url=https://mbaastest 16 konylabs. net/authService/accounts
-Dkony.accounts_api.url=https://mbaastest16 konylabs_net/accountsfapifv1_0¢
-Dkony.mBaa5. login.url=https.//mbaastest16 konylabs. net/authService/accounts/login

11.2.1 How to Configure -D parameters in Kony Studio in Windows OS

To configure -D parameters in Kony Studio (IDE) in Windows OS, follow these steps:

Important: If you use secured services (HTTPS), configure Java Runtime Environment (JRE)
associated with Kony Studio with CA certificates. If your CA certificate is not configured, the login
to Kony Studio fails.

If your CA certificate is not configured, the login to Kony Studio fails.

For details, refer to Kony MobileFabric Install Guide > Troubleshoot with SSL Certificate Issues.
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1. Opentheeclipse. ini file located in your Kony Studio install folder - for example,

<C:\Program Files\Kony 6.0.1GA\Kony Studio>eclipse.ini.

2. Copy the -D parameters from the Studio tab in MobileFabric Console and paste them in the

eclipse.ini file.

3. Savetheeclipse.ini file and restart Kony Studio.

11.2.2 How to Configure -D parameters in Kony Studio in Mac OS

To configure -D parameters in Kony Studio (IDE) in Mac OS, follow these steps:

1. Opentheeclipse-org. ini filelocated in your Kony Studio install folder - for example,

<Install Drive>:\Kony Studio>eclipse-org.ini.

2. Copy the -D parameters from the Studio tab in MobileFabric Console and paste them in the

eclipse-org.ini file.

3. Inthe eclipse-org.ini file, commentthe line for —-Dkony.cloud=true parameter

by adding an hash at the beginning of the line. For example, #-Dkony.cloud=true.

Ensure that no spaces at the end of -D parameters lines that you added in this file.
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| eclipse-orig.ini
T ‘*j File Path v : ~/Kony/Kony_Studio/Eclipse. app/Contents/MacOS/eclipse-orig.ini
4 » [5 eclipse-orig.ini %+ (no symbol selected) b=
1 -startup
2 o oo/ oo /plugins/org.eclipse. equinox. launcher_1.3.8.v20128522-1813. jar
3 —=launcher. library
4 oo oo/ /plugins/org. eclipse. equinox. Launcher. cocoa.macosx. x86_64_1.1.200.v20120913-144887
5 ~showsplash
6 com. kony. ide.paas.branding
7 -perspective
8 com.pat.tool.keditor.perspective.KonyPerspective
g -application
18 org.eclipse.ui.ide.workbench
11 -product
12 com.Kony. ide.paas.branding.studio
13 —launcher.XXMaxPermsize
14 512m
15 —-launcher.defaultAction
16 openFile
17 =vm
18 fLibrary/Java/JavaVirtualMachines/jdk1.8.@_68@. jdk/Contents/Home/jre/lib/server/1libjvm.dylib
19 -vmargs
28 -¥Xms512m
21 =Xmx768m
22 -¥dock:icon=../Resources/Kony.icns
23 -XstartOnFirstThread
24 -Dorg.eclipse.swt.internal.carbon.smallFonts
25 -Dfile.encoding=UTF-8
26 S Permoize=512m
27 #-Dkony. cloud=true
28 -Dkony.accounts.url=http://mbaastest3@.konylabs.net:535@4/authService/accounts
29 -Dkony.accounts.api.url=http://mbaastest3@.konylabs.net:53584/accounts/apisvi_@/
38 -Dkony.mBaas. login.url=http://mbaastest3d. konylabs.net:535@4/authService/accounts/login

4. Savethe eclipse-org.ini file and restart Kony Studio.

5. By default, the system asks you to log in to Kony Studio. Enter your MobileFabric login details.
Forexample, admin@localhost /MF-iXXXXX.
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® @ Kony Studio - Empowering Everywhere
Enter License Information :"
-
— ° Kuny Logln
# Email: | bvtuser@kony.com |
n 1 Password: Illl..'.l I
—
(" License
Locatlon : Browse..

= Back Cancel

6. Ifthe system does not prompt you to log in to Kony Studio by default, navigate to Help > About

Kony License. The Kony Studio License Information dialog appears.

7. Click Manage License and enter log in details.

Fi- 4~ 47~

Kony - Kony Studio - /Users/kh2056/KonySampleApps

- - - -

E Applications 28 I 5. Navigator

= 8

» [E] Helloworid

b [E] SingleEntitySampleAppV2

B & 0- -

[ ] Kony Studic License Information

» User Name: First Admin
» Components: Kony Studio

‘ ’ » Type of License: Standard
] Please visit http://cloud.kony.com to communicate with the Kony
l Developer Community and Product Support.

Manage License View installed plugins Close Window

An outline is not available.

& console 2 EY I g=Rwt

Keny Studio Consocle
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8. In Applications view, right-click your Project, and click Properties. The Application Properties
dialog appears.

9. Click the Kony Server Details tab to view your MobileFabric Server is listed.

[ JoN ] Application Properties.
=5~ Ll* 47+« Application Properties 'y
— Edit application properties
T Applications 52 | ©5 Navigater|
» 5 Hellowerid [* Gonfigure Service | Build | App Settings | Native | Splash Screen (Nafve) | Tamet Platform | Metrics. APM | MobileFabric |
v vz | konylabs.net:53504 test)
star:| ¢ http://127.0.0.1:8080 b 2 7
(Gertificates . Logger | Application Libraries | Redirection | web.xml |
Configure Keystors and Truststore to enable Https communication betwean Kony Server and Enterprise Sarver
Keystore File: NN 1
Keystore Password: | |
Keystore Type: [uKs
Truststore File: *
Truststore Password: | |
Truststore Type: [uKs
SSL Algorithm: LS B
Note: If Enterprise Server has self signed or expired certificates or domain name does not match with common name in certificate or 2 way ssl, then certificates need to configured to
ensure Kony Server communicates with Enterprise Sarver.
5= outline 52 | 2 Enterprise E...
An outline Is not avallable.

11.3 Reports

Under the Settings, the Reports tab allows you to configure the JasperReports Server. Once you
complete JasperReports Server configuration, the Reports page (shown below) displays data
(reports) from the JasperReports Server.

Standard Reports
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Currently, the Reports page displays only Standard Reports. To view standard reports, click the
report. For more details on standard reports, refer to Kony Reporting and Analytics - Standard

Reports.

11.3.1 How to Configure JasperReports Server

Important: Before configuring the JasperReports Server in the Reports tab, ensure that you have

installed the JasperReports Server and configured MobileFabric Console in the JasperReports
Server. For more details about how to set up the JasperReports Server, refer to Kony Analytics

and Reporting Installation Guide.

—

. Inyour MobileFabric account, click Settings > Reports. The Reports page appears.
2. Inthe Jasper URL text box, enter the JasperReports Server URL.

3. Inthe Username text box, type jasperadmin.

Note: Enter credentials for jasperadmin. The default credentials for jasperadmin:
username = jasperadmin

password = jasperadmin

4. Inthe Password box, type jasperadmin.

5. Click Save to the save the JasperReports Server. The confirmation message appears.

After you configured JasperReports Server successfully, you can access the standard reports
from Reports > Standard Reports page.
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12. News and Weather Application

This section discusses the details of building and configuration of a sample News and Weather
application by using Kony MobileFabric. Following details are included in this section for the News and
Weather application:

« Overview of the News and Weather Application

« Creating News and Weather Application in MobileFabric

» Creating the Identity Service for News and Weather App

« Creating the Integration Service for News and Weather App

» Creating the Orchestration Service for News and Weather App

12.1 Overview of the News and Weather Application

This document describes how to create a Kony MobileFabric Integration Services and Orchestration

Services to get News (by category, Local News) and Weather Forecast from different Web services.

12.2 Creating News and Weather Application in MobileFabric

Follow the steps below to create a MobileFabric Application using the account that has been created
using the Kony Cloud Portal.

1. Loginto your Kony Cloud Portal.

2. Click Apps in the left menu.
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3. Under the Applications, click the Custom Apps Plus (+) button to create a new application.

Console Resources v Support Product Info =

A new Kony MobileFabric Application is created, and you will be navigated to the app
configuration page.

4. To change the app name, click on the pencil (edit) icon next to the app title, shown below:

. App1 | & <>
12.3 Creating the Identity Service for News and Weather App

An identity is a service that validates the authentication of your users before they can access your

application. In this application we are not configuring any identity services so that any user can access
the application.

You can configure an identity service under the Identity tab, shown below:
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Configure

ﬂ Identity {3% Integration AW Orchestration 3 Synchronization

Add Identity Service | Configure new Use Existing

The following sections helps you to create a MobileFabric Application using the account that is created
using the Kony Cloud Portal.

12.4 Creating the Integration Service for News and Weather App

The Integration tab is where you define services for your application.

A service is an application component that represents the application interaction with the external data
source. A service definition comprises the meta-data or the configurations required to exchange data
with the external data source. For example, the configurations can be service type, service ID, input
parameters, output parameters, preprocessors and postprocessors, target URL, authentication
credentials if required, and type (HTTP/HTTPS).

The service definition enables the application to exchange data with any external data source. The
MobileFabric provides back-end for connecting to a Web service and an XML service. Even if the
external data source does not expose the services to these well-known interfaces, the developer can
build a Java service.

Let us create three different services for our application:
« News Service

« Weather Service

« Location Lookup Service

© 2014 by Kony, Inc. All rights reserved 101 of 112



12. News and Weather Application AWS Kony MobileFabric QuickStart Guide

Version 1.2

12.4.1 How to Create and Configure a News Service

We need to configure these services in Integration tab, shown below:

Configure

a Identity L3 Integration AP Orchestration &3 synchronization

Add Integration | Configure new Use Existing

1. Click Configure New.
2. Inthe Service Name text box, provide a name for the integration service - for example, News.
3. Fromthe Service Type dropdown, select XML.

4. Inthe Base URL box, type https://news.google.com/news/section?output=rss&.

5. Click Save and Continue to add the operations.

6. In Operation name field, type GetNewsForCategory, and click Configure Operation. You will
be redirected to operation details page where you can configure the operation.

To configure the GetNewsForCategory operation, follow these steps:
1. Inthe New Operation Path field, add the value topic=$category.
2. Fromthe HTTP Methods drop-down, select GET method for this operation.

3. Now Select “Public” in Operation security Level dropdown. We are making this service public
which means we don’t any authentication to access this operation

4. Click on Input tab. In this section we will configure the input parameters for the operation.
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5. Add category as input field and test value w which will retrieve the world news. Click the Test
button, which is at bottom of the page. You will see the <testdata></testdata>in Result section,
which is on right pane. The result will be converted to a JSON before being sent to the device.

6. Now click Response tab that will show the XML response from the service. To send the
response to the client we have to configure the output tab.

7. Click the Output tab. Click the Plus(+) button to insert the output fields.

The following is a list of output fields you have to create. These fields will be sent to the mobile

client.
ID Path Scope Dataty | Collecti | Reco | Form | Form
pe onID rd at at
ID Valu
®
news Channel Respon Collecti Non
list se on e
news__ Item Respon Record news__ Non
item se list e
Title Title Respon String new Non
se S_ e
item
Link link Respon String new Non
se S_ e
item
Descript descripti Respon String new Non
ion on se S e
item
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8. Once you create above all fields, click the Test button to see the Result tab.

Now you will see all the data, which will be sent to mobile client.

9. Click Save Operation.

To create one more operation for LocalNews, follow these steps:
1. Inthe New Operation Path field, add the value g=$cityName.
2. Fromthe HTTP Methods drop-down, select GETmethod for this operation.

3. Now Select “Public” in Operation security Level dropdown. We are making this service public

which means we don’t any authentication to access this operation
4. Click on Input tab. In this section we will configure the input parameters for the operation.

5. Add cityName as input field and test value New York which will retrieve the local news.
Click the Test button, which is at bottom of the page. You will see the <testdata></testdata>in
Result section, which is on right pane. The result will be converted to a JSON before being sent
to the device.

6. Now click Response tab that will show the XML response from the service. To send the
response to the client we have to configure the output tab. The result will be converted to a
JSON before being sent to the device.

7. Click the Output tab. Click the Plus(+) button to insert the output fields.

The following is a list of output fields you have to create. These fields will be sent to the mobile
client.
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ID Path Scope Dataty | Collecti | Reco | Form | Form
pe on D rd ID at at
Valu
e
news Channel Respon Collecti Non
list se on e
news__ Item Respon Record news__ Non
item se list e
Title Title Respon String new Non
se S e
item
Link Link Respon String new Non
se S e
item
Descript descripti Respon String new Non
ion on se S _ e
item
8. Once you create above all fields, click the Test button to see the Result tab.
Now you will see all the data, which will be sent to mobile client.
9. Click Save Operation.
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12.4.2 How to Create and Configure a Weather Service

1.

7.

In the Integration page, click Configure New.

In the Service Name text box, provide a name for the integration service - for example,
Weather.

From the Service Type dropdown, select SOAP.
Enter the following URLSs to complete the service definition:

. Inthe Base URL box, type: http://wsf.cdyne.com/WeatherWS/Weather.asmx

« Inthe WSDL URLDbox, type: http://wsf.cdyne.com/WeatherWS/Weather.asmx?wsdl

Click Save and Continue to retrieve the WSDL. Each of the available operations are listed in
the Operation name drop-down list. Select GetCityForecastByZip and GetCityWeatherByZip
check boxes from the drop-down.

Click Add Operation. This will create two operations under your Weather service that maps to
the SOAP web service methods.

To test and edit the GetCityWeatherByZip, click the Settings button and choose Edit.

The operation details window appears. A sample Web service request is provided showing a
placeholder for any input parameters. For the GetCityWeatherByZip, the ZIP is the only input
parameter displayed as <ns1:ZIP>?XXX?</ns1:ZIP> inthe samplerequest. At this

point, we could hard code a value, but since we want our app to provide the zip code, we need
to provide an input variable name: <ns1:2I1P>S$zip</nsl:ZIP>. Wethen need to define

that variable under the Input tab including a test value of 10036.

On the Output tab, enter the following parameters and path.

« city //City

« state//State
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9. Click the Test button again and the result will be displayed as XML. The result will be converted

10.

to a JSON before being sent to the device.

Edit the GetCityForecastByZip in the same way. This service returns a repeating data structure

for each day providing that day’s weather forecast. This requires the use of the collection ID

under the output tab to create a repeating set of JSON objects. After creating the ZIP input

parameter the same way as the previous service, enter the following output parameters:

ID

ForecastList

Date

Desc

Low

High

Daypct

Nightpct

Path

//ForecastResult/Forecast

Forecast/Date

Forecast/Description

Forecast/Description

Forecast/Temperatures/MorningLow

Forecast/Temperatures/DaytimeHigh

Forecast/Probability OfPrecipiation/Nighttime

Datatype

Collection
Record
String
String
String
String

String

Collection
ID

ForecastList

ForecastList

ForecastList

ForecastList

ForecastList

ForecastList

Test your service and you will see the resulting XML showing the repeating collections of forecasts.
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12.4.3 How to Create and Configure a Location Lookup Service

1. Inthe Integration page, click Configure New.

2. Inthe Service Name text box, provide a name for the integration service - for example,
LocationLookup.

3. From the Service Type drop-down, select XML.

4. Inthe Base URL box, type http://nominatim.openstreetmap.org/reverse?format=xml.

5. Click Save and Continue to add the operations.

6. In Operation name field, type ReverseGeoCode, and click Configure Operation. You will be
redirected to operation details page where you can configure the operation.

To configure the ReverseGeoCode operation, follow these steps:
1. Inthe New Operation Path field, add the value ¢ 1at=S1ats&lon=$1on.
2. Fromthe HTTP Methods drop-down, select GETmethod for this operation.

3. Now Select “Public” in Operation security Level dropdown. We are making this service public
which means we don’t any authentication to access this operation

4. Click on Inputtab. In this section we will configure the input parameters for the operation.

5. Addlatasinputfield and test value 40.7127. Add lon as input field and test value -
74 .0059, which will retrieve the location details. Click the Test button, which is at bottom of the
page. You will see the <testdata></testdata>in Result section, which is on right pane. The
result will be converted to a JSON before being sent to the device.

6. Now click Response tab that will show the XML response from the service. To send the
response to the client we have to configure the Output tab.
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7. Click the Output tab. Click the Plus(+) button to insert the output fields.

The following is a list of output fields you have to create. These fields will be sent to the mobile

client.
ID Path Datatype Collection Record
ID ID
zip /laddressparts/postcode String
city /laddressparts/city String

12.5 Creating the Orchestration Service for News and Weather App

The Integration tab is where you define services for your application.

Orchestration is the coordination or integration of several services and exposing them as a single
service. The mix of services supports the automation of business processes.

The following types of orchestration services are available in Kony MobileFabric:

« Composite Services: Allows you to run two or more services either concurrently or
sequentially.

« Looping Services: Allows you to run a single service in a loop till the loop ends or exit criteria is

met.
We will create the two orchestration services:

« NewsAndWeather - Concurrent Service

o LocalAll-Sequential Service

12.5.1 Creating News and Weather Orchestration Service

We need to configure these services in Orchestration tab, shown below:
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1. Click Create Composite.
2. Inthe service name, enter NewsandWeather and click the Concurrent tab.

3. Now add the below integration services, by clicking the Add button next to each service, shown
below:

o LocalNews
o GetCityWeatherByZip

« GetCityForecastByZip

MewsAndWeather

Concurrent Sequential

Mews

Mews.LocalMNews = Tl
GetNewsForCategory Add

Weather. GetCityWeatherByZIP =
LocalMaws Add ty ¥ =W

Weather. GetCityForecastByZIP =
Weather Bl y = W

LocationLookup

LocalAl Add

4. Click the Save button.

12.5.2 Creating LocalAll Orchestration Service

1. Inthe Orchestration page, click Create Composite.

2. Inthe service name, enter LocalAll and click the Sequential tab.
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3. Now add the below integration services, by clicking the Add button next to each service, shown
below:

« ReverseGeoCode

« NewsandWeather that you have created in the Creating News and Weather

Orchestration Service section.

Localall
Concurrent Sequential

Mews v

LocationLookup.ReverseGeoCade =
GetNewsForCategory Add

MNewsAndWeather NewsAndWeather =
LocalMNeaws Add -
Weather v
LocationLookup v
MewsAndWeather Add

4. Click the Save button.
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5. Now click the Publish tab (see below) to display the Publish page.

Configure Publish
Select environment to publish
MobileFabric MobileFabric Dev
. o & | B o
MobileFabric - Trial MobileFabric - Trial
+ Published 12 May'15 14:00 uTC Not Published

Runtime Services

o o ?

$ Publish

6. Select the environment and click the Publish button to publish the app into cloud.
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