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1. Preface

Important: Important: Legacy Sync has been deprecated from Quantum Fabric V8 SP4 and

support for the same is not available. From Quantum Visualizer V9 onwards, you cannot create a
legacy sync based client application. However, the existing legacy sync based apps will continue
to work. The new applications that need offline and sync capabilities must use the Offline Objects
feature.

Kony Fabric Sync Console provides a single point of control for monitoring and configuring the Kony
Fabric Sync console creation process. It includes data integration, storage, and analysis resulting in

reduced training time, manual work, and upholding standard operating procedures.

1.1 Purpose

This document provides instructions for monitoring and configuring the Kony Fabric Sync Console.

1.2 Intended Audience

This document is intended for Kony Fabric Sync Administrators and Report Viewers who are
responsible for monitoring and configuring the Kony Fabric Sync Console. We assume that the reader
of this document is familiar with diagnosing issues at run time and also monitoring the system

performance.

1.3 Formatting Conventions

The following typographical conventions are used throughout the document:

Click here
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Conventions Explanation

Monospace m Userinput text, system prompts, and responses
m File path

s Commands

m Program code

m File Names.

Italic m Emphasis
m Names of books, and documents

= New terminology.

Bold = Windows

= Menus

= Buttons

= |cons

m Fields

m Tabs

m Folders.

URL Active link toa URL.

Note Provides helpful hints or additional information.

Important Highlights actions or information that might cause problems to systems or
data.
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We welcome your feedback on our documentation. Write to us at techpubs@kony.com. For technical
questions, suggestions, comments or to report problems on Kony product line, contact
support@kony.com.
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2. Sync Console

The Sync Console provides the ability to monitor and configure Kony Fabric Sync Framework. It
provides an easy-to-use web-based user interface for diagnosing issues at run-time and monitor the
system performance.

2.1 Modules

The following modules are available in the Sync Console.

« Login

« Analytics Dashboard

« User Management

« Role based Access

« Application Management

« Device Management

« Configuration
« Monitoring

« Scheduled Jobs

2.2 Pagination

If the number of applications is more than 10, you can use Next or Previous links to move to more

applications. You may change the number of applications to view by selecting from the drop-down
corresponding to Page.
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2.3 Functional Flow

The following depicts the functional flow of Kony Fabric Sync Console:
1. Open Kony Fabric Sync Console.
2. Login as Kony Fabric Sync Administrator.

3. Goto User Management tab > Users > Create a user.

4. GotoUser Management tab > Groups > Create a group.

5. Go back to User Management tab > Users > Assign the created group to the user.

6. Go back to User Management tab > Users > Assign the registered device to the user.

7. Go to Configurations> Sync Configurations tab > to upload SyncConfig. xml file for adding

an application.

8. Goto User Management tab > Groups > Assign the Application to the group.

9. Goto User Management tab > Authentication > Add Authentication.

10. Go to Configurations> Sync Configuration tab > Assign Authentication to the Application

11. Go to Monitoring tab to view:

a. Synchronization tab: The time taken for each service like Upload, Download and

Authenticate with respect to combination of User, Device and Application.

b. Synchronization Performance tab: The average time taken for each service like Upload,

Download and Authenticate with respect to combination of User, Device and Application.

c. Merge Service tab: The status of the records that were merged into data source based

on the conflict resolution policy (Server Wins / Client Wins) defined in SyncConfig.xml
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file.

d. Replica Service tab: The records downloaded while performing synchronization from

the data source to client are stored in Replica database (Server side) when persistent
sync is used as sync strategy. These records appear on this tab.

e. Upload Queue tab: The records uploaded while performing synchronization from the
client to data source are stored in Upload Queue database (Server side) when persistent

sync is used as sync strategy. These records appear on this tab.

f. Conflicts tab: The records uploaded from client may conflict with the server records,
these conflicts appear on this tab. You can view Client Record, Server Record and
Merged Record. The Merge is based on the conflict resolution policy (Server Wins / Client
Wins) defined in SyncConfig.xml file.

g. Security Audit tab: The changes that the client makes are updated at Enterprise Data
Source server.

h. Change Replay tab: The series of actions like insert, update that the client performs on a

particular record are replayed at data source end. These series of actions per request
appear on this tab.

12. Go to Config tab to view configuration details of the system where the application is deployed.

13. Goto Schedule Jobs tab >

a. Schedule Jobs - To view all the default jobs mapped to your application.

b. Jobs History - To view Jobs history details

14. GotoLogs tab >

a. Trace Log - To view Request and response data between the clients and Enterprise
Data source Server for a particular Application, User, Device, and Time combination.
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b. Sync Services Log - To view the various levels of Kony Fabric Sync Server Services and
Kony Fabric Sync Management Console log data like DEBUG, INFO, and ERROR on
Ul.

c. Sync Console Log - To view the various levels of sync Management Console log data
like DEBUG, INFO, and ERROR on Ul.

15. Goto Analytics Dashboard tab - To view the system performance based on various criteria for

a selected duration of time interval. The Reports that you can view are:
a. Upload versus Replica
b. Sync Errors versus Conflicts
c. Avg Download Response Time

d. AvgUpload Response Time
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3. Login

Kony Fabric Sync Console provides ability to login to the application using the credentials provided.
Various users can login to the Management Console as Kony Fabric Sync Admin, User, and Report
Viewer.

To login to the Kony Fabric Sync Console, follow these steps:

1. Navigatetohttp://<IP address of the machine on which console is
installed>/syncconsole. The Kony Fabric Sync Console login window appears.

2. Enterthe User ID and Password. These details are delivered along with the product Kony
provided.

3. Click Login.

Kony Sync Login

Kony Sync framework is a comprehensive

synchronization platform that enables Userlo
developers to add synchronization capabilities

to mobile applications. Kony Sync framework Password
solves the problem of how to synchronize any

type of data in any relational database

management store using any protocol over -

any topology. Fundamental to Kony Sync

framework is the ability to support offline and
collaborative data between devices and the
server
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4. After successful logon, the Analytics Dashboard screen appears.

Analytics Dashboard
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Note: You cannot view the graphs when the respective tabs are not populated with data.

5. Captcha Implementation: In Sync Console login page, a captcha image is added after three
consecutive failed login attempts to avoid brute-force attack.
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Kony Sync Login
Kony Sync framework is a comprehensive Your login attempt was not successful, try again.
synchronization platform that enables Reason : Bad credentials

developers to add synchronization capabilities
to mobile applications. Kony Sync framework
solves the problem of how to synchronize any
type of data in any relational database Password
management store using any protocol over

any topology. Fundamental to Kony Sync

framework is the ability to support offline and m
collaborative data between devices and the :

SETVET. Type the text as shown above

User ID

Note: By default, the size of captcha image is six letters.

3.1 Role Based Access

Kony Fabric Sync Console application restricts access to the modules based on the user login.T he
system controls access privileges of the application features based on the login role. There are two
user login roles: Admin User and Report Viewer. You can login to the application based on your role.
You can categorize and assign role for each user as needed.

m Admin User:The admin user can access all the modules in the Management Console.

= Report Viewer: Report viewers can access only Monitoring Modules.

3.2 Log out

Click Log out from top right corner of the screen to log out from Kony Fabric Sync Console.

kony }tf‘ | Sync Services
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Note: The logout option is available in all the screens of the application.
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Analytics Dashboard is the landing page of the application. This feature enables you to view the

system performance based on various criteria for a selected duration of time interval.

Analytics Dashboard
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The four different reports that you can view are:
« Upload versus Replica
« Number of Sync Errors versus Conflicts
« Avg Download Response Time
« Avg Upload Response Time
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By clicking the Maximize button on any given report, the drop-down for choosing period appears as
shown. You can view the data on a weekly, monthly, half-yearly and yearly basis.

Note: You cannot view the graphs when the respective tabs are not populated with data.

Analytics Dashboard

Setect Rangs | | Hat-vears E|

Upload ¥5 Download L IR

W vessd Wl Comslosd
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5. Configuration

The Configuration feature of Kony Fabric Sync Console enables you to view the configuration
settings. The configuration details are divided into the following sections. Each section displays the
settings related to the section.

« Sync Configurations

« Runtime Configuration

« Environment Details
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5.1 Sync Configuration

The Sync Configuration section enables you to perform various tasks such as viewing an application
and its configuration file, adding, editing and deleting an application.

Applications + Add Application & Download Scripts

& wDelete 14 «« Page 1 of1 e b-l

L o . N View View Edit L
[] Application ID % Version Application Name Inserted On Updated On Configuration History TSI Authentication

MobileFabric
) 0201212016 02‘?1 2201 b View Wiew Edit )
[] 10000000286db1a86 1.0 PersistentTestApp s 12:27:53.0 Identity
1227:53.0 #0530 oa Configuration History Datasou... o
enice
MobileFabric
02/11/2016 02{“1‘”.2016 View Wiew Edit )
[] 100000002e1028704 1.0 UploadTest . 19:31:05.0 |dentity
1T4z18.0 #0530 oy Configuration History Datasou... Son
enice
T20f2619- MobileFabric
02/08/2016 02‘?1 6'.&01 b Wiew Wiew Edit )
[ ea3d-4764- 1.0 KonySyncAutomat. . . 18:34:28.0 Identity
1TA507.0 #0530 oy Configuration History Datasou...
bf05-fb04e8d1aef3 Senice

Following actions can be performed in this screen:

« Add Application

« View Configuration

« Change Configuration

« Delete Application

« Edit Datasources

» Assign Authentication Profile to Application

« Generate Upload and Replica DB Scripts

» Pagination
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5.1.1 Add Application

Kony Fabric Sync Console enables you to add an application when needed.

To add an application, follow these steps:

1. Click Add Application to add a new application in the Applications screen. The Add New
Application view appears.

Applications [+ adsspicaon | . Seripts

Add New Application

Mo file selected.

[ create Persistent Databases.

] o Delete 14 <2 Page 1 ofl »= b-l
View View Edit
Configuration History Datasource

[] Application ID % Version Application Name Inserted On Updated On Authentication

02/12/2016 MobileFabric

Wiew View Edit
[] 10000000286db1a86 1.0 PersistentTestApp 021212016 12:27:53.0 |dentity

12:27:53.0 +0530 +0530 Configuration Histary Datasou... Senice

2. Click Browse to get the configuration file and then click Upload.
After successfully uploading the configuration file, a confirmation message, Application
Configuration uploaded successfully appears. The added application appears under the
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Applications list.

Applications  +aw

[+

Application Configuration uploaded successfully.
Applications

Application 1D + Application Hame View Configuration Edit Datasource Authentication

OTA KonySyncSample View Configuration Edit Datasource KenySync Console Database
SalesforceSales SalesforceSales View Configuration Edit Datasource Salesforce

WeblogichySql WeblogicMySal View Configuration Edit Datasource KenySync Conscle Database
< m | 3
§ T Delete

<o pace[t Jort w0 [5]

View1-3of 3

5.1.2 View Configuration

You can view the configuration file to know about the various configurations.

Click View Configuration link of the Application ID column. The configuration file for the selected
Application ID appears.

—<SyncConfiguration AppID="10000000286db1a86" Name="PersistentTestApp" UpdatedDateTime="12/02/2016

12:27:44" Version="5ffe50cde0ab3{4728fed%a251b51652705fb808e091822 77393 ccbec3cffl 34"
PersistentDBType="ORACLE">

—<SyncScopes>
—=SyncScope Name="s1" Datasource="222" Strategy="PersistentSync"=
— <ChangeTrackingPolicy>
<Type=datasource=/Type>
—<ChangeTrackingColumnsSupported=
<LastUpdateTimeStamp=>true</LastUpdateTimeStamp>
<SoftDeleteFlag=true</SoftDeleteFlag>
</ChangeTrackingColumnsSupported=
</ChangeTrackingPolicy>
— <ConflictPolicy>
<Type=clientwins</Type>
</ConflictPolicy>
<QOperations/>
— <SyncObject IntersectionTable="false" Generated="false" SourceName="country" GlobalName="country"
SourceSchema="advocate">
—<SyncAtiributes=
—<Key>
<Attribute GlobalName="CountryID"/=
< Key=
=SyncAttribute SourceName="CountryID" GlobalName="CountryID" Type="integer"
IsNullable="false" Length="10" Autogenerated="true"/=

=SyncAttribute SourceName="SofiDeleteFlag" GlobalName="SoftDeleteFlag"” Type="boolean"
IsNullable="true" Length="0" Autogenerated="false"/>
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5.1.3 Change Configuration

Kony Fabric Sync Console provides you an option to change the configuration file when needed.

To change the configuration file of an application, follow these steps:

1. Click the desired Application ID. The Edit Application view appears with an option to browse
for the configuration file.

Appl ications + Add Application . Download Scripts

Update Application: [10000000286db1a86]

Mo file selected. Cancel

O Keep existing Sync Config in application history.

[J create Persistent Databases.

feal o Delete 14 <4 Page |1 of1 s> mi
[] Application ID * Version Application Name Inserted On Updated On View Configuration
10000000286db1a86 1.0 PersistenfTestApp 2L LA

View Configuration
12:27:53.0 +0530  12:27.53.0 +0530 g

2. Click Browse to browse the required new configuration file and click Upload. After the

successful update, a confirmation message, Updated the Application successfully appears.

3. Click Cancel to abort the operation.

5.1.4 Delete Application

You can either delete a single application or multiple applications.

To delete an application, follow these steps:
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1. On Kony Fabric Sync Console, under Configurations, click the Sync Configurations tab to view
the list of applications available.

Applications | +adan

.[‘-

Scripts

& o Delete 1« <« Page 1 of1 »> b-l

View View Edit
[ Application ID % Version Application Name Inserted On Updated On Configuration History T TR Authentication
MobileFabric
02/12/2016 0211212016 View WView Edit
[] 10000000286db1a86 1.0 PersistentTestApp o 12:27:53.0 Identity
1227:53.0+0830 | o0y Configuration History Datasou...
Senvice
MobileFabric
021112016 0211172016 View View Edit
[T 100000002e1028704 1.0 UploadTest . 19:31:05.0 Identity
17:4218.0+0530 o0 Configuration History Datasou...
Senvice
T20f2619- MobileFabric
02/08/2016 02116/2016 Wiew Wiew Edit
[ ea3d-4764- 1.0 KonySyncAutomat. .. . 18:34:28.0 |dentity
1TAT0T0+0530  heny Configuration History Datasou...
bf05-fb04eld1aefd Senvice
2. Click an Application ID checkbox to delete and click Delete.
& | @oelete “ <s Page1  oft e wmi[i0 v
1 Application |D * Version Application Mame Inserted On Updated On View Configuration View Hi:
difbaed73-dieb-4241- A RET;
=] 1.0 KanySyncAutomation LRI SAREEEE iew Configuration View Hiz
Gdh0-01bfdTEE 2013 13:15:58.0 #0530 13:15:58.0 #0530
[ Final 1.0 Final Lo Ll View Configuration View His
12:18:44.0 +0530 12:18:44.0 #0530

@ | @pelete “ <s Paget  oft w [0 v
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3. A confirmation message, Are you sure you want to delete selected Application(s)? appears:

-

Delete Application »

Are you sure you want to delete selected Application(s)?

4. Click Yes to delete the selected application.

After successful deletion, a confirmation message, Application(s) deleted successfully
appears.

Applications | +asppicaton | . Seripts

Application(s) deleted successfully.

& mhelete 14 <« Page 1 of1 »s b-l

View View Edit
[ Application ID * Version Application Name Inserted On Updated On Configuration History Datasource Authentication

0201712016 02/17/2016 Wiew Wiew Edit MobileFabric

[] 10000000289288eb0 1.0 BinaryTestingOnDe... . .
10:26:12.0 +0530 | 10:26:12.0 +0530 | Configuration History Datasource | Identity Senvice

4b025354-0539-44 0201712016 02/17/2016 View View Edit MobileFabric
1.0 LCAllServeApp . o
a703-113840902c59 10:30:40.0 +0530 | 10:30:40.0 +0530 | Configuration History Datasource | Identity Service

5.1.5 Edit DataSources

Kony Fabric Sync Console provides you an option to edit the datasources of a sync console
application.

To edit the datasources of an application, follow these steps:

1. Click Edit DataSources of the desired application from the list of applications displayed. The
Edit DataSource dialog appears with an option to update the connection parameters. You can

use the same page to modify all the supported datasources such as Middleware Database or
Web service Endpoint.
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Edit Datasource

Application 1D : 100000002fecd5fad

‘ B 45e41ee5-c82c-4c1c-a%f6-9de583chfdbb : JSON

B Service ID : get

preprocessorname :

postprocessorname :

preprocessords:

postprocessorJS:

endpointUrl : http://115.114.92.62:80/Country ?@filter=C ountry ID+EQ+5Id

ignorehttpproxy : true

http.method : GET

dataObjectName :

sockettimeout :

responseEncoding : UTF-8
isembedxmlipresent : false
retrycount : 5

Test Conneclion

2. You can test the latency and connectivity during customer ticket debugging by providing the
valid database details and clicking on Test Connection. A message will be displayed as Test
Connection Successful.

3. Click Update to update the modifications.
4. Click Resetto reset the updated changes .

5. Click Cancel to abort the operation.

5.1.6 Assign Authentication Profile to Application

Kony Fabric Sync Console provides you an option to assign Authentication profiles (created in User
Management > Authentication tab) to an application.
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Note: You may refer to Authentication for detail information on authentication.

To assign or change the authentication profile of an application, follow these steps:

1. On Kony Fabric Sync Console, under Configurations, click the Sync Configurations tab to see
the list of available applications.

Applications + Add Application & Download Scripts

©  mDhelete 14 <« Page 1 of1 »> b-l

— - . L View View Edit —
[] Application ID = Version Application Name Inserted On Updated On Configuration History THEETTIED Authentication

MobileFabric
0212/2016 : : :
View WView Edit
[] 10000000286db1a86 1.0 PersisteniTestApp 0?1?2016 12:2753.0 Identity
1227:53.0 #0530 | ey Configuration Histaory Datasou. ..
Senvice
020112016 - o = IMobileFabric
iew iew i
[] 100000002e1028704 1.0 UploadTest 02{11{2016 19:31:05.0 Identity
17:4218.0 #0530 | 0o Configuration History Datasou...
Sernvice
T2012619- MobileFabric
02/16/2016 . . '
View View Edit
[] ea3d-4764- 1.0 KonySyncAutomat. .. 021.'08{‘2016 18:34:28.0 Identity
1TAS:07.0 40830 | oo Configuration History Datasou...
bf05-fb04edd1aef3 Senvice

2. Click the hyperlink under Authentication column of the desired application.
The Assign Authentication dialog appears.

Assign Authentication x

Assign Authentication Profile to Application: 10000000286db1a88

Select an Authentication Type | MobileFabric Identity Senvice

m Cancel

3. Select an authentication type from the authentication types drop-down and click Save.
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Note: In Kony Sync 5.0, you should assign custom authentication as mentioned in Custom
Authentication Manager.

5.1.7 Generate Upload and Replica DB Scripts

Kony Fabric Sync Console provides you an option to generate upload and replica DB scripts while

adding the application itself.
To create the DB scripts, while adding the application, follow these steps:

1. On Kony Fabric Sync Console, under Configurations, click the Sync Configurations tab to see
the list of available applications.

Applications + Add Application & Download Scripts

el @ Delete 14 <« Page 1 of1 s »i
L . . . View View Edit .
[] Application ID = Version Application Name Inserted On Updated On Configuration History Datasource Authentication
IMobileFabric
021212016 02/12/2016 View View Edit
[] 10000000286db1a86 1.0 PersistentTestApp o 12:27:53.0 |dentity
12:27:53.0+0530 | | heqy Configuration Histary Datasou...
Senvice
MobileFabric
02112016 021172016 View View Edit
[] 100000002e1028704 1.0 UploadTest o 19:31:05.0 Identity
17:4218.0+0530 | a0 Configuration Histary Datasou...
Senvice
T20f2619- MobileFabric
02/08/2016 02/16/2016 View View Edit
[ ea3d-4764- 1.0 KonySyncAutomat... e 18:34:28.0 |dentity
171507.0+0530 | | heay Configuration Histary Datasou...
bf05-fb0deddiaefd Senvice
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2. Click Add Application to add a new application. The Add New Application view appears.
Applications [ +adappication |

Scripts

Add New Application

[ Create Persistent Databases.

(2] i Delete 14 <« Page 1 of1 »> H
— - . — View View Edit —
[[] Application ID % Version Application Name Inserted On Updated On Configuration History THFETTIED Authentication
MaobileFabric
021212016 0211212016 View View Edit
[] 10000000286db1a86 1.0 PersistentTestApp . 12:27:53.0 |dentity
1227:53.0+0530 o0 Configuration History Datasou... sen
enice

3. Click Browse to get the configuration file.

Applications | + asaappication

&, Download Scripts

Add New Application

SalesForce. xml Cancel

Create Persistent Databases.

o] m Delete 14 <« Page 1 ofl s> »i
[] Application ID = Version Application Name Inserted On Updated On View Configuration
[T 10000000286db1a86 1.0 PersistentTestApp 0211212016 0211212016

View Configurati
1227:530 40530 | 12.27:53.0+0530 | o onngHrEnen

4. Selectthe Create Persistent Databases checkbox and then click Upload.

The next screen shows the configuration details that are captured from the configuration file:
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DB Cenfig

«"  Generating DOL scripts for Replica and Upload Schema
Executing DOL scripts for Replica schema.

Provide Persistent Database details below.

Dwiver Clazs™ com mysal jdbe. Driver

Database JOBC URL": e myschiocahest 3306KanySyncSampis?
Usemame " :

Password” :

Executing DOL scripts for Upload schema.
Creating | Uip g the ication to Manag Console.

5. Enter the username and password of the database and click Execute for both Replica and
Upload schema.

DB Config

"  Generating DOL scripts for Replica and Upload Schema
o Executing DDL scripts for Replica schema.
Executing DOL scripts for Upload schema.

Provide Persistent Database details below.

Diriver Class ™ : commysqlidbc. Ortver

Database JOBC URL™ : Jobe: mysalinealiost 3308 any SyncSample?
Usemame™ : roet

Password" jpr—

Creating [ Updating the application to Management Console.

After the successful uploading of DB scripts, a confirmation message, Updated the Application
successfully appears.

6. Click Done.
The added application appears in the grid.
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Applications  + s asscmes & Downiced Scripts
Apgas atain -1
Appl s B ol i KT e o8 Py | bl E Dbt BTN AT e
Py ey Ly L pepiy WA Cotdpurags T Daeaasared gy Denge DAaaE
i i bed 1 LEanrcalamy [EEP R L TR A Dt Abia e Limd
=
& | s [ SR T e =] [P T

7. Todownload DB scripts, you can select the application and click Download Scripts.

Applications 4+ s smeccs
B stz -1
Bpphcation 10 ApubCann N ot L8 Feparanse En s e e
¥ Eamp Tyt Ve Catgunaton [ — Koy Conmcie Dutatasn
SabmnorceSses Tamutiriafans Ve Cotguritee RN amutzcebae
@ | Wowie anPugalt ol na[ - w1 102

Note: You can download only those applications that are added using the Create
Persistent Databases checkbox.

5.2 Runtime Configuration

The runtime configuration details of Kony Fabric Sync Console enables you to view the configuration

settings. The configuration details are divided into the following sections:

« Log Configuration

« Sync Services Properties

« Server Async Properties (Tomcat)

» Persistent Database Configuration

« Persistent Connection Pool Properties
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o Scheduler Properties

« Hitp Proxy Properties

« Sync Console Properties

Each section displays the related settings.
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5.2.1 Log Configuration

The Log Configuration section displays the general configuration settings of an application. You can

modify the settings of each feature displayed from the drop-down list using the available options. The

following image displays different options in the Log Configuration section.

== | oq Configuration

Change Replay Logging | ERROR
Trace Log Level | oM
Monitoring Data Retention Period | 10
Log Level | ERROR
Log All Device RequestResponse | Disabled
Log All Sync Target RequestResponse | Disabled
Job History Logaging | o

You can configure the following features in the section.

) BB

| Day(s)

- Change Replay Logging: The change replay logging allows you to configure log levels for the

Change replay tab. The options to configure this feature are:
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o ON: Select the option to log all the change replay actions.
o OFF: Select the option to disable logging on the Change replay tab.

o ERROR: Select the option to display only error logs on the Change replay tab.

Note: By default, Change Replay Logging is configured to ERROR.

« Trace Log Level:The trace log feature helps you to track logs that appear on the trace logs

screen. The options to configure this feature are:

= | og Configuration

B

Change Replay Logaing ERROR

Trace Log Level oM

o ) ) OFF
Monitoring Data Retention Period Dayis)
ERROR
Log Level MIMIMAL

MEDIUM

Log All Device Request’Response

Log All Sync Target RequestiResponse | Disabled |« |
Job History Logaing | oM v |

OFF: Set the feature to OFF, to disable the application from capturing the logs.

[e]

ERROR: When you select the option, the trace log entries are only error logs.

o

o

MINIMAL: When you select this option, only the trace log entries only with the status
(Success / Failed) are logged. The request/response headers and payloads are not

logged.

MEDIUM: When you select this option, only the trace log entries with request/response

o

headers are logged.
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o ON: You can set the feature to ON from the drop-down list, to capture all the logs.

Note: By default, the feature is set to OFF. To capture the logs in the Logs module,
you should set this feature to ON. For more information on Trace Logs, refer Trace
Log section.

« Monitoring Data Retention Period: You can define the number of days to retain the data that
appears on the Monitoring tab.

« Log Level: You can set the levels of log4j logging by selecting the following options from the
drop-down list. You can also disable log level by selecting the option OFF.

o TRACE: Select the option to set the log4j log level to log all the traces .

o

DEBUG: Select the option to set the log4j log level to log all the debug entries.

o

INFO: Select the option to set the log4j log level to log the "INFO" tagged logs.

o

WARN: Select the option to set the log4j log level to log all the warnings.

o

ERROR: Select the option to set the log4j logs level to log all the errors.

e}

FATAL.: Select the option to set the log4j log level to log all the fatal errors.

« Log All Device Request/Response: Set the option to Enabled to log all the device
request/response. Select Disabled to disable this feature.

« Log All Sync Request/Response: This feature logs all the sync request/response by selecting
Enabled from the drop-down. You can disable this feature by selecting Disabled.

« Job History Logging: The Job History Logging feature helps you to set the log level of the job
history screen. The following options are available to set the feature from the Configuration
screen.
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= | og Configuration

Change Replay Logaing | ERROR - |
Trace Log Level | oM - |
Manitoring Data Retention Period | 10 * |Da].f|{s]|
Log Level | ERROR - |
Log All Device Request/Response | Disabled |« |
Log All Sync Target RequestiResponse | Disabled |« |
Job History Logaging oM i

-
= Password Policy Configuration

OFF

Enforce Password Policy

ERROR

o ON: Select the option from the drop-down list to log the job history from the Scheduled

Jobs window.

Note: By default, the job history logging feature is set to ON.

o OFF: Select the option to disable the job history logging.

o ERROR: Select the option to log the errors in the job history.
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« Upon updating each property the following pop-up window is displayed.

Update Configuration x

Are you sure you want to update Log Level ?

R

« Click Yes to auto save the property changes. Otherwise, click No.

5.2.2 Sync Service Properties

This section displays the properties of Sync Services.

‘ = Sync Services Properties

Upload Response Wait Time 30000
| Upload Request Resubmit Time 1800000
| Monitoring Thread Pool Size 10
| Send Server Details In Response |+
| Send Stackirace In Response I

5.2.3 Server Async Properties (Tomcat)

This section displays the Async properties of Sync on Tomcat server.
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= Server Async Properties (Tomcat)

Async Response Timeout 80
| Async Core Pool Size 100
| Async Max Pool Size 200
| Async Keep Alive Seconds 80
| Aszync Queue Capacity a

5.2.4 Persistent Database Configuration

The Persistent Database Configuration section contains details about persistent database.

= Persistent Database Configuration

Use JNDI | FALSE |« |
Database Type | ORACLE |« |

Host

Port

Instance Mame/SID/Database Mame

Username

Passwaord

Test Connection Save Configuration *Requires Sync Server restar for changes to take effect

« The Use JNDlIfield is configured as FALSE always. To configure as TRUE, configure JNDI
Datasources as jdbc/<appid>_UploadQueue and jdbc/<appid>_Replica for persistent sync

configurationsinthe syncservice.propertiesfile.

« Select the required database type, MSSQLSERVER/ MYSQL/ ORACLEI/ DB2IPOSTGRESS
from the Database Type drop-down. Enter the required details in Host, Port, Instance
Name/SID/Database Name (if required), Username and Password.

« Click Test Connection to verify the connection details.
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« Click Save Configuration to save all the properties.

Note: Restart Kony Fabric Sync Server for the changes to take effect.

5.2.5 Persistent Connection Pool Properties

This section displays the properties of the persistent connection pool.

= Persistent Connection Pool Properties

Max Active 30
Initial Size 10
Max Wait 30000
Remove Abandoned Timeout 500
Min ldle 10
Max |die 30

5.2.6 Enterprise Connection Pool Properties

This section displays the properties of an enterprise connection pool.

== Fnterprise Connection Pool Properties

Max Active 30
Initial Size 10
Max Wait 30000
Remove Abandoned Timeout 800
Min ldle 10
Max [dle 30
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5.2.7 Scheduler Properties

This section displays the properties of a scheduler.

= Scheduler Properties

Jobstore Driver Delegate Class org.quartz.impljdbcjobstor
Scheduler Instance Mame SyncScheduler

JobStore Class org.quartz.impljdbcjobston
Thread Class org.quartz.simpl. Simple The
Thread Count 12

Thread Priarity 5

Job Store Clustered O

Job Store Misfire Threshold ‘50000 |

5.2.8 Hitp Proxy Properties

This section displays the properties of Hitp proxy.

= Http Proxy Properties
Enalile Hitp Proxy O

Hitp Proxy Host

Hittp Proxy Port

Hitp Proxy Username

Hitp Proxy Password

5.2.9 Sync Console Properties

This section displays the properties of Sync Console.
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= Sync Console Properties

Sync Service Context synosernvice
Feports Viewer Pages

Sync Console Login Attempts 3

Sync Console Captcha Textlength 8

Mask Parameters in View Sync Config

Important: For the groups which do not have the Save Configuration button, a pop-up window is
displayed. Click Yes button for the property changes to be auto-saved.

Properties can also be updated directly in the database. Property value and
updateTimesStamp of the property must be updated for the changes to reflect in run time.

After the changes are complete, below properties require restart of the server for the changes to get
affected.

« AllPersistent Connection Pool Properties Group
« All'Http Proxy Properties Group

« All Enterprise Connection Pool Properties Group
o All Scheduler Properties Group

« Sync Log Location Property

« Sync Log Option Property

5.3 Environment Details

The Environment Details of Kony Fabric Sync Console enables you to view the details of the

environment. The environment details are divided into the following sections:
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« Build

« Console Database

« Java

« Kony Fabric Environment Details

« OS

Each section displays the related details.

5.3.1 Build

The Build section displays the current version of Kony Fabric Sync and gateway that are in use.

= Build
Kony Sync Version MaobileFabricinstaller-QA-7.0.0_v201602080647_r72
Gateway Version 56.67.0

Note: The Build, Console Database, Java, Kony Fabric Environment Details, and OS sections
have predefined information and do not allow modifications.

5.3.2 Console Database

The Console Database section contains details about the database configurations.
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= Console Database
Hibernate Dialect Class
Database Product Version
Database Product Mame
JDBC Driver Mame
JDBC Driver Version

Schema Mame

com.kony.sync.console.dialect. CustomMy3QLDialect
5.6.23-log

MySaiL

My3QL Connector Java

mysqgl-connector-java-5.1.26

AutomationsyncconsoledblDEMF

5.3.3 Java

The Java section contains details of Java configurations.

= Java

Java Runtime YVersion
Java Runtime Vendor
Java Installation Directary

Java Classpath

1.8.0_51
Oracle Corporation
CriMobileFabricnewijre

CriMobileFabricnewitomcatibin\bootstrap jar;

5.3.4 Kony Fabric Environment Details

The Environment Details section displays the environment details of Kony Fabric.
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= MobileFabric Environment Details

Environment APl Version 11

Environment Mame LocalDevEny

Environment Auth LIEL hitp:i10.10 .25 227-4949/authSernvice100000002
Environment GUID fff2coae-8e18-4085-b559-4a7 2 1f096fb8
Account Auth URL hitp:410.10.25 2274949 authSenvice/accounts
Account GUID d07d77ba-e75a-411-832a-d90d02c15717
Account ID 100000002

Account APl Base URL hitp:i10.10.25.227:4949/accounts

Environment Senvice LIRL hitp:i10.10.25. 2274949

Account LI Base LIRL hitp:i10.10.25.227:4949/authService/accounts

5.3.5 OS

The OS section contains configuration details of the operating system.

=05

Operating System Windows 7
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6. User Management

You can view the users of Kony Fabric Sync Console under User Management tab. This module
consists of four sub-modules. They are User, Role, Group and Authentication.

Note: By default, the list of 10 users are displayed. You can change the number of users to view by
selecting from the drop-down corresponding to Page.

The Users tab enables you to view the list of users and manage them. You can perform the following

tasks:

« Searching a User

» Adding a User

« Updating User Details

« DeletingaUser

« Enablinga User

« Disabling a User

« Assigning a User to Group

« Unassigning a User to Group

« Assigning a Device to the User
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Searching a User feature enables you to search for a user. This feature displays the User ID details
such as User Name, Email, Mobile, Status, Inserted On, Updated On, Group Name and Device
ID. The search results displays all User IDs that start with the User ID as entered in the search field.
For example: If you enter the User ID adminin Search field, the search results displays admin1,
admin2, admin3 and admin4 in the ascending order alphanumerically.

To search for a user, follow these steps:

1. Gotothe Users tab in User Management section. The list of users appears.

USers +asicew

@ §Oview u on g 1 o
- e s Lrom
Eripaner G oae Ezeore-Gaoey oom
wpRCadmLn [T o EyERdTE GO e Com

-
LR 1 R T

1ot [r— j

1N

[=] [T P Y

wemsan e

S TS S 3 18 a0

PRELCRT) 1I0a R Lo bR RE
(]

[=] Virwd Bl T

2. Enter the desired User ID and click Enter. The User ID information appears.

Users  +adauser
) o Delete 14 <4 F"a.ge1_nf1 > |-|
UseriD * Name Email Mobile Status Inserted On Updated On
sync All H
syncadmin Sync Admin syncadmin@konylabs.com 1234557850 H 09032013 13:00:08 09/03/2013 13:00:08

< |

1

fd] T Delete
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6.1.2 Adding a User

Adding a User feature enables you to add a user to the existing user list. Only System Administrator
has the privilege to add a user. To add a user, follow these steps:

1. Gotothe Users tab in User Management section. The list of users appears on the screen.

USErs 4 asivem

Wi a
b ® Ramras Eemad Bhokaint Awdin Innaried Cm Upaied O
& 3
Eolpatrer Bow Lae Szaae-@uoy oom 1N gy j L PRI ELE e ) 1f ali ae
§ proEdma Sped L [T L e 1aakictee Aoy Rl ea e PREMGRTI 1058
- .
LN a en Page W) ms w12 [=] Vi i =X ol ¥

2. Click Add User to add a new user. The Add User view appears.

Add User ®

UserID™: RepertViewer

w
Password :  sessessese

Confirm Password™ s

Name™: John

Email ™ John@xyz.com
Mobile: 1234567890
Enterprise User ID: 1523

* Fields are mandatory
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a. User ID: The length of the User Id for alpha numeric characters should range from 8-
100 without spaces. The special characters that you can use are Period (".") and

Underscore ("_"). The starting character for a User ID can be alphabet, number, period

or Underscore.

b. Password: The length of the password should vary between 8-200 characters and
must contain at least one alphabetical and one numerical character without spacing.
User ID should not be a password. The starting character for a password can be
alphabet, number, period, or Underscore.

c. Confirm Password: Re-enter the password.

d. User Name: The length of the User Name may range from 3-1000 characters. The

User Name can include alphabets and numbers.
e. Email: The maximum length of email ID can be 200 characters.
f. Mobile: Mobile Number should be numerical with length 10-15 characters.

g. Enterprise User ID: Enterprise User ID length should be between 8-1000 characters.
The Enterprise User ID can include alphabets and numbers.

3. Click Save. After the user adds to the existing list, a confirmation message, “User <id> added
successfully” appears on the window.

6.1.3 Updating User Details

Updating User Details feature enables you to view and update the details of a user. From the list of
users, you can locate the User ID record manually by using Previous or Next or by using Search
option. To update the user details, follow these steps:

1. Gotothe Users tab in the User Management section. The list of User IDs appears, locate the
User ID record manually by using Previous or Next options or by using Search option.
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2. Clickthe User ID. The Edit User dialog appears.

Edit User + EPurge Fannird
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3. Make the desired changes and click Save. After the changes are updated, a confirmation
message, “User edited successfully” appears and the changes made to the User ID are
reflected on the existing users view.

4. Inthe above screen the user can also change his password by clicking Change Password. The
Change Password dialog appears:
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change Password »®
UserID: ReporiViewer
New Password™:
Confirm New Password™

* Fields are mandatory

Change Password

6.1.4 Deleting a User

Deleting a User feature enables you to delete a single User ID or multiple User IDs from the existing

User ID list. You can locate a User ID record manually by using Previous or Next options or by using
Search option.

To delete a user, follow these steps:

1. Gotothe Users tab in the User Management section. The list of users appears.

Users = A D
Usary. -
userm? L] Emad s T g Ut anid o
& [=]
Aspritamar sote sy com Tt amn =] ewsmmivazn st WAz
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R Symc hdew brmmim ey o LT e P BT 30 SSRAGETY 1
= )
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2. Selectthe User IDs to delete.

USers +assme
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3. Click Delete.

A confirmation message, "Are you sure you want to delete selected Users?" appears.

4. ClickYes.

The selected User ID profiles are deleted from the existing Users list.

6.1.5 Enabling a User

Enabling a privilege to a user feature helps you to enable a single or multiple users as required. The
feature enables a user to gain access to Kony Fabric Sync Console.

To enable a privilege to a user, follow these steps:

1. Gotothe Users tab in User Management Section. The list of users appears.

USErs +ssime

Ui ‘
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2. Change User Status from Inactive to Active.
Users o Rk Bsr

TR PR
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6.1.6 Disabling a User

Disabling a user feature allows you to disable a single user or multiple users as required. It disables a
user from gaining access to Kony Fabric Sync Console.

To disable a privilege to an user, follow these steps:

1. Navigate to the Users tab in the User Management section. The list of users appears.

USErs +ssime

Users -]
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2. Change User Status from Inactive to Active. The below confirmation message appears.
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6.1.7 Assigning a User to a Group

Assigning a user to a Group feature enables you to assign a User ID to a Group. You can assign single
or multiple groups at a single instance.

To assign a user to a Group, follow these steps:

1. Gotothe Users tab in User Management section. The list of users appears.

USErs +assuse
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2. Click the User ID of the required User to assign. The Edit User dialog appears.

Edit User s Chumngs Panwweosrd

Ut Curindn
e i
Ut Plarr™
Ermai”
Moksly

Enbipida Ui ID

" Foplly arw mansiaton

Adtalph o)
Foaelaliy Groups

Roe_Liner
A Tari AN

At Darvicr

Aoyl D ad

PRI
bt th L th bk L]

R pont'papt

Joheyg com
ST
LFa]

Alghad Groups

Aapipec i DiretCard

3. Fromthe list of Available Groups, select the required group and click the right arrow. The

selected Group moves to Attached Groups section.
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4. Click Save. The User ID is assigned to the selected user Group and you can view the user

under the Group Name of the users list.
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6.1.8 Unassigning a User from a Group

You can unassign a User ID from a Group at a single instance. To unassign a user, follow these steps:

1. Gotothe Users tab under User Management section.

USErs +assuse
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2. Click Group Name of the corresponding User ID to unassign. The below Assign Group dialog
appears.
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3. From the Attached Groups section, select the Group Name to undo the assignment and click

green back arrow. The selected Group is removed from the Attached Groups section.

Assign Group x

Assign Group
Assign group to User.Shanron

Available Groups Attached Groups
Administrator - -

=3
=

ok ] cancer |
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Edit USer -+ cne rsswes
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4. Click OK. As the selected User ID is unassigned from the Group, the pre-assigned Group Name
disappears for the corresponding unassigned user. If no groups are assigned, the Assign
Group link appears under the Group Name for the corresponding User ID.

6.1.9 Assigning a Device to a user

You can assign devices to the created / existing users.
To assign a device, follow these steps:
1. Click Usertab under User Management section.

& T Delete 14 <4 Page 1 of 1 »> b-l

[ UserlD - Name Email Mobile Status Inserted On

| Al v
] anonymous anonymous | Active - | 04/13/2016 13:22:36.0 +0530

] bvituser@ kony.com First Admin bvtuser@kony.com Active + | 04132016 11:08:08.0 +0530
[} mobilefabricadmin MobileFabric Administrator mohilefabricadming@kony.com 1234567290 | Active v | 04/13/2016 09:11:29.0 +0530
] syncadmin Sync Admin syncadming@kony.com 1234567890 | Active v | 04/13/2016 09:11:27.0 +0530
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2. Click the User ID of a user from the list displayed. The Edit User dialog appears.

Ed it U ser < Change Password

User Details

User ID: syncadmin

User Name™: Sync Admin

Ernail: syncadmini@kony.com
Mobile - 1234567890

Enterprise User ID:

w '
Fields are mandataory

Assign Group

Available Groups Attached Groups
- N Administrator -
o
Assign Device
Available Devices Attached Devices
359703054551649 - -

3. From the available devices, select a device and click _~_ to attach the device to the selected

user.

4. The selected device will be attached to the user.

6.1.10 Removing Assigned Device of a User

You can unassign a device to a user as required.
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To unassign a device to a user, follow these steps:

1. Gotothe Usertab under User Management section.

i T Delete 14 <2 Page I—ofl [ b-l
[ | UserlD i Name Email Mobile Status Inserted On

| Al - |
] anonymous anonymous | Active v | 04132016 13:22:36.0 +0530
(] bvituser@ kony.com First Admin bvtuser@kony.com Active v | 04132016 11:08:08.0 +0530
[ mobilefabricadmin MobileFabric Administrator mohilefabricadming@kony.com 1234567890 | Active v | 04/13/2016 09:11:29.0 +0530
O

04/13/2016 09:11:27.0 +0530

syncadmin Sync Admin syncadming@kony.com 1234567890 | Active v
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2. Clickthe User ID for a desired user. The Edit User dialog appears.

User Details

User ID: syncadmin

User Name™: Sync Admin

Email: syncadmin@kony.com
Mobile : 1234567890

Enterprise User 1D

* Fields are mandatory

Assign Group

Available Groups Attached Groups
- . Administrator -
o
Assign Device
Available Devices Attached Devices
- 359703054551649 .

3. From the Attached Devices section, select the device to undo the assignment and then click the

= arrow. The selected device is removed.

6.2 Role

The Roles feature enables you to view the description of the existing User ID roles in the Kony Fabric

Sync Console.

6.2.1 Viewing the Role

To view the Roles, follow these steps:
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1. Gotothe Roles tabin the User Management section.

Roles

T Eod e T R AT B
BOLE_RRORT_VEWDR Ezepimly g piel e wie vney Bodimtes B oot rrerg

FREOLE_UrSER: FHOT Pt T B e w0 ISR T appicstes Yo e

6.3 Group

Groups view enables you to view the list of Groups that a device and a user are assigned to and

manage group. You can also create a Group and assign users and devices to that Group. The Ul also
provides you with an option to edit and delete a Group. If the number of Groups is more than 10, you
can use the Next or Previous to move to the corresponding list of Groups. You can perform the
following tasks:

« Creating a Group

» Editing a Group

« Deleting a Group

« Assigning a Role to a group

« Assigning an Application to a group

6.3.1 Creating a Group

Creating a Group feature enables you to create a Group. You can enter name of the Group and its

details in the respective fields while creating a Group.

To create a Group, follow these steps:
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1. Go to Groups tab under User Management section.

Groups  + s

Groups
Vi TR Dt rpRee gt bpedates ) i G nipedated Dm
AdranaT T i AT At P R T L E R
Bacie_ G Sortera Fow s T maae PIOOTTI K12 AN PRRNI 153248
. = .
@ | G .o Pager  a me w9 3 Wl T §

2. Click Add. The Add Group dialog appears.

a. Enter name of the group in Group Name.

b. Enter details of the group in Details.

Add Group ®

Group Name ™ || |

Details™

* Fields are mandatory

3. Click Save. A confirmation message, “Group <groupname> added successfully” appears. The

created group name appears in Groups view.
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6.3.2 Editing a Group

Editing a group feature enables you to edit the group name and its details.

To edit a group, follow these steps:

1. Goto the Groups tab in User Management section.

Groups  + adices

| oo
Grosp iame Descrpion oeserind & Updaied nsaried 0
[ TR g ptt rpr el At L s na el
Tl Db Caeimra Bo s g ymmdmr PROLOTAY B XA
=
L « P [zl

2. Click Group Name to edit. The Edit Group dialog appears.

Gt o Dordaslin
Sz Ha=a” Fela_Llnmr

Dokl et Aoks Ligetn

" ks aw mandaony

Anaign ok

Aol abie Aoty Anliched Ruded
ROLE,_sDaisy B ™ FILE_WrSER
BOLE_REPOAT WaEeER

hugn Appdcabe
Bepelpbbe Al H0rE AT P Appis: F0nE
ET - - W pkgelh L

L]

Kony Fabric Sync Services Console User Guide

Version 1.0

ripdaied fm
BRI RS
EEARNIY 1200

W 1 B

3. Edit the details and click Save. After successful update, a confirmation message, “Group edited

successfully” appears.
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6.3.3 Deleting a Group

Deleting a group feature allows you to delete a group that is already available in the list of groups. If a
group that is assigned to a user is deleted, the user automatically gets unassigned from the deleted
group. You can either delete a single group or multiple groups as required.

To delete a Group, follow these steps:
1. Navigate to the Groups tab under the User Management section.

'EMIIFC T a—

Grcesp: Riamey [iene nptecn lanaried 01 Updated T ] Ugpdated Omi

ddmnataine TR e T ke PRy S 1308 ] SRR i

2. Selecta group name, and then click Delete.
A delete confirmation message, “Are you sure you want to delete selected Groups?” appears.

3. ClickYes.
The selected group is deleted.

6.3.4 Assigning a Role to a Group

Assigning a role to a group feature enables you to assign a role or multiple roles to a group.

To assign arole to a group, follow these steps:
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1. Goto the Groups tab under User Management section.

GMIIFI LT —
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2. Click Group name of the corresponding Group. The Edit Group page appears.
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3. Selecta Role from the Available Roles and click the green forward arrow. The selected role
appears under Attached Roles.
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4. Click Save.
The Group is assigned to the selected Role.

6.3.5 Assigning an Application to a Group

Assigning an application to a group feature enables you to assign a single or multiple applications to a
Group.

To assign an application to a group, follow these steps:

1. Go to the Groups tab in User Management section.

Groups  +asicmss

By -]
sy Warep = Dt Ll L] [ e Lk Ingpried Om [ o LR
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2. Click group name of the corresponding group. The Edit Group page appears.

Edit Group
Group Details
Group Name™: Administrator
- *
Details This group represents Administrator

* Fields are mandatory

Assign Role

Available Roles Attached Roles
ROLE REPORT VIEWER ’ ROLE_ADMIMN
ROLE USER ==

Assign Application
Available Applications Attached Applications
100000002c1014703 ~
100000012bd8efafa TR
17b69b36-042d-4263-b961-50230717947F

1cadarft-ofdf-43ec-b28c-49926694 1f4d =
587calfe-b1a0-4275-8910-7f62f30cdb1f  ~

3. Select the desired application from the list of Available Applications and then click the forward
arrow.
The selected application appears under Attached Applications.

4. Click Save.
You can view the group to which the application is assigned under Name section on the Groups

list.
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6.4 Authentication

Authentication view enables you to create authentication profiles. Authentication profiles are assigned
to applications. All device users of an application are authenticated with the assigned profile. After
creating a profile, the Test Connection option validates the profile before assigning it to applications.

« Default Authentication Mode

« Creating an Authentication Profile

» Viewing errors of Authentication Profiles

6.4.1 Default Authentication Mode - Kony Sync Console Database

The default authentication mode is Kony Sync Console Database. Once an application is uploaded,
the authentication mode is set to Kony Sync Database.

APPIICAtIONS  +asisssmen 1 Downiss appsiasen

A atany -}
AP 0 B S Tl e e st B Ei DLas0aice AigPers Lo Bl
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-
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6.4.2 Creating an Authentication Profile

To create an authentication profile other than Kony Sync Database, follow these steps:
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1. Click the User Management section > Authentication tab.

Authentication  + s s

Salnwlorre Sl oe Tl Ty PRI 1 1 RO E N M1
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2. Click Add Authentication. The Add Authentication Profile dialog appears.

Add Authentication Profile x

Select Authentication Type : | Select Authentication Type IEl

coe
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3. You may create any one of the below types of authentication profiles:
« Select Open LDAP from the drop-down to create an open LDAP authentication type.

i. Enter LDAP details and click Test Connection to verify the connectivity of LDAP.

Add Authentication Profile x

Select Authentication Type | Open LDAP El

Authentication Name ™
Open LDAP URL = Idap:#localhost:388/dc=m;
Open LDAP Password E

Open LDAP UserDn = cn=manager, doc=maxcrc,

User Mame :

Password :

Test Connection

Cancel

« Select Microsoft ADS from the drop-down to create a Microsoft ADS authentication type.

i. Enter Microsoft ADS details and click Test Connection to verify the connectivity of
Microsoft ADS.
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Add Authentication Profile x

Select Authentication Type © | Microsoft ADS El

Authentication Name ™

ADS URL ™ Idap:/iplatformtest. kony.in
ADS Domain ™ ldap:/iplatformtest. kony.in
ADS UserDn ™ administrator@platformtes
ADS Password ™

ADS Referral ™

User Name :

Password :

Test Connection

Cﬂn I:EI

« Select SalesForce from the drop-down to create a SalesForce authentication type.

i. Enter SalesForce details and click Test Connection to verify the connectivity of
SalesForce.
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Add Authentication Profile ®

Select Authentication Type = | salesForce |

Authentication Name ™

SalesForce URL ™ https:/ogin.salesforce.co
SalesForce Mamespace *: urn:partner.soap.sforce.c
User Name :
Password :

Test Connection

Can I:EI
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« Select Customfrom the drop-down to create a Custom authentication type.

i. Enter Custom details and click Save.

Add Authentication Profile x

Select Authentication Type | custam El

Authentication Name ™

Custom Class ™

Please provide the Fully Qualified Mame of the Java Class (for e.q.
com.kony. sync.CustomAuthenticationManager). Ensure that this class (and its
dependencies) are packaged as JAR file and placed in
fopt/Oracle/Middleware/user_projects/domains/base_domain/lib folder on each
Server Instance where SyncSernvices have been deployed.

6.4.3 Viewing Errors of Authentication Profiles

To view the errors while adding authentication profiles, follow these steps:
1. Click the User Management section > Authentication tab.

2. Inthe Add Authentication Profile dialog, click Click here to view logs hyperlink to view the
errors.
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3. Click Add Authentication. The Add Authentication Profile dialog appears.

Add Authentication Profile x

Test Authentication failed
Click here fo view logs for error details.
Select Authentication Type : ‘ Open LDAP E|

4. The Tracker view appears with the logged errors.

AT oom.gun.jndi.ldap.
at o=, jndi. ldap.L
&% S&E.Fus.j6di, 1dep.L
&t com.sun.jndi.ldap.L tx. connect {Ldaplix. java:

at oom.sun.jndi.ldap.ldaplox. cinity(LdapCcx. java:29d)

&t com_gus.jrdi. ldsp. LdapCrxFacrory.oerlalngURL (LaapCreFacory. Java: 17
A% SOE.FuG. J0dE . Ddep. Ldapttalas JeeledngURLe (Ldaptealactaiy. 18
at com.sun.jodi, ldap. LdapCixPactory . gesldapteainatance (LdspCeaFactory. java: 134)
at oom.sun.jndi.ldesp. LdapltxFaccory.gecinitialContent (LdapCrxFactory. Javar CE)
ar Javar.semisy. api Hasingbsnager itiallescext (HamisgManspes . Java: E6T)

&% JAVaX.Q = al 2}
javax,.cazing. Initialton: . riallontext.java:d
at jevax.namiog. ldap. Indtialldaplontents.<initx{Indtialldaplontext. javaili)

4T oog.springframewcri. ldap.core . suppozt. LdspContexcSource .peclizContexcInatance [LdapContencSouroe . Java: 43)

at -ldap.core . yuppost  AbgrrpcrContextSoure =eareConveyT (REgrrpocConexr Souros . Jave s 254)
Cagmed by JLonnectBxception: Consectioa refused

at . FlaieSochecinpl . socketCoanect (Hative Hethod)

at -FlainSockeri=pl . doConnect (FlalnSockesImpl . Jave 1 251)

at seReTispl . connectlohddre s (Flalniecketispl. Jave i dld)

[ Jooanect (PlainfocketIspl. javac 200)

at . SocirsSochetInpl . connect (SockaSoaiet Impl . Janaz €6

AT . Socket. connece {Socker. java 1 523)

&t

ar

at Java.net, Socket finitr (Sockes . Java: 188)
&t oom.sun.jndi, Idap.Coanection. coeateSocinet (Conneotion. Java: 352)
ar oom_sus_jedi. ldsp. Comnecrion.Cinity (Oonneccion jave: 1E7)

. B4 maze
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7. Devices

Devices user interface enables you to view the list of devices that are in sync with Enterprise Data
Source server. The number of devices to view is 10, by default. You may change the number of
devices to view by selecting from the drop-down corresponding to Page.

7.1 Device Auto Registration

When you perform a sync operation from the handset for the first time, the device is auto registered
into the console application after the authentication succeeds.

Devices
Deves -]
i 0 [ Duvin 015 Dol bt et (8 Ve Sty ity b Tiven Upated O
.
RS p— WFEG P R I e 3 SN 144838 Siedni) 17010
Sl el R e wedired AR 2 2 3 LR ER AR E] b SR RERLE
idbminsai it T wrrod STEI000 bT] jro— q BRI 1234 40 SR 1287 30
=
& W Deiss [P P T .ﬂ [Ty

You can perform the following tasks:

« Searching a Device

« Deleting a Device

« Enabling a Device

» Disabling a Device

7.2 Searching a Device

The search option enables you to search a Device ID, or all the devices that are assigned to the

selected User ID. There are three types for searching:
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a. Searching using only the Device ID: This search criteria results in displaying the
corresponding Device ID and all other Device IDs that are similar.

b. Searching using only the User ID: This search criteria results in displaying all the Device IDs
that are assigned to the corresponding User ID.

c. Searching using both Device ID and User ID: This search criteria results in displaying all the
Device IDs that are assigned to the corresponding user ID.

To search a device, follow these steps:

1. Click Devices from the Kony Fabric Sync Console. The Devices view appears.

Devices
vy -]
Darvice D~ [ Davea O Do Blcetid v s 378 VBT Srafus Ly b T ek O
o
[ pina— RAFET peoEe_ Ao [ ] hen 3 SRR Y 144830 C bR B
kit b e Llas cad w¥od e ) 2 Zera 3 S 4 M RRNEE] 11 45 59
IAEEEAN I e werod GT-R100 Fa-1 ] e TJ SRNEDHI 123110 SROAGI) 1257 9
=
& | D e P 1 W e w8 .ﬂ e 8- Bl 3

2. Enterthe deviceid in Device ID.
3. Entertheuseridin User ID.

4. Selectthe registration date in Reg. Date. You can select the date if you know the range of
dates.

5. Select the status from the Status drop-down menu.

6. Select the device operating system from the Device OS drop-down menu.

Note: The Device ID or User ID fields are mandatory. You can enter either Device ID or
User ID as required.
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Devices
@ | @Delete <% Paget ot e mi[10 7| View 1-4 of 4
[ DevicelD™ Users Device 0% Device Model Device O Version Status Registration Time Updated On ~ *
] [ | An r | =
— = ; .
2 I arie1008 e | — = | 12/01/2015 11:27:48.400 | 12/04/2015 13:18
+0530 0530
11/20/2015 12:18:43.180 | 11/2012015 18:50
[ 352900053433913 snonymous sndroid LT28i 404 |A:we -| =0 =0
+0530 +0530
) | 359703054551648 snanymaus andraid GT-8500 442 | Active " | ANORORNT20RR63, | | MO0 ag
+0530 <0530
11/24/2015 12:48:48.383 | 1112412015 14:05
) 359703054589599 ananymaous andraid GT48500 5.0.1 |A=we -| e i
+0530 +0530 =
1| | 3
@ | @Delete i« <« Page i of1 o H e

7. Click Search by entering the Device ID, for example, starting with 35. The device with the
entered Device ID appears.

Devices

Devices -]

Device ID * Users Device 08 Device Model Device 05 Version Status Registration Time Updated On

-

169070 i android GT-NE000 412 adve [ 091032013 145144 0310312013 15:45:50.

358401043437015 Roleuser android GT91006 236 adve [3] 0810412013 12:51:10 08/04/2013 12:57:30,

4 m ] 3
&  fDelete 14 <4 Page|t  |of1 »» H View 1-20f2

Note: The search results displays all Device IDs that start with Device ID as entered in the search
field. For example, If you search for the User ID “admin”, the search results display admin1,

admin2, admin3, admin4 as per the ascending order alphanumerically.

7.3 Deleting a Device

Deleting a device feature enables you to delete a single device or multiple devices at an instance as
required. From the list of records, you can navigate to the required User ID or Device ID record by
using Previous or Next options or by using a specific Search criteria based on Device ID, User ID,
Reg. Date, Statusand Device OS. The search results displays all the records based on User ID or
Device ID that match the search criteria.

To delete a device, follow these steps :
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1. Click Devices in Kony Fabric Sync Console.
The Devices view appears.

Devices

| e -1

Dwvice 0 * Uners Dervicw O Cwrvicn Model Dol 005 Weraeon Stafus Hegmbiaton §me Updated Cm

a o
P—_— -
e ) e ot L] imen J Fhakiind i elnRdRah vhisk vk
] wmdra OT-hee ang [ 3 SRR 3 1454 BREATREY EEd
I Akae ] ET-Eeid FET o _'| T REE R PR EhEr
=

LT [ i =] Vi i 3083

2. Selecta required Device ID and click Delete.
A dialog box with a confirmation message, “Are you sure you want to delete selected devices?”
appears.

3. ClickYes.
The selected Device ID is deleted.

7.4 Enabling a Device

Enabling a device feature allows you to gain access to Kony Fabric Sync Console. You can either
enable a single device or multiple devices at an instance as required. From the list of records, you can
navigate to required User ID or Device ID record by using Previous or Next or by using a specific
search criteria based on Device ID, User ID, Reg. Date, Status and Device OS. The search results
displays all the records based on User ID or Device ID that match the search criteria.

To enable a device, follow these steps :

1. Click Devices in Kony Fabric Sync Console.
The Devices view appears.
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2. Selectthe required Device ID and change the device from Inactive to Active from the Status
drop-down.
A confirmation dialog box with a confirmation message, “Are you sure you want to enable
selected devices?” appears.

3. ClickYes.
The status of the selected device is updated as Active.

7.5 Disabling a Device

Disabling a device feature disables it from gaining access to Kony Fabric Sync Console. You can
either delete a single device or multiple devices at an instance as required. From the list of records, you
can navigate to required User ID or Device ID record by using Previous or Next options or by using a
specific Search criteria based on Device ID, User ID, Reg. Date, Status, and Device OS. The

search results displays all the records based on User ID or Device ID that match the search criteria.

To disable a device, follow these steps::
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1. Click Devices in KonyFabric Sync Console. The Devices view appears.

[ Davice 0% Duevicn Mool Darwic 15 Wermcn Statury Aegtiancs s Upstiatind Dny

2]

Wi 4 3083

2. SelectaDevice ID, and then click Disable. A dialog box with a confirmation message, “Are you

sure you want to disable selected devices?” appears:

Message from webpage g

I@I Are you sure you want to disable selected devices?
b

0K Cancel j

3. Click OK. The status of the selected Device ID appears as Disabled.

© 2012 by Kony, Inc. All rights reserved 800of 116



8. Monitoring Kony Fabric Sync Services Console User Guide

Version 1.0

8. Monitoring

Monitoring feature enables you to keep track of overall changes that occur at the Client and Enterprise
Data Source server. In Monitoring, you can perform the following tasks:

« Synchronization

« Synchronization Performance

« Merging Service

« Replica Service

« Upload Queue

« Persistent Databases

« Conflicts

« Change Replay

« SyncErrors

« Security Audit

8.1 Viewing Synchronization

Synchronization is the process of synchronizing information between client and Enterprise Data
Source. This interface enables you to view all the detailed records of the synchronization.

View Synchronization feature enables you to view the synchronization details between client and
Enterprise Data Source. If the records list is big, you can navigate to the required synchronization
record of a User ID by using Previous or Next options, or by using the Search option. The search
results display all User IDs which start with the User ID as entered in the search field.

For example: If the User ID “admin” is searched, the search results display admin1, admin2, admin3

and admin4 as per the ascending order alphanumerically.

To view Synchronization, follow these steps:
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1. On Kony Fabric Sync Console, go to Monitoring section > Synchronization view. The list of

Synchronizations appear under the search fields.

Synchronization
W] 2 14 <« Page 1 of 2 e |-|
Sync Se E
User ID Device ID Application ID  StartTime  EndTime  Request Type YAC Sefver | Lrror
P Details
17b69b36-0. 021222016 | 02122/2016
005000000... 23G44bSadc... 17:32:00.523  17:32:00.9... DOWNLOAD 127.0.0.1 No Error
4263-0981-5.  Lpea0 050
17b69b36-0. | 021222016 | 021222016
005000000.. 23F44bZadc... 17:31:41.67  17:31:428._. DOWNLOAD 127.0.0.1 No Error
4263-69815 Lgeq0 0530
17b69b36.0. | 0202212016 | 0212212016
005900000 .  23544b3adc 17:27:31.913 17-27:32.9 DOWNLOAD 127.0.0.1 No Error
4263-6981-5 Lpeqg 0530

8.2 Synchronization Performance

Synchronization Performance view displays the average usage of a particular service. For example, If

a user uses a service at three instances with the duration of one, two, and three minutes, the average

usage time would be (one + two + three) / 3 = 2.

8.2.1 Viewing the Synchronization Performance

Viewing the synchronization performance feature enables you to view the average usage of a

particular service for each User ID. If the list is big, you can navigate to the required User ID record

using Previous or Next options, or use the Search option. The search results display all User IDs that

start with the User ID as entered in the search field.

For example: If the User ID “admin” is searched, the search results display admin1, admin2, admin3,

and admin4 as per the ascending order alphanumerically.

To view Synchronization Performance, follow these steps:
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1. On Kony Fabric Sync Console, go to Monitoring section > Synchronization Performance view.
The list of Synchronization Performances appears under the search fields.

Sync Performance

] [l 14 <a Page 1 ofd s> »i
Avg. Time  Max Ti Avg. Nember of | 2%
UseriD * Device ID Application ID Request Type vg. fime - Hlax Time Vg HUMBEr ot umber of
{seconds) (seconds) Rows .

17b69036-0424d-
0059000000... 23644b8adcacl... UPLOAD 7 12 2 3
4263-p981-502..

17b69b36-042d-
0059000000... 23644b8adcacl... DOWNLOAD |1 i 325 1629
4263-p981-502..

[] [e4 14 <4 Page 1 of1 »> w1 |10 W

8.3 Merging Service

Merge Service consists of all the information between Upload Queue and Enterprise Data Source.
You can monitor the merge status (Started, Processing Request, and Completed Request) per User
and Application.

8.3.1 Viewing Merge Service

From the list of records, you can navigate to the required Application ID record by using Previous or
Next or by using a specific Search criteria based on Start Date, Start Time, End Date, End Time,
Current Status and Application. The search results displays all Application ID records for each User
ID that matches the search criteria.

To view Merge Service, follow these steps:

1. On Kony Fabric Sync Console, go to Monitoring section > Merge Service view. The list of
Merge Services appear under the search fields.
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Merge Service

[bal = 14 <« Page 1 of1 »» bl
Numbe Sync Server  Error
Request ID SUserD Application ID Start Time End Time Status of ¥ 3
P Details
Rows
03/22/2016 03/22/2016
3 anonymous | 100000002132, 1705:20.497 +0530 | 17-05-20.737 +0530 MERGED 1 10.10.25.138 | Mo Error
03/22/2016 03/22/2016
2 anonymous | 100000002132, 17:05:00.120 +0530 | 17-05-00.153 +0530 MERGED 1 10.10.25.138 | No Error
03/22/2016 03/22/2016
1 anonymous | 100000002132 .. 17:02-10.107 +0530 | 17:02-10.297 +0530 MERGED 1 10.10.25.138 | No Error
$ 2 14 <4 Page 1 of1 »= bl

8.4 Replica Service

Replica service feature tracks all the changes in Enterprise Data Source that are to be sent to the
Client. It exists between the Enterprise Data Source and the client.

8.4.1 Viewing Replica of an Application

From the list of records, you can navigate to the required Application ID record by using Previous or
Next options or by using a specific Search criteria based on Start Date, Start Time, End Date, End
Time, Current Status and Application. All the Application ID records that match the search criteria
appear.

To view the replica of an application, follow the below step:

1. On Kony Fabric Sync Console, go to Monitoring section > Replica Service view tab. The list of
Replica Services appears under the search fields.
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Replica Service
fal ER 14 <2 Page 1 of1 »= pl
. - Replication Start o i Mumber of  Sync Server  Error
Application 1D — Replication End Time Status E— = S
03/22/2016 0312212016
1000000021326f072 17-05:30.73 +0530 17-0530.9% 0530 COMPLETED 1 101025138 Mo Error
03/22/2016 0312212016
1000000021326f072 17:05:-10.103 <0530 | 17-05:-10.150 +0530 COMPLETED 1 101025138 Mo Error
03/22/2016 0312212016
1000000021326f072 17-02-20 120 <0530 | 17-02-20 147 <0530 COMPLETED 1 101025138 Mo Error
03/22/2016 0312212016
1000000021326f072 16:20:50 BET +0530 | 16:20°51 870 +0530 COMPLETED | 155 101025138 Mo Error
(] & 14 <4 Page 1 of1 »> |-|

8.5 Upload Queue

The Upload Queue is a queue that comprises of all the information from the client waiting to get
updated at Enterprise Data Source server. You can add, delete or modify the information at the client
side. It exists between the client and Enterprise Data Source.

8.5.1 Viewing the Upload Queue

From the list of records, you can navigate to the required Device ID record by using Previous or Next
options or by using a specific Search criterion based on Start Date, Start Time, End Date, End Time
and Application. The search results display all Device IDs that start with the ID as entered in the
search field.

To view the Upload queue, follow the below step:

1. On Kony Fabric Sync Console, go to Monitoring tab > Upload Queue view. The list of upload
queues appears under the search fields.
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Upload Queue
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8.6 Persistent Databases

Persistent Databases feature states the status (Success/failure) of the number of records
merged/uploaded/downloaded. The DB Name lists the name (Replica/upload Queue database) of
the database, Status lists the Success/failure status of the records, Number of Tables lists the
number of tables, Total Number of Rows represent the number of rows that are
uploaded/downloaded. Persistent Databases feature is applicable only for persistent configuration.

8.7 Conflicts

The Conflicts view enables you to view the differences that occur due to inappropriate synchronization
of the records between Client and Enterprise Data Source.

8.7.1 Viewing Conflicts of a User and Device

From the list of records, you can navigate to the required User ID conflict record by using Previous or
Next options or by using a specific Search criteria based on Start Date, Start Time, End Date, End
Time, and Application ID. The search results displays all User IDs that start with the ID as entered in
the search field.
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For example: If you search for the User ID “admin”, the search results display admin1, admin2,
admin3, and admin4 as per the ascending order alphanumerically.

To view Conflicts, follow these steps:

1. On Kony Fabric Sync Console, go to Monitoring tab > Conflicts view. The list of upload queues
appears under the search fields.

C -
onflicts
‘Taafecin -]
Useri = Davica B0 g araal 1 Cioatalia” © R feabacats Pioalel g Clral Risw Sarepr Ruew Lt R Ciavling Damef Erees Duetnids
Axmh SRSEUHIEEsY unsy BEEVIE_ Y i Dot Van Do e Dtaim TROETOII T e lrer
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nymcE SOO0N0000N00D It BEInTE vy Wi Dovtaiin Vaw Deai Waree Dwtain C R R T
Axnn SRSEUOIEsE [Tt SRS VS e Dottaiin Vs Cemn e Dt FOETOII N S e lrer

P [FRCTTFRCTIERy I SESAR_WeeS i Bty (- e aptiy SRRETHID AN Hollwer
L] TOOOOCHOO0CN00G unsa SRR ek Wi Dartasin Waw Deini ‘Warer Dartain SRSETN AT IR W

LR ] B [Tt BEInIE vk ‘i Dovtaiin Ve Detnin Wier Dwtain SREENI NN Wl
A BRSEENGsE Feepariion CLERT_WhS it Copsaetn W e e S ITEBTNIILETN | Wellvor
e SEGOMREMENE Pty CLENT_WhS W Doty Ve Crini e Selein STEBTNIAKSES | o lwor

=
- i gl 1 o3 e mal b [=] Wi 1 - B8l 13

8.8 Change Replay

Change Replay feature of Kony Sync Console enables you to view the actions that the client performs
that are updated at Enterprise Data Source based on Device ID.

8.8.1 Viewing the Change Replay Process

From the list of records, you can navigate to required action by using Previous or Next options or by
using a specific Search criteria such as User ID, Device ID, Application, Sync Object and Change
Type. The search results displays all User IDs or Device IDs that start with the ID that you enter in the
search field.

For example: If you search for the User ID “admin”, the admin1, admin2, admin3, and admin4 search

results appear as per the ascending order alphanumerically.

To view the change replay process, follow the below step:

© 2012 by Kony, Inc. All rights reserved 87 0f116



8. Monitoring

Kony Fabric Sync Services Console User Guide

Version 1.0

1. On Kony Fabric Sync Console, go to Monitoring tab > Synchronization view. The list of change
replays appears under the search fields.
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2. Click Clear ChangeReplay Logs to clear the logs.

3. Click Show All Logs to show all the logs.

8.9 Sync Errors

Sync Errors feature lists down all the errors that occur while you perform any sync operation (

download/upload/replica merge service), Error Details list downs the details of the error. You can
search by column using the User ID, Application ID, Sync Operation, Date Time and Sync Server IP.
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Sync Errors

] [ 14 <« Page|[1 of 111 e Irl

User D Application 1D Sync Operation Date Time ~ Sync Server IP Error Details

Mot Applicable 10000000286dD1a86  REPLICASERVICE 2?51;;201 61156470 10.10.258.227 View Error Details
Mot Applicable 10000000286db1a86 REPLICASERVICE 3?51;;201 115230 10.10.25.227 View Error Details
Mot Applicable 10000000286db1a86 REPLICASERVICE 3?5155201 5115140 10.10.25.227 View Error Details
Mot Applicable 10000000286dp1a86  REPLICASERVICE ?_?5135;201 61142370 10.10.25.227 View Error Details
Mot Applicable 10000000286d01a86  REPLICASERVICE 2?515;201 B11414r0 10.10.25.227 View Error Details

8.9.1 Export to Excel

You can export the sync errors from the Console database to an Excel file format. To export the sync
errors, follow these steps:

1. Click the Export to Excel button to export the log data to Excel.

Sync Errors

& Bl ofd w0 T View 1- 10 of 33

User D Application ID Sync Operation Date Time ¥ Sync Server IP Error Details
3b3alald-5418-4e3a-bics-

anonymaous DOWNLOAD 07/01/2016 11:55:31.0 +0530 10.10.24.81 View Error Details
dbc1f6ran3
3b3alald-5418-4e3a-bics-

anomymous DOWNLOAD 07/01/2016 11:55:11.0 +0530 10.10.24.81 View Error Details
dbéic 1f6fai31
3b3alald-5418-4e3a-bick-

anarymous DOWNLOAD 07/01/2016 11:54:51.0 +0530 10.10.24.81 View Error Details
dbGc1f6fa3l
3b3alald-5418-4e3a-bick-

anonymous DOWNLOAD 07/01/2016 11:54:30.0 +0530 10.10.24.81 View Error Details
dbGec1fEfal3l
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3. Clickthe Yes button to export the logs to Excel. Otherwise, click No.
4. Click the Yes button. The Sync Errors Excel file is downloaded to your system. The following
table describes the outcome of the data exported.
User ID Application ID Sync Operation Date Time Sync Server IP Error Details
anonymous 3b3a3aldd-5418-4e3a-blc8-dbeclfefa0d3l DOWMNLOAD 01/07/2016 11:59:18:000+0530 10.10.24.81 View Error De‘tails‘
anonymous 3b3a3aldd-5418-4e3a-blc8-dbeclfefa0d3l DOWMNLOAD 01/07/2016 11:58:57:000+0530 10.10.24.81 View Error De‘tails‘
anonymous 3b3a3aldd-5418-4e3a-blc8-dbeclfefa0d3l DOWMNLOAD 01/07/2016 11:55:31:000+0530 10.10.24.81 View Error De‘tails‘
anonymous 3b3a3aldd-5418-4e3a-blc8-dbeclfefa0d3l DOWMNLOAD 01/07/2016 11:55:11:000+0530 10.10.24.81 View Error De‘tails‘
anonymous 3b3a3aldd-5418-4e3a-blc8-dbeclfefa0d3l DOWMNLOAD 01/07/2016 11:54:51:000+0530 10.10.24.81 View Error De‘tails‘
3b3a3a0d-5418-4e3a-blc8-dbecl f6fa 154:30; ) 8 iew Error Details |
SyncErrors Error Details | ()] ] IC
5. Click the hyperlink displayed against each field in the Error Detailsto view the complete
description of the selected error message.
1 |com.kony.sync.services.entityframewaork.query.DataAdapterException: Client application version 4ddd1ef982cafd1ca016b5eabd7aaad6blldaal
2 |com.kony.sync.services.entityframework.query.DataAdapterException: Client application version 4ddd1ef982cafd1ca0l6b5eab47aaadbblidaa!
3 |com.kony.sync.services.entityframewaork.query.DataAdapterException: Client application version a23975001fd0897993635cdbb4ff868184037e3.
4 |com.kony.sync.services.entityframework.query.DataAdapterException: Client application version a23975001fd0897993635cdbb4ff3658184037e9.
5 |com.kony.sync.services.entityframework.query.DataAdapterException: Client application version a23975001fd0897993635cdbb4ff868184037e5.
6 |com.kony.sync.services.entityframework.query.DataAdapterException: Client application version a23975001fd0857993635cdbb4ff868184037e5.
7 lcom.kon nc.services, entitvframework.query.DataAdapte eption: Client application version 975001fd08979936 dbbAff86818403 729
| Synckrrars | Error Details ® [4] | [»
6. Ifthe export operation fails because of an error, the console displays a message explaining the
cause of the error.
7. Ifyou do not have any logs to export, the console displays a message as there are no records to

export.
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Export data x

Mo Records to download.

Ok

8.10 Security Audit

Security Audit user feature enables you to view all the changes that the client makes and that are
updated at Enterprise Data Source server.

8.10.1 Viewing Modifications

From the list of records, you can move to the required record using Previous or Next.
To view modifications, follow below step:

1. On Kony Fabric Sync Console, go to Monitoring tab > Security Audit view. The list of Security
Audit appears under the search fields.

Security Audit
] i 14 <« Page 1 of 5 s> w1
Who Changed What Changed When ~ Comments

UPDATED_DEVICE(9FE17958- .
- 02(16/2016 18:40:23.0 +0530 | Updated the d
anonymous AFF9-4B24-81E4-AAC2BOECI23E) * paatec e device

UPDATED_DEVICE(9FE1795B- . )
anonymous 4FF9-4B24-81E4-AAC2B08C323E) 02M16/2016 18:39:36.0 +0530  Updated the device

UPDATED_DEVICE(SFE1795B- .
- 02/16/2016 18:38:15.0 +0530 | Updated the d
anonymous AFF9-4B24-81E4-AAC2ZB0SC323E) * peatedine device
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9. Scheduled Jobs

Scheduled Jobs view enables you to view the list of jobs that run at specific intervals and Job History.
The number of scheduled jobs to view is 10, by default. You may change the number of scheduled jobs
to view by selecting from the drop-down corresponding to Page.

The Scheduled Jobs view enables you to review the CRON jobs that are scheduled in the system. You
have flexibility to edit CRON expression. You can modify to any interval; once a week, once a month,
and as on. You can have a format of adding specified interval.

For example:

0012**?Fire at 12 pm (noon) every day
015107 ** Fireat 10:15 am every day
01510** ? Fire at 10:15 am every day

For more information on Triger Details, refer to Cron Expressions section in http://www.quartz-

scheduler.org/documentation/quartz-1.x/tutorials/TutorialLesson06 and http://www.quartz-

scheduler.org/generated/2.2.2/html/qtz-all#page/quartz-scheduler-webhelp/co-trg

crontriggers.html%23.

9.1 View the Scheduled Jobs

The Scheduled Jobs feature enables you to view another list of Scheduled jobs.

To view the scheduled jobs, follow the below step:

1. On Kony Fabric Sync Console, click the Scheduled Jobs tab. The Scheduled Jobs view
appears with details such as Job Name, Application ID, Description, Status, Job Class,
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Next Fire Time, Previous Fire Time, Trigger, Trigger Details, and Server IP.

Scheduled Jobs
(] 14 <4 Page 1 of1 »> 1
L - Previous Fire Next Fire . . . Sync Server
Job Hame  Application ID Description Status Job Class Time Time Trigger Trigger Details P
) 02/22/2016
Merge senice 0212212016
29 ey
Mergeser...  SampleDB job COMPLE... com.kony... 16:32:00.0 +0530 16:32:20.0 cron 010 ? 101025231
+0530
; 02/22/2016
. Replica 02/22/2016 .
. o
ReplicaS... SampleDB e COMPLE... | com.kony.... 16:32:00.0 +0530 16:32:20.0 cron 010 7 10.10.25.231
+0530
[#] 14 <« Page 1 of1 > =i

9.2 View the Job History

View the Job History feature enables you to view the job history of various services.
To view the Job History, follow the below step:

1. On Kony Fabric Sync Console home page, click Scheduled Jobs section > Job History tab.
The Job history view appears.
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Job History

& 14 <4 Page 1 of 4,826 > w1
L Elapsed DataSource
JobName ~ APPRCation - gppg SYnCSener  crartTime  EndTime  Time  Elapsed O
D P Details
{sec) Time (sec)

02/22/2016 02/22/2016

MergeSernvice  SampleDB COMPLETED | 10.10.25.231 | 16:37:20.50 16:37:203...  0.337 0 Mo Error
+0830 +0530
0212212016

ReplicaSery... SampleDB RUMNMIMG 10.10.25.231 | 16372017 0 0 Mo Error
+0530
0212212016 0212212016

MergeSerice SampleDB  COMPLETED 101025231  16:37:1043 16:37:102. . | 0177 0 Ma Errar
+0530 +0530
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10. Logs

Logs section enables you to view data sync between the devices of the client and the Enterprise
Datasource server.

10.1 Trace Log

Note: The Trace Log Level is OFF initially when you install Kony Sync Server. On the Trace Logs
page, click the click here link to navigate to the Configuration tab. You may select ON from the

Trace Log Level drop-down to turn on the trace logs.

Trace Log feature enables you to view request and response data between the clients and Enterprise
Datasource Server for a particular Application, User, Device and Time combination.

Trace LOgS = Clear Trace Logs @ Show Only Errors

Trace logging is currently turned off. To tumn it on please click here

] 14 =4 Page 1 of1 s> ®iI
DataSource Request
Request - Elapsed Hitt] Hitt]
User ID Device ID Application ID Ty;'e StartTime *  End Time Tim': foec) Elapsed Regueﬂ Re':ponse size
Time (sec) ({Bytes)
Mo records to show
] 14 =4 Page 1 of1 s> ®iI

You may click Clear Trace Logs to clear the trace logs, and may click Show Only Errors to show only
error logs.

10.1.1 Export to Excel

You can export the logs from the Console database to an Excel file format. To export the logs, follow

these steps:
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1. Click the Export to Excel button to export the log data to Excel.

Trace LOgS = Clear Trace Logs \ © Show Only Errors. '

14 <4 Page 1 of 381 »> bl View1-100f .

DataSource Request Response
User ID| Export To Excel Jo Ip Application 1D TR:;"” = Start Time ~ End Time 5:; ':f:m Elapsed Egzue = ggfponse size size F
Time (sec) {Bytes) (Bytes)
View Hitp View Hitp
tester 350703054589500 | 1000000025845. download 06/28/2016 062912016 061 0 937 6003 2
12:3313.0+0530  12:33:14.0 +0530 Request Response
062072 062021 View Hitp View Hitp
tester Unknown 1000000027 1cBa... | registerde. Uil g 0.294 0 738 6003 2
12:31:43.0+0530  12:31:44.0 +0530 Request Response
View Hitp View Hitp
tester Unknown 100000002 1cBa... | registerde... 06/29/2016 062912016 0.243 0 738 6003 2
12:20:20.0+0630 | 12:29:29.0 +0530 Request Response
06/29/2 0629721 View Hitp View Hitp
tester Unknown 100000002 1cBa...  registerde... e g 0122 0 738 G006 2
12:29:07.0+0630  12:29:08.0 +0530 Request Response

2. The following pop-up window is displayed.

Export data x

Are you sure you want to export Trace Logs?

)

3. Click Yes to export the logs to Excel. Otherwise, click No.

4. Click on Yes button. The Trace Logs Excelfile is downloaded to your system. The following
table describes the outcome of the data exported.
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[11z] A B | C | D | & | F | & | H | v | ¥ | K |/ L | M | N

1 |UserlD Device ID Applicatic RequestType Start Time End Time Elapsed Ti Datasourc Http Requ Http Resp Request S Response Response Code

2 |syncadmir 00000000C 100000002 download ~ 29/06/201 29/06/2014.117  4.066  View Http View Http 362 3003 200 (with Error)
5 |syncadmit 00000D0OC 100000002 registerdevic 29/06/201 23/06/2010.085 0 View Http View Http 166 222 200

6 |syncadmit D0O000DOOC 100000002 download  29/06/201 29/06/2014.098  4.0440000 View Http View Httg 361 3003 200 (with Error)
9 |syncadmi00000000C 100000003 registerdevic 29/06/201 29/06/2010.085 [0 View Http View Http 165 222 00

10 |syncadmir 0000000OC 100000002 download  29/06/201 29/06/2014,17700004.117  View Http View Http 361 3003 200 {with Error)
12 | syncadmir D0000000C 100000007 registerdevic 29/06/201 29/06/2010.081 0 View Http View Http 165 222 00

14 |syncadmir D0000D0OC 100000002 download  29/06/201 29/06/2014.07600004.025  View Http View Http 361 3003 200 {with Error)
17 |syncadmir 00000000C 10000000z registerdevic 29/06/201 29/06/2010.084 0 View Http View Http 165 22 00

18 |syncadmit D000000OC 100000002 download  29/06/20129/06/2014.123  4.0760000 View Http View Httg 361 3003 200 (with Error)
21 | syncadmir 00000000C 100000002 download ~ 29/06/20129/06/2014.168  4.106  View Http View Http 361 3003 200 {with Error)
24|

TraceLogs Http Request | Http Response | D5 Http Request | DS Hitp Response | Error Message | @ P[]

5. Click on the hyperlink displayed against each field in the Http Request, Http Response, DS
Http Request, DS Http Response and Error Message columns to view the complete details of
the selected field.

6. Click on the plus symbol on the right of each log displayed for additional details.

1 |UserID Device ID Applicatic RequestType Start Time End Time Elapsed Ti Datasourc Http Requ Http Resp Request S Response Response Code
2 |syncadmii 00000000C 100000002 download ~ 29/06/20129/06/2014.117  4.066  View Http View Http 362 3003 200 (with Error)
-3 Sync Obje Sync Oper Target Status Start Time End Time Elapsed Ti Request Response Error Message
é . | Country getUpdatehttp://10.10..FAILED  29/06,/201 29/06/201 4.066 Http Regl‘] Http Rega Error Details
5 |syncadmit 00000000C 10000000z registerdevic 29/06/201 29/06/2010.085 0 View Httg View Http 166 22 200

7. Ifthe export operation fails because of an error, the console displays a message explaining the
cause of the error.

8. Ifyou do not have any logs to export, console displays a message as there are no records to
export.

Export data %

Mo Records to download.
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10.2 Kony Fabric Sync Services Log

Kony Fabric Sync Services log feature enables you to view various levels of the Kony Fabric Sync
Server Services and Kony Fabric Sync Console log data like DEBUG, INFO and ERROR on UlI.

10.2.1 Configuration

Using Configuration Ul, Administrator can configure the level data that is required to monitor the
logged data on the Kony Fabric Sync services server.
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10.2.2 Log

Log feature enables you to download the log file, view the number of lines in the log file that helps in
quickly viewing the logs from Ul, especially the exceptions and followed by quick resolutions.
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10.3 Kony Fabric Sync Console Log

Using Configuration helps you to configure the level data that is required to monitor the logged data on
the Kony Fabric Sync console.

10.3.1 Configuration

Using Configuration feature, an Administrator can configure the level data that is required to monitor
the logged data on the Kony Fabric Sync services server.
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10.3.2 Log

Log feature enables the Administrator to download the log file, view the number of lines in the log file.
This helps in quickly viewing the logs from Ul, especially the exceptions followed by quick resolutions.
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11. Platform as a Service (PaaS)

You can view Cloud Logs and Health Check tabs on Kony Fabric Sync Console after you procure a
valid PaaS license using the Accounts and Billing console.

« Checking for Kony Fabric Sync Server Side Logs

« Checking the Health of a Kony Fabric Sync Server

11.1 Checking Kony Fabric Sync Server Side Logs

The Cloud Logs view provided in Kony Fabric Sync Console enables to check for the Kony Fabric

Sync Server side logs in PaaS (Cloud) environment. It shows a list of instances with instance id, IP
address along with the links to view the Archived and Snapshot Logs. If the number of logs is more
than 10, you can use the Next or Previous to move to more number of logs.

There are two types of cloud logs:
« Archived Logs

o Snapshot Logs

11.1.1 Archived Logs

The log files for the server instance that are archived every hour and stored for seven days. You can
view and download these archived log files. If the number of archived log files is more than 10, you can
use Next or Previous to move to more number of archived logs.

On Cloud Logs tab, you can view the list of archived logs and manage them. You can perform the
following tasks:

« Viewing Archived Logs

« Downloading Selected Logs
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» Downloading All the Logs

« Refreshing Archived Logs

11.1.1.1 Viewing Archived Logs

To view the archived logs, click View Archived Logs under Archived Logs. The Archived Logs pop-
up appears with all the archived log files.

Archived Logs ®

Loqg files for this server instance are archived every hour and stored for 7 days. You can view and download these archived log files
below. Real-time logs can be accessed through the snapshot logs page.

2t Refresh & Download Selected & Download Al

Log File Time
_var_log_tomcat?_catalina,out-13801 7526192 Thu Sep 26 0610003 UTC 2013
var_log_tomeat?_catalina.out-13500 78861 g2 Thu Sep 26 07:10003 UTC 2013
E|

var_log_romeat?_catalina.out-1380265261.92 Fri Sep 27 07: 1004 UTC 2013
_var_log_tomat?_catalina.our-1380368861 .92 Fri Sep 27 08: 1004 UTC 2013
_var_log_tomat?_catalina,out-1380376061.92 Fril Sep 17 1010004 UTC 2013
_var_log_tomcat?_cataling.out-1 35027966192 FriSep 27 1110004 UTC 2013
_var_log_tomest?_cataling out.1 380283261 g2 Fri Sep 27 12:10:04 UTC 2013
_var_log_tomeat?_catalina.our-1380386861 .2 Fri Sep 27 13:10005 UTC 2013
_var_log_tomeat?_cataling.our-1380290461 .92 Fri Sep 27 14:10004 UTC 2013

11.1.1.2 Downloading Selected Logs
To download the selected logs, follow these steps:

1. Onthe Archived Logs page, select the checkbox of desired archived file that you want to
download and click Download Selected.
A pop-up appears with the message, "Are you sure you want to download selected Log files?".

2. Click OK to download the selected archived log files.
A pop-up appears to choose the location to save the downloaded archived log files.
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Are you sure you want to download selected Log files?

oK ] [ Cancel

3. Select the location to save the downloaded archived log files, and click OK.

11.1.1.3 Downloading all Logs
To download all the archived log files, follow these steps:
1. Onthe Archived Logs page, click Download All.

A pop-up appears with the message, "Are you sure you want to download all Log files?".

Are you sure you want to download all Log files?

| ok || cancel |

2. Click OK to download the selected archived log files.
A pop-up appears to choose the location to save all downloaded archived log files.

3. Select the location to save the downloaded archived log files, and click OK.

11.1.1.4 Refreshing Archived Logs

To refresh the archived logs, on the Archived Logs page, click Refresh.
The Archived Logs are refreshed.
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11.1.2 Snapshot Logs

You can access real-time logs through the snapshot logs page. Snhapshot logs comprise the last
manual log snapshot fetched from the server.The logs listed in the table are periodic shapshots of the
log files and may not contain the very latest log data. You can view and download these snapshot log
files. If the number of snapshot log files is more than 10, you can use Next or Previous to move to
more number of snapshot log files.

On Cloud Logs tab, you can view the list of snapshot logs and manage them.
- Snapshot Logs ® 1

The logs listed in the table below ane periodic snapshots of the log files and may not contain the very latest log data. To initiate a
available within 5 minutes. You can use the nefresh button below to reload the table and check for new snapshots available for

doramboad.
~ Ry * Dk P e En doad Al (5L t Latest Logs
[7] Log File T
[T TaibLogs-13801 82265765 out Thau Sep 26 07:57:46 UTC 2013
] TallLogs-1380275211644.0ut Fri Sep 27 09:46:53 UTC 2013
' 4 <4 Paget ofl == =i 0 - View 1-2of 2

You can perform the following tasks:

« Viewing Snapshot Logs

Requesting Latest Snapshot Logs

Downloading Selected Logs

Downloading all the Logs

« Refreshing Snapshot Logs
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11.1.2.1 Viewing Snapshot Logs

To view the snapshot logs, click View Snapshot Logs under Snapshot Logs. The Snapshot Logs
pop-up appears with all the snapshot log files.

11.1.2.2 Requesting Latest Snapshot Logs
To request latest snapshot logs, follow these steps:

1. Onthe Snapshot Logs page, to initiate a manual snapshot of all logs on all servers, follow these
steps:

2. Click Request Latest Logs.
A pop-up appears with the message, "Are you sure you want to get latest Log files?".

Are you sure you want to get latest Log files?

I OK I ’ Cancel

3. Click OK to download the latest log files.
The manual snapshots of the logs are typically available within five minutes.

11.1.2.3 Downloading Selected Logs
To download the selected log files, follow these steps:

1. Onthe Snapshot Logs page, select the checkbox of desired snapshot file that you want to
download and click Download Selected.

A pop-up appears with the message, "Are you sure you want to download selected Log files?".
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Are you sure you want to download selected Log files?

Lok ] [ cance

2. Click OK to download the selected snapshot log files.
A pop-up appears to choose the location to save all downloaded archived log files.

3. Select the location to save the downloaded shapshot log files, and click OK.

11.1.2.4 Downloading all the Logs
To download all the snapshot log files, follow these steps:
1. Onthe Snapshot Logs page, click Download All.

A pop-up appears with the message, "Are you sure you want to download all Log files?".
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Are you sure you wantto download all Log files?

Lok ) [Lcamd ]

2. Click OK to download the selected snapshot log files.
A pop-up appears to choose the location to save all downloaded snapshot log files.

3. Select the location to save the downloaded snapshot log files, and click OK.

11.1.2.5 Refreshing Snapshot Logs

To refresh the snapshot logs and to reload the table with new snapshots available for download, on
the Snapshot Logs page, click Refresh.
The Snapshot Logs are refreshed.

11.2 Checking Health of Kony Fabric Sync Server

The Health check view denotes the connection properties for Kony Fabric Sync Server in a cloud
environment. It enables you to look at the health of the Kony Fabric Sync Server.

The following are the various connection properties that denote the health of a Kony Fabric Sync
Server:
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« Cloud Environment Identification

« Environment Information

o Accessto Sync DB

« Access to Accounts AP

» Access to Reporting Queue

« Security Credentials

11.2.1 Cloud Environment Identification

Cloud Environment Identification parameter indicates whether the Kony Fabric Sync server runs in
cloud environment or not. If the status is Success, it indicates that the Kony Fabric Sync Server runs

in cloud environment.

11.2.2 Environment Identification

If the Environment Identification parameter status is Success, it indicates that the environment

related parameters are present.

11.2.3 Access to Sync DB

If the Access to Sync DB parameter status is Success, it indicates that the Kony Fabric Sync Server
has access to SyncConsole database.

11.2.4 Access to Accounts API

If the Access to Accounts API parameter status is Success, it has proper Kony accounts base URL
and it is able to connect.
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11.2.5 Access to Reporting Queue

If the Access to Reporting Queue parameter status is Success, it indicates that the environment has
proper reporting Queue URL and itis able to connect.

11.2.6 Security Credentials

If the Security Credentials parameter status is Success, itindicates that the Kony Fabric Sync Server
has the cloud security credentials.

JSON Format Support

The health check has JSON Format Support. To get the health check status on the JSON Format
Support, you have to call the health check with output URL parameters as shown:

/healthcheck?output=json
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12. Custom Authentication Manager

Kony Fabric Sync server supports custom authentication where you can authenticate using the
custom code written in Java.

You can use custom authentication manager in the below situations.

« Data source has a login web service call that returns authentication token and you need to pass
the same authentication token in subsequent web service calls.

« Toauthenticate the user using Single sign on, and OAuth.

To configure custom authentication, follow these steps:

1. Write the java class by implementing spring

com.kony.sync.console.auth.IAuthenticationManager interface.

2. Bundle the java class with dependent classes in a jar and copy the jar to the
<sync.home>/apache-tomcat-7.0.26/webapps/syncconsole/WEB-
INF/1ib folder. If you also have any other dependent third-party jars, then copy those also to
the <sync.home>/apache-tomcat-7.0.26/webapps/syncconsole/WEB-
INF/1ib folder.

3. Create an Authentication Profile.

4. Assign an Authentication Profile to an Application.

5. Restart Kony Fabric Sync server.

Note: You may have to add syncconsole classes, in classpath of the project to compile
your project.
For example, <sync.home>/apache-tomcat-

7.0.26/webapps/syncconsole/WEB-INF/classes.
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12.1 Other Features of Custom Authentication Manager

The other features of Custom Authentication Manager are:

« Using the Custom Authentication Manager, you can override the ConfigParam defined under

Service/ServiceConfig inthe Kony Fabric Sync configuration file.

For example, endpointURL,anduserid

« You can also put any variable, for example, authentication token in context, and map the same
in subsequent web service calls.
For example,

o Use the below code to put the context variable into the context from custom
authentication manager

ctxParams.put ("TOKEN", <token-value>) ;

o Use the below param mapping in the Kony Fabric Sync configuration to take the mapping
from the context.

<Param Name="token" Source="CONTEXT" SourceValue="TOKEN"/>

12.2 An Example of SalesForce Authentication Manager

package com.kony.sync.console.auth;

import java.net.URL;

import java.util.HashMap;

import java.util.Map;
import javax.xml.soap.MessageFactory;

import javax.xml.soap.Name;

import javax.xml.soap.SOAPBody;
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import javax.xml.soap.SOAPBodyElement;
import javax.xml.soap.SOAPConnection;

import javax.xml.soap.SOAPConnectionFactory;
import javax.xml.soap.SOAPEnvelope;

import javax.xml.soap.SOAPFault;

import javax.xml.soap.SOAPMessage;

import org.apache.log4j.Logger;

import org.springframework.security.core.Authentication;

import org.springframework.security.core.AuthenticationException;
import org.springframework.stereotype.Service;

import org.w3c.dom.NodeList;

import com.kony.sync.syncconfig.IConfigConstants.SourceValue;

@Service ("salesforceAuthenticationManager")
public class SalesforceAuthenticationManager implements

TAuthenticationManager {

private static final String SALESFORCE DUMMY PASSWORD =
"DummySalesforcePassword";

private static Logger logger = Logger.getLogger
(SalesforceAuthentication

Manager.class) ;

@Override
public Authentication authenticate (Authentication arg0) throws
AuthenticationException {

SyncAuthentication token = (SyncAuthentication) arg0;

String userName token.getPrincipal () .toString () ;

String password token.getCredentials () .toString() ;
try {

Authentication respToken = callloginService (
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userName, password, token);
return respToken;
} catch (Exception e) {
logger.error ("Salesforce authentication failed : " +
@, @) ¢
token.setAuthenticated (false) ;
}

return token;

private Authentication callloginService (String userName,
String password, SyncAuthentication token) throws

Exception {

Map<String, Object> authDetails token.getAuthContextParams () ;

//ConsoleConfigProperties props ConsoleConfigProperties
.getInstance() ;

String propURN = authDetails.get ("namespace") .toString();

//props.getPropertyValue ("salesforce.namespace") ;

String URN = (propURN!=null?propURN:"urn:partner

.soap.sforce.com") ;

try {
//Preparing the SOAP request
SOAPMessage message = MessageFactory.newInstance ()
.createMessage () ;

SOAPBody body = message.getSOAPBody () ;
SOAPEnvelope envelope = message.getSOAPPart ()
.getEnvelope() ;

Name bodyElement = envelope.createName

("login", "urn", URN);

SOAPBodyElement loginElement = body.addBodyElement
(bodyElement) ;

Name user = envelope.createName ("username"

"urn", URN) ;
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loginElement.addChildElement (user) .addTextNode
(userName) ;

Name pass = envelope.createName ("password"

"urn", URN) ;

loginElement.addChildElement (pass)
.addTextNode (password) ;

//Setting the login soap action

message.getMimeHeaders () .addHeader ("SOAPAction',
URN + "/Soap/loginRequest") ;

//Connection to invoke the login service
SOAPConnectionFactory soapConnectionFactory =
SOAPConnectionFactory.newInstance () ;
SOAPConnection connection =

soapConnectionFactory.createConnection () ;

String salesforceURL = authDetails.get ("url")
.toString () ;//props.getPropertyValue

("salesforce.url");
URL endpoint = new URL (salesforceURL != null

?salesforceURL:

"https://login.salesforce.com/services/Soap/u/25.0") ;
SOAPMessage response =
connection.call (message, endpoint);
connection.close () ;
//response.writeTo (System.out) ;
NodeList nodelList = response.getSOAPBody ()
.getElementsByTagNameNS (URN, "sessionId"):;
if (nodelList.getLength () == 0) {
SOAPFault fault

response.getSOAPBody (
) .getFault () ;

throw new Exception ("Error while Salesiorce
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Login :" + fault.getFaultString()):
}
//System.out.println (nodelList
.item(0) .getTextContent ()) ;
NodeList urllList = response.getSOAPBody ()
.getElementsByTagNameNS (URN, "serverUrl");
NodeList emaillist = response.getSOAPRody ()
.getElementsByTagNameNS (URN, "userEmail");
Map<String, Object> ctxParams = new HashMap
<String, Object>();
//Adding SessionId in context so that webservice
mapping can use for mapping
ctxParams.put (SourceValue.SESSION ID.toString(),
nodelList.item(0) .getTextContent ()) ;
// Overriding the endpoint url by setting the
middleware config parameter
ctxParams.put ("endpointUrl", urllList.item(0)
.getTextContent ()) ;
//USER_EMAIL and USER_PASSWORD are used to create
the user in the sync console
ctxParams.put ("USER EMAIL", emaillList.item(O0)
.getTextContent ()) ;
ctxParams.put ("USER_PASSWORD",
SALESFORCE DUMMY PASSWORD) ;
//List<GrantedAuthority> authorityList
= new ArraylList<GrantedAuthority> () ;
//authorityList.add (new GrantedAuthorityImpl
("ROLE _USER")) ;
//If any context parameters need to pass to
sync services then create the
SyncAuthentication instance
SyncAuthentication responseToken =

new SyncAuthentication (token.getPrincipal (),
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token.getCredentials (), null);
responseToken.setAuthContextParams (ctxParams) ;
return responseToken;

} catch (Exception e) {
logger.error (e.getMessage (), e);

throw e;
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