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1. Preface

Kony Enterprise Mobility Manager (EMM) is an all-encompassing approach to the secure use of
company-owned and employee-owned mobile devices. EMM typically involves combination of Mobile
Application Management (MAM), Mobile Device Management (MDM), and Mobile Access
Management.

EMM solution: Scenarios
« For employees who need to install and use the enterprise apps on their own devices.
« For an enterprise that intends to manage its applications through a web console.

« For applications that can be managed with policies based on the latest IT guidelines within the

organization.

1.1 Purpose

This document helps you familiarize with Kony Enterprise Mobile Management and provide

procedural information to use Management console, Self-service console, and Launchpad.

1.2 Intended Audience

The information in this guide is intended primarily for:

- System Administrators: Employees who implement and enforce the security structure,
responsible for maintaining multi-user computer system, including a local area network (LAN),
setting up user accounts, installing system-wide software, adding and configuring new
workstations and so on.

« Users: Employees who use the EMM where the application is running and can access some or
all of its features.

1.3 Formatting conventions used in this guide

The following typographical conventions are used throughout the document:
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Click here

Conventions Explanation

Monospace m Userinput text, system prompts and responses
m File Path

s Commands

m Program Code

m File Names

Italic m Emphasis
= Names of Books and Documents

= New Terminology

Bold = Windows

= Menus

= Buttons

m [cons

m Fields

m Tabs

m Folders

URL Active link toa URL.

Note Provides helpful hints or additional information.

Important Highlights actions or information that might cause problems to
systems or data.

© 2017 by Kony, Inc. All rights reserved

8of 114




1. Preface Getting Started with EMM

Version 1.0

1.4 Supported Platforms

Supported Platforms are iOS, iPad, Android, Android Tablet, and Windows Phone 8.1. Other Device
Operating Systems are not supported.

1.5 Contact Us

We welcome your feedback on our documentation. Write to us at techpubs@kony.com. For technical

questions, suggestions, comments or to report problems on Kony's product line, contact
support@kony.com.
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2. Overview

2. Overview

Getting Started with EMM

Version 1.0

The steps described below are a quick guide on how to set up and get ready to use Kony EMM

Authentication to enter
the EMM Server

Set up certificates for

Device and Application
Management

View Pre-install Guide

Set Up connections with
available third party
servers

foptional)

Configure all other
generic Settings
{eptional)

Add Enterprise Apps to
the EMM Server. Publish
the same to make
available & active

Create App Policies and
Device Policies

Enroll devices for each
of the Users

Add Users to the EMM
Server or import users
from an existing AD

© 2017 by Kony, Inc. All rights reserved

Create Device Sets.

Publish the same to
make available. Add

Device Policies to the
same

Monitor and Control
devices through Device
List / Device Details

Troubleshoot issues
using Event Log. Make
modifications to any
settings, policy, apps,
device set as required.

Get consolidated
information on the
Dashboard
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3. Introduction

The Kony Management Cloud is an Enterprise Mobility Management (EMM) software suite that
provides policy configuration and management tools for mobile handheld devices and corresponding
applications on smartphones and tablets. EMM helps enterprises to manage complex communications
among mobile devices by supporting security, network services, and software and hardware
management across multiple OS platforms.

EMM also supports bring your own device (BYOD) initiatives that has become the focus of many
enterprises. It can support corporate and personal devices, and helps to support a more complex and
heterogeneous environment.

This guide will help you with first time configuration tasks as well as providing an overview to
successfully using Kony EMM to enroll devices, create policies, and manage apps.

© 2017 by Kony, Inc. All rights reserved 1Tof114
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4. Certificates

Several Certificates are required to make the EMM system functional.

Platform Certificates

i0OS o APNS

« Apple Enterprise Certificates

o Wild Card Distribution Certificate
o Wild Card Provisioning Profile

o Apple App Manager

o Provisioning Profile

o Push Certificate

Android o Google ID

« Key Store

« Key Store Pass phrase
« Certificate Alias

« Certificate Pass Phrase
« GCM Key

« SenderID

Note: The APNS certificate is required if you plan to enroll iOS devices.

© 2017 by Kony, Inc. All rights reserved 120f 114
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4.1 Platform Specific Settings

The Apple Enterprise and App Manager certificates are required for the iOS EMM enrollment app
(Launchpad), iOS enterprise app distribution, and iOS app wrapping. iOS devices can be enrolled
without the Enterprise App Store using the browser, if these certificates are not available.

The Android Key Store file and details are required for the Android EMM enrollment app (Launchpad),
Android enterprise app distribution, and Android app wrapping. Android cannot be enrolled using the
browser like iOS devices; without these entries Android devices cannot be supported.

These certificates are entered in the Kony Management Cloud administrative console through
Settings > Applications Settings > Certificates tab.
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Application Settings

Certificates Usage Settings Policy Error Messages Encryption Key
i0s

Enterprise Certificates Wrap is in progress. Cannot alter detsils till complete.

Wild Card Distribution

Certificate KonyEnterpriseDistribution.p12 315 KB (]

Certificate Pass Phrase

Certificate Details

Wild Card Provisioning Certificate X X .
MAMEnterpriseDistribution.mobileprovision T3TKB [>]

Certificate Details and Errors

Launchpad

Note:The Bundle Identifier should end with _containerapp

Provisioning Certificate . . .
containerapp_Push.mobileprovision 741KB a

Certificate Details and Errors

Push Certificate . §
ContainerPushCertificate p12 318 KB a

Push Certificate Pass Phrase sessssss

Certificate Details

Android

Key Store
debug keystore 127 KB (]

Key Store Pass Phrase  ,ppusses

Certificate Alias  andrigdebugkey

Certificate Pass Phrase

Certificate Details
GCM key for Android  a|zaSyBdBp3Z2_8qzabcet
Project number (Sender ID) 994045329572

Google ID konysolutions@gmail.com

av

(7
@

Cancel

Step by step instructions for creating all resources are under Generating Certificates section of this

document.
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5. Optional Third Party Server Integration

There are several third party servers to which EMM can connect. The administrator is required to
provide the necessary details to establish a connection between the EMM Server and these servers if
the relevant feature is desired.

« Active Directory: This can be set up on the Directory Settings page under Settings. If no
LDAP connector is set up, the Administrator must create all users and groups locally within the
EMM Server.

« Exchange ActiveSync: Exchange ActiveSync can be set up on the Exchange Settings page
in the Settings section. If no Exchange ActiveSync server connection is set up, the EMM server
cannot automate access or denial of devices communicating with Exchange via ActiveSync.
This can still be done manually by an Exchange administrator until connectivity is established
between Exchange and the Kony EMM server.

Note: Itis recommended not to establish this connection during a trial period, as once
established only devices enrolled to Kony EMM and compliant with designated rules will be
capable of receiving enterprise email.

» BlackBerry Enterprise Server (BES): To connect the EMM Server to the BES, the
administrator must configure the connection settings. This can be done through Device
Settings > Communication Configuration. If this is not configured, BlackBerry devices cannot
be supported by EMM. If there are existing devices in the enterprise, they cannot be synced with
the EMM Server and therefore cannot be monitored through EMM.

« Windows MDM Server: To provide support for Windows 6.x devices, the administrator must
configure the connection settings to the Windows MDM server. This can be done through
Device Settings > Communication Configuration. Details on installing a Windows MDM
server are included in the Kony EMM Pre-Install Guide.
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Ceonfigure Windows 6.x

Warning:  Without providing these fields Windows 6.x devices cannot be enralled.

Windows 6.x Service URL® |y i e

Windows MDM Service Key*  mykay

Windows MDM Service Secrel’  .oeessss

My (Kony Console) Key* key

My(Kony Console) Secret® L .ssss

Configure Windows Phone 8

Warning; Without providing these fields Windows Phone & devices cannot be enrolled.

Company Name  Qther & Fard

Device Sync Interval (in minutes)  3p

© 2017 by Kony, Inc. All rights reserved 160f114
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6. Optional Settings

The following settings have defaults, and are not mandatory to change to make the EMM system
function. Itis recommended that they are customized before adding devices. Creating them once the
system is functioning can put a significant load on the devices enrolled as new details must be synced
from the EMM Server. This may lead to a poor experience for device users.

6.1 Device Settings

6.1.1 Usage Settings

There are several parameters that define how EMM behaves.

6.1.1.1 Time Zone

The default Time Zone set is EST. If your company follows a different time zone, set the same.
Specifying this displays all time related attributes according to this time zone. Showing the right time

zone avoids a lot of unwanted confusion.

6.1.1.2 Device Agent Settings

Timeout Period: This specifies the maximum idle time of the device after which the user is logged out
of the Device Agent.

6.1.1.3 Enroliment Settings
Allowed Enroliment Methods

« Administrator can choose to allow Admin Initiated, Device Initiated or Self Service Portal
Initiated enrollment processes. Only the selected mechanism is allowed to enroll. Enroliment
through unauthorized mechanisms fails. By default all the three are selected. If none of them are
selected, then no enrollment is possible.

« Verify User Presence in AD Group (Optional): This is marked No by default. If it is marked Yes,
it means that to enroll their device, the User must be in an AD Group as chosen by the

© 2017 by Kony, Inc. All rights reserved 170f114
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Administrator.

o Only if the above choice is Yes, Enforce AD Group for Enrollment can be specified. The
Administrator must choose only one group among all AD Groups.

o This group is used only at the time of enrollment. Should the members of the group
change post-enrollment; it is not taken into consideration.

Enroliment Denied List (Optional)

All the devices for which future enrollment is denied are part of this list. The Administrator can view and
modify the list. By deleting devices from this list, they are allowed to enroll again. The Administrator
cannot add any devices to this list directly.

6.1.2 Terms and Conditions

The Terms and Conditions of the Company can be provided in the Terms and Conditions tab of
Device Settings from the Settings area of the Administrator console. An acceptance sign off is sought
by every device user on these terms and conditions. If detailed Terms and Conditions are not yet
written, a welcome message is typically placed here instead.

© 2017 by Kony, Inc. All rights reserved 180f 114



6. Optional Settings Getting Started with EMM

Version 1.0

Device Settings

Usage Configuration Terms and Conditions Message Templates Communication Configuration

Employee Terms

s |[en_[se= -|[B 7 u 3z

= = | ;EHEE @a]@

Terms & Conditions E|

Cancel

6.2 Branding

This page allows you to replace the existing Kony icons with your own. If this is not configured, it
reflects Kony branding by default for all the placeholders provided.

6.3 Admin Email Settings

This allows you to set the default email id to, which all the support queries are sent. If this is not
configured, the default support email id is not configured. It results in an error on the device every time
a user initiates Contact Support.

© 2017 by Kony, Inc. All rights reserved 190f114
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7. Access Management

Access Management includes adding users and groups and applying permission sets to them.

MANAGEMENT CONSOLE

Users + New User Import From Active Directory

APP MANAGEMENT

Displaying 1-10 of 21 -Display | 10 %

Display Name UseriD Source Email Status Permission Set

Users Search Usars Search Usamame All Sources S Search Emais All Statuses & AP =ts &)

Groups — — —

Permission Set
anupam anupam Active Directory anupam@mdmtest.local _ _
dmadi ki
Akram Ali E madmin@konyeo ) o) | Reset Passward mdmadmin@kony.com (Active v AdminPermissions v
sunil_123@# sunil_123@# Active Directory sunil. neda@kony.com _ _
Aravind Kony aravindkony Active Directory aravindkony@mdmtestlocal _ _
HSIREE SHA HSIREESHA Active Directory sireesha.haripanthula@kony.com _ _
Sync Selected Users Previous  Page {13} MNext

7.1 Adding Users and Groups

There are two ways to add Users or Groups:
« Create Local Users or Groups(on the EMM Server)

« Import from Active Directory: This requires prior integration with the existing company AD. Ifitis
not present, only Local Users and Groups can be created.

Users and Groups can have permission sets applied to them. With every User, the list of permissions
is shown with their details.

© 2017 by Kony, Inc. All rights reserved 200f 114
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Import Users From Active Directory

AD Username Firstname Lastname Email
Sazrch Ussrmame Sazrch DisplayMame Sasrch Emails
Administrator Administrator@mdmtest. local

O 0 0o oo

perform all the actions.

Getting Started with EMM

Displaying 1 - 10

Phone Number

Search Phone

Version 1.0

10 %

e

m

7.2 Permission Sets

Typically, the first user of the system is a super administrator with rights to view all the pages and

If other Administrators are added, super administrator can create permission sets that allow access to

certain pages and privileges to perform certain actions. Every Administrator must have a Permission

Set applied to them to access the Management Console. Creating different permission sets can help

to define roles of different administrators more clearly.

Users by default have access to the Self Service Portal.

© 2017 by Kony, Inc. All rights reserved
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Permission Details
issions > Sample i Set

Device Management Page Permissions

Device List & Allow @ Denied
Device Enrollment © Allow @ Denied
Device Set © Allow @ Denied
Device Policy Allow Denied
Device Settings © Allow @ Denied
EventLog © Allow @ Denied

App Management Page Permissions

Apps © Allow @ Denied
Policies © Allow @ Denied
Categories © Allow @ Denied

Application Settings © Allow @ Denied
Device Management Action Permissions

Lock Device Allow @ Denied

Reset Passcode Allow @ Denied

Wipe Device © Allow @ Denied

Force Check-in Allow @ Denied

Publish/Unpublish Device Set Allow @ Denied

Approve Device Policy Allow @ Denied

Allow @ Denied

®
©
©
©

Approve Device Set © Allow @ Denied
©
©
Publish/Unpublish Policy ©
@

Change Priority Allow @ Denied

App Manag 1t Action F issions
Review/Approve App © Allow @ Denied
Publish App © Allow @ Denied
Review/Approve Policy © Allow @ Denied
Publish Policy © Allow @ Denied
Commen Permissions
Dashboards Allow Denied

Geo and Time Fences Allow Denied

Users & Groups Allow Denied

@
@
@
Permission Sets Allow @ Denied

AD Settings Allow @ Denied

®©
®
®
®
®
Branding © Allow @ Denied
Log Levels © Allow @ Denied
Reset Password & Allow @ Denied
@
@
®
®

Exchange Settings Allow @ Denied

Admin Email Settings Allow @ Denied

Enterprise Resources Allow @ Denied

System Status Allow @ Denied

%7mny, Inc. Allrightsreserved 22 0f 114
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8. Enroll Devices

Based on the choices made in Enroliment Settings, devices can be enrolled in multiple ways.

Devices can only be enrolled with Users that are already part of the system - either local Users or
Users imported from AD. Devices cannot be enrolled against Users who are not part of the system.

8.1 Enroliment Process

The process can be Admin initiated - from the Device Enrollment page or Self Service portal initiated
from the Devices page. While enrolling devices the User ID must be selected, which auto-populates
from respective field. Administrator must provide all other fields required.

Admin Initiated Self Service Portal Admin Initiated Device
Enrollment — Single Initiated by User Enrollment — Bulk Initiated

Upload CSV File Admin to
with Device Details Publish

Capture Details and Send Request Enrollment
URL to all

Ensure all is well Usersforall

and send requests OSes

Device Side Enrollment Process — To be done by User

Enrollment requests are sent to the User’s email account. A typical enrollment request contains a set
of instructions and a URL to be accessed from the device. The User must access the URL from the
device to complete the enroliment process.

8.2 Platform Specifics

« ForiOS and Android, all the three mechanisms are possible.

« For Windows 6.x devices, Device initiated is not possible.

© 2017 by Kony, Inc. All rights reserved 230f 114



8. Enroll Devices Getting Started with EMM

Version 1.0

« For Windows Phone 8, only Device Initiated Enroliment is possible. The URL to which the
device must connect for the enrollment process must be provided to all the Users through email

or any other means.

« For BlackBerry devices, enroliment only happens on the BES. The EMM Server will
automatically sync these devices from BES, provided BES integration has been defined.

© 2017 by Kony, Inc. All rights reserved 240f 114
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8.3 Monitoring the System

A dashboard is provided to for Administrators and others to view the salient activities of device users.

TOTAL NON COMPLIANT DEVICES

Dashboard

1
TOTAL DOWNLOADED APPS

1]
2 .
TOTAL USERS COMPLIANCE APP DOWNLOADS
4 1

Enrolled MNot Enrolled Compliant Mon Compliant Android iPhone iPad

8.3.1 Location Distribution

The dashboard provides a quick snapshot of the devices and their distribution across the world. The
Admin can quickly get to a pinpointed device, if its location seems off. The Admin can get to the device
details to learn more about it and take several actions on the same.

Salient Metrics

« Total Enrolled Devices: This shows the total enrolled devices. This has a drilldown to all the
devices enrolled.
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« Total Non-Compliant Devices: This shows the number of devices that are currently out of
compliance. This has a drilldown to the Device list with non-compliance devices.

« Total Downloaded Apps: This shows the total number of app downloads from the system. This
includes all enterprise apps and any others pushed through the system.

« Snapshots: Charts display the company’s current usage of EMM. Clicking on these charts
beings up graph reports that can be exported to various formats.
o User Device Enroliment Summary: A graph is shown with the Total Users on the

system and a split of how many have enrolled their devices versus not.

o Compliance Summary: A graph shows the total enrolled devices and a split of how
many devices are within compliance versus not

o App Downloads: A graph shows the split of app downloads based on the different
platforms.

© 2017 by Kony, Inc. All rights reserved 26 0f 114
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9. Devices

The list of all the devices is shown here. The list can be filtered to view only the devices that are of
interest. The policies applied to the device can be viewed.

Devices
Displaying 1 - 10 of 25 - Display | 10 o

Device Name ¥ Status Device Owner Ownership Compliance 0s Last Check-in Date Enrolled Policy Applied
Search Device Name All £ Search Device Ow All £ All B Search 05 All ] All £

31Dec, 2013 20 30 Dec, 2013 07:

i Enrolled test1 Empl Mon Ci liant 056.1.3 iy i

test 4G iPhone el - meloves on empliEn ! 30:08 EST 0128 EST View Policy

31Dec, 201308 31Dec, 201308
emmga21 9810 Enrolled emmgaz21 Corporate MNA # BB 7.0.0.261 36:10 EST 36:06 EST

31Dec, 2013 08: | 30 Dec, 2013 08:
Sunil GT-P7510 Control Removed Sunil Meda Employes Mon Compliant @ Android4.04 DS 1648 EST

Previous  Page {113} Next

The details about the device can also be viewed, and several actions can be taken.
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From the Device Management section, click the Device List from the left panel. The Device List page
is displayed. The page displays a list of devices. Click on any of the device name's to view its details.

Device Details

Device List > Device Details

Force Check-in

automationFn 5G iPhone
5G iPhone | i0S6.1.4

Device Status : Enrolled

Serial Number: C37JNFZXDTWD

Last sync: 31 Oct, 2013 20:44:46 IST

Lock Device Clear Passcode
Wipe Actions Block Email
Remove App Data

Cwverview Messages Locate App Monitor Asset Properties

Ownership
Manufacturer
Home Carrier

Current Carrier
uDID

Device model

IMEI Number

SIM ID

Storage Used
Storage Available
Phone Number
Hardware Encyrption
MDM Policy
Compliance State

Device Roaming Status

Cancel

There are several details about the device that administrators have access to:

Ak

Corporate
Apple
Data Unavailable
Data Unavailable
c6e224a5d25c103744182d5b95 7415502232856
5G iPhone
013407008318521
Data Unavailable
3.30GB / 13.46GB
10.15GB / 13.46GB
Data Unavailable
Unencrypted
View Policy
Compliant

MNon Roaming

« The device internal statistics

« The Kony EMM system messages received by it

© 2017 by Kony, Inc. All rights reserved
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« The apps installed on the device

o The admin can choose to remove apps if necessary
« The current and the last 5 locations of the device.
The Admin can also take required actions such as:
« Lock Device
« Reset Passcode
» Wipe Device (both corporate data only or factory reset)

« Block Email

10.1 View Device Policy

The Admin has the ability to view the policies applied on any device. In this view, the admin can see the
policies that are resolved on the server side versus those acknowledged by the device.

The Administrator can also choose to look at more details. This shows the inheritance of the policies
from their respective Device Sets. All the Device Sets, the device is part of are shown along with all the
policies applied to the same with their priorities. Based on the priorities, the server resolves certain
policies.

In some occasions, there can be a difference between the server resolved policies and device
acknowledged policies. It is recommended to wait till the next heartbeat to see, if this synchronization
occurs.

If absolutely essential, doing a Force Check-in enables the device to interact with the server and all the
details are passed along then. It updates the device status to the Admin. Any discrepancies should be
resolved.
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View Device Policy X

Policy Type Server Resolved Policy Device Acknowledged Policy
Passcode Policy - -
Device Restrictions - -

Email and Calendar Anupam Exchsnge Anupam Exchenge

Network = -
Certificate Distribution - -
Web Clips - -
Compliance Actions - -
App Policy o -

Paolicy Version 15 15

More Details oK
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11. Device Policy Creation

In the Device Policy page of the Device Management section, the Admin can add a New Policy.

Adda new Configure
policy the policy Policyis
by Publish d‘”d 'Idhle =
pPolicy beapplied
! to device

Modify
Policy
Priority, if
required

providing
all the

required sets
details

The Administrator must choose the policy type and provide a description for the same. Once it is done,
the Admin is required to provide all the details with respect to that policy. There are eight types of
device policies that can be created. All the policy types are not available for all device platforms
(OSes). Within each policy, every supported platform is displayed in a tab.

For Network and Certificate Distribution policies, enterprise resources (for example, Wi-Fi networks,
VPN networks) must be created before they can be added to these policies. These are created in the
Enterprise Resources area under Settings.

Once a policy is created, it must be activated and published. By default, the newly created policies are
in an Unpublished state. To publish the policy, the state must be Active.

After publication, the policy is given the last priority in its type. Once published, policies are made
available to be applied to the Device Sets.
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12. Device Set Creation

Handling devices one at a time is a very tedious activity. To make the process easier, devices are
organized into Device Sets using certain rules. These Device Sets are self-organizing and dynamic as
all the devices as part of a Device Set adhere to the same set of rules.

Device Sets can be created from the Device Set page in Device Management.
Create Conditions

Adda New Device Set using device
parameters

Create Rule using
these conditions

Review and finalize . . .
(s } e Tweak for perfection =l Publish Device Set
Save

Auto-absorb any
Apply Device Policies Bl devicethat meetsthe
rule

12.1 Device Set Conditions

The most common sets are created by default. For custom sets that are needed, several parameters

are available to customize conditions. The admin must choose these parameters and their values to
build conditions. To create Device Sets, there could be one or more conditions.

Some sample conditions can include:
« Device OS = Android

« Device ownership = Corporate
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12.2 Device Set Rule Definition

These conditions are then used to create rules. Operators such as AND, OR, NOT and Parentheses
are available to build expressions (rules). The expressions are interpreted from right to left.In the order
of precedence, it is parentheses “()”, NOT, AND, OR. The laws of Boolean algebra for basic
operations apply.

The final expression created is the one rule that all devices must adhere to be part of the Device Set.

The Admin can search for all devices that satisfy the rule and modify both the conditions and rules to
arrive at the final devices required to be part of the Device Set.

12.3 Device Set Publication

After creation, the default state of the Device Set is Unpublished. If the Admin is satisfied with the
conditions and rules used to define the Device Set, they may choose to publish the same. Just like

Device Policies, the state must be Active before the status can be changed to Published.

12.4 Post Publication

After it is published, devices that satisfy the rules of the Device Set automatically become a part of it.
Therefore, devices can be part of multiple Device Sets.

Only after Device Set publication, policies can be assigned to the same. All devices that are part of the
Device Set have the same set of policies applied to them.

If a device is part of multiple Device Sets, multiple policies may be applied to the device. To resolve this
issue there are priorities for each policy. The policy with the highest priority wins and applied to the
device.
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13. App Creation and Upload to Enterprise Store

Provide App Meta
Details

Providethe app binary
or link to the same

Review and
Confirmation

Providing App details
including screenshots,
guidebooks, and soon

App Publication

App Distribution

Appdownload and

Wrappingand Signing installation by end

apps Targeting Apps

users

App Creation involves the following steps:
« Providing App meta details (such as name, version and description)
« Providing the app binary or link to the same
« Wrapping and or Signing Apps
« Targeting Apps
« Providing App details including screenshots, guidebooks, description and so on
« Review and Confirmation

Once the admin performs all these steps for an app, it is ready to undergo the publication process.
Every app has a workflow state and publication status. By default, the workflow state is Draft and the
publication status is Unpublished. The workflow state is shifted until it reaches Approved. At this point
the publication status can be made Published.
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Upon successfully publishing an app, it automatically appears in the Enterprise Store. It also appears
in the store portion of the device agent for Users to whom it is targeted. An email notification is
automatically sent to the user alerting them that the new app is available.

Users may choose to download and install any apps visible to them in their Store. If an app is flagged
as mandatory for a user, it is automatically installed on the device the next time the user opens
Enterprise App Store.

If you unpublish an app, it is removed from the store and from all the devices it is present on.
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14. App Policy Creation

App Policies govern the behavior of an enterprise app. From the Policies page in the App
Management section of the administrator console, the admin can add a new policy. The admin must
provide the name and description of the app along with the policy configuration.

Configure the Policyis
Adda new policy by available to be

policy providingall Publish Policy appliedto

required details enterprise apps

Once a policy is created, it must be published before it can be assigned to any app. All Policies have
both State and Status. By default, when a policy is created, it is in Draft state and Unpublished status.
The state must be approved before the policy can be published. With each change in the state and the
status, a comment should be provided indicating the progress in the workflow.

After successful publishing, the policy is made available to apply on wrapped enterprise apps.
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15. Generating Certificates

Before using the Kony Management Cloud EMM solution it is required to create and apply various
Apple and Google resources. These resources allow the server access to the Apple mobile
communication network, the Google mobile communication network, as well as Google Maps.

The resources you will create are:

Apple Enterprise Wild Card Distribution Certificate

« Apple Enterprise Wild Card Provisioning Profile

« Apple Application Manager (Launchpad app) Push Certificate

Apple Application Manager (Launchpad app) Provisioning Profile

Assigning App Resources in the Kony Management Cloud Administrator Console

« Apple Push Notification Certificate (APNS) for MDM

« Creating CSRs

« Android Certificates and Keys

« Android GCM Key with Sender ID
« Google MAPSVv2 Key

« Android Key Store

15.1 Implications of renewing iOS certificates on Launchpad and Child

apps

When you renew/re-create iOS certificates for any reasons, the following are the implications for the
Launchpad and any Child apps in the Launchpad.

- Wild Card Distribution Certificate: When a certificate is generated again, wrapping will be
initiated on the Launchpad and on Child apps.
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If the wrapping is successful, a push message is sent to the user device to install the latest
launchpad and its corresponding child apps on the device. The Launchpad and Child apps will
be wrapped and signed with the latest Wild card distribution certificate.

If a child app is active, the user must save the data and logout from child app before the
Launchpad upgrade.

« Wild Card Provisioning Profile: When a profile is generated again, wrapping will be initiated on

the child app and no action is taken on Launchpad.

If the wrapping is successful, a push message is sent to the user device to install the
corresponding latest app. The child app will be wrapped and signed with the new wild card
provisioning profile certificate.

If a child app is active, the user must save the data and logout from child app before the Child
app upgrade.

« Push Certificate: When a new push notification certificate is uploaded, wrapping is not initiated
on either the Launchpad or the Child app.

« Launchpad Provisioning Profile: When a profile is generated again, wrapping (sign only) is
initated on the Launchpad. No action will be taken on the child app.

If the wrapping is successful, a push message is sent to the user device to install the Launchpad
on the device. The Launchpad will be signed with the latest Launchpad Provisioning profile.

While upgrading launchpad, active child app will be moved to the background and can be

launched after installation.

« MDM APNS Certificate: When a MDM APNS certificate is uploaded to the EMM console
through Device Settings > Communication Settings page, no action is taken on the Launchopad
the its child apps.

15.2 Creating the Apple Enterprise Wild Card Distribution Certificate

To create Apple Enterprise Wild Card Distribution Certificate, follow these steps:
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1. Inabrowser, go to https://developer.apple.com, and click Member Center.

EIOper Technologies Resources Programs Support Q

sign. Code. Build. Innovate.
2's where it all happens for Apple developers.

105 7
Develop your apps for iOS 7 today.
Learn more = i0S Dev Center

h, Y OS X Maveri

2. Enter your Apple Developer Enterprise Program credentials and click Sign in. If you do not

have an account already, you need to create one. Developer Program Resources page
appears.

#
& Developer

‘m

Forgot ID or Password?
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3. Click Certificates, Identifiers & Profiles icon. The Certificates, Identifiers & Profiles page
appears.

@ Developer

People Programs & Add-ons Your Account

Organization

Developer Program Resources

Technical Resources and Tools

— Dev Centers Certificates, ldentifiers & Profiles
Quickly access a range of technical resources. - Manage your cerificates, App IDs, devices, and

i0s | Mac | safari

provisioning profies.

Community and Support

Apple Developer Forums Developer Support
Discuss technical topics with other developers and Apple Request technical or developer program support.
1 engineers.

Technical | Program

4. Click Certificates.

@& Developer

Technologies Resources Programs Support Member Center

Certificates, Identifiers & Profiles

g -

Identifiers

ﬁ Devices

ﬁ Provisioning Profiles

Learn More
D App Distribution Guide

[ Distributina Enterorise Anps for i0S Devices
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5. Verify whether there is an existing iOS Distribution Type certificate under the Production in the
left column. If there is, highlight it choose Download to savethe ios distribution.cer

into your local system.

Certificates, Identifiers & Profiles

105 Apps . iOS Certificates (Production) (+][a]
Al Name Type Expires
Pending i0S Distribution Apr 01, 2015
Development

ottt Name:

[~ Type: i0S Distribution
s Expires: Apr 01,2015

App IDs ——

-
Pass Type IDs

6. If you just downloaded an existing iOS Distribution certificate, skip to Step 16 below. If no iOS
Distribution certificate exists, you will need to create one and then download it. To create a new

certificate, continue to Step 7 below.

7. Click Production in the left column, and then the + icon next to iOS Certificates label to add a

new certificate. Development window appears in the right column.

Certificates, Identifiers & Profiles

i0S Apps - i0S Certificates @_Q

W Cenificates

All
Pending

Development

Production c@w‘: ekl

Getting Started with 105 Certificates

[ identifiers
App IDs

Pass Type IDs

T e You will need to setup digital certificates to develop and distribute 105 apps.
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8. Choose the App Store and Ad Hoc option under Production. Instructions to generate a

certificate appear.
Development
2 IDs
i0S App Development
ush oy Sign development versions of your i0S app.
() Apple Push Notification service SSL (Sandbox)
Establish connectivity between your notification server and the Apple Push Noti
sandbox environment. A separate certificate is required for each app you develc
g Profiles
1ent .
Production
on
() App Store and Ad Hoc
Sign your i0S app for submission to the App Store or for Ad Hoc distribution.

9. Follow the displayed instructions to generate a CSR file and click the Continue button.

To manually generate a Certificate, you need a Certificate Signing Request (CSR) file from your
Mac. To create a CSR file, follow the instructions below to create one using Keychain Access.

Create a C5SR file.
In the Applications folder on your Mac, open the Utilities folder and launch Keychain Access.

Within the Keychain Access drop down menu, select Keychain Access > Certificate Assistant >
Request a Certificate from a Certificate Authority.
# In the Certificate Information window, enter the following information:
- In the User Email Address field, enter your email address.
- In the Commaon Name field, create a name for your private key (e.g., John Doe Dev Key).
- The CA Email Address field should be left empty.
- In the "Request is" group, select the "Saved to disk" option.
e Click Continue within Keychain Access to complete the CSR generating process.
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10. Inthe Keychain Access application on your Mac, under the Certificate Assistant menu,
choose the Request a Certificate From a Certificate Authority option. Certificate Assistant

page appears.
|G EINWCTCCIE S File  Edit View  Window Help
About Keychain Access DO Keychain Access
Preferences... 38,

Keychain First Aid N 3A  eychains
Open..
Ticket Viewer LK  Create a Certificate...

Create a Certificate Authority... o

= 4 . Create a Certificate For Someone Else as a Certificate Authority...
Hide Keychain Access  %H Request a Certificate From a Certificate Authority...

Hide Others ~CaeH Set the default Certificate Authority...

Show All Evaluate “com.apple.systemdefault”...

B
| =] Apple Worldwide Developer Relations Certification Authority
[=] Apple Timestamp Certification Authority

Quit Keychain Access ®¥0Q
q—'

11. Fill out the displayed fields, choose Save to disk option, and then click Continue.
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Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address:  yourname@yourdomain.com |1|

Common Mame: Yourname

CA Email Address: | yourname@yourdomain.com |

Request is: ( ) Foilad o the CA

@ Saved to disk -
m ﬁ key pair information

i Continue

12. Save the Certificate Signing Request (CSR) to your local machine.

Save As: ICertiFicateSig ningRequest.ce rtSigningRI E]

Tags: | |

m [ H m oy l [ (5] Desktop :] l"-'EZ'. \1

FAVORITES ||| Previous 30 Days [ Today [ |

(«]»
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13. Click Done. You have now generated your CSR.

Conclusion

Your certificate request has been created on disk.

Show In Finder...

14. Backin the developer.apple.com site, click Choose File and upload your CSR file, and then

click Generate to continue.
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vevelopment L b |

Production

(12| Identifiers
App IDs With the creation of your CSR, Keychain Access simultaneously generated a public
key pair. Your private key is stored on your Mac in the login Keychain by default ar

LB Ty [ viewed in the Keychain Access application under the "Keys" category. Your request

Website Push IDs certificate will be the public half of your key pair.
[] Devices
All Upload CSR file.

Select .certSigningRequest file saved on your Mac.

[ Provisioning Profiles

All

el e izt

Distribution

Cancel | | Back | Generate I

15. Click the Download button to download the Distribution Certificate you have just generated.

Select Type Generate

| Your certificate is ready.

Download, Install and Backup
Download your certificate to your Mac, then double click the .cer file to install in Keychain
Access. Make sure to save a backup copy of your private and public keys somewhere secure,

Name: 0% Distribunion: NG
Type: 05 Distribution
Expires: Apr 16, 2014

16. Double-click the downloaded .cer file to import it into the local Keychain.
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17. Inthe Keychain Access application on your Mac, select the iPhone Distribution certificate you
justimported (a tip to identify it is to look at the expiration date; it will be one year exactly from
today), right-click, and select Export.

[» 1] iPhone Distribution: = 1

New Identity Preference... : i

ﬁ kony-clearpass.konyus.c
Eg Mail Copy “iPhone Distribution: =~ - - i

£Q Root Certificate Authorit  npelete “iPhone Distribution: = - " |
[=] SSL Servers Certificate Al I

~ Export “iPhone Distribution: |

Cet Info
Evaluate “iPhone Distribution: | - - " |

[ Coov T

18. Save the exported certificate in a secure location. It is recommended to name the saved
certificate Wild_Card_Distribution_Certificate.

Save As: lWiId_Card_DiEtributinn_Certiﬁcate | [3
Tags: |
(<[> ](zz = |} m |[ = v | [ &0 Desktop :) @
FAVORITES KonyAPNS.pl2
(£ Dropbox
#% Applications

R

19. You will be required to provide a certificate password. Make a note of this password for future
use with this certificate.
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= - = - =

n-l Enter a password which will be used to protect
the exported items:

Password: | El

Verify: |

[ |
Password Strength: Weak

@ [ Cancel ] [——OI(—-]

20. Your Apple Wild Card Distribution Certificate is now complete. Store this file in a safe place to
be used during your Management Cloud initial configuration. You can now delete the CSR

saved locally, the ios distribution.cer saved locally, and the iPhone Distribution

entry imported to your Keychain.

15.3 Recreate Apple Wild Card Distribution Certificate

You cannot renew a certificate. You can only create a new certificate with the old certificate details. To
recreate a certificate,

1. Go to your Apple developer member center in an internet browser.

2. Inthe Certificates, Identifiers & Profiles section, select Certificates.
3. Under the certificates section, select Production. All existing certificates appear.

4. Select the Certificate you want to recreate. If the certificate has expired, the Revoke button will
be active.

5. Click Revoke. The certificate will be revoked.
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6. Once the certificate is revoked, create a new certificate with the details of the old expired
certificate as explained in the previous section.

15.4 Creating the Apple Enterprise Wild Card Provisioning Profile

To create Apple Enterprise Wild Card Provisioning Profiles, follow these steps:

1. Inabrowser, go to https://developer.apple.com, and click Member Center.

E|0per Technologies Resources Programs Support Q,

sign. Code. Build. Innovate.
2's where it all happens for Apple developers.

1057
Develop your apps for iOS 7 today.
Learn more = i0OS Dev Center

Naw s OS X Maveri
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2. Enter your Apple Developer Enterprise Program credentials and click Sign in.

L
@& Developer

Register

Forgot ID or Password?

Apple Developer page appears.

3. Click the Certificates, Identifiers & Profiles icon.

& Developer

People Programs & Add-ons Your Account

‘Organization

Developer Program Resources

Technical Resources and Tools

— Dev Centers Certificates, ldentifiers & Profiles
Quickly access a range of technical rezources. : Manage your certificates, App IDs, devices, and
oS | Mac | Safari provisioning profiles.

Community and Support

Apple Developer Forums Developer Support
Dizcuss technical topice with other developers and Apple Request technical or developer program support.
engineers. 5 Technical | Program
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4. Click Identifiers.

" DEVEIOPE‘T Technologies  Resources  Programs  Suppori  Member Center

Certificates, Identifiers & Profiles

i -~

Certificates

i Provisioning Profiles

5. Click App IDs in the left column and then the + icon next to iOS App IDs label to create a new

‘ DeVElOper Technologies Resources Programs Support Member Center Q, Search Developer
Certificates, Identifiers & Profiles -
i0S Apps v i0S App IDs L +]

All Name -~ D
Pending

Development

Production

(ie] Identifiers
« ARmIDs ")
Pass Type IDs

Website Push IDs

6. Provide a description (Wild Card Provisioning Profile is the recommended description).
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App ID Description

Name: | Wild Card Provisioning Profile

You cannot use special characters such as @, &, *, ',

7. Choose the option Wildcard App ID and provide this Bundle ID (substitute your company
name in the middle segment instead of ‘companyname’): com.companyname.*

= Wildcard App ID

This allows you to use a single App ID to match multiple apps. To create a wildcard App
ID, enter an asterisk (*) as the last digit in the Bundle ID field.

Bundle ID: | Ccom.companyname.® |

Example: com.domainname.*

8. Review details and click the Submit button, and then click Done.

9. Click Distribution under the Provisioning Profiles menu, and then click the + icon next to iOS
Provisioning Profiles label to create a Distribution Provisioning profile.
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Certificates, Identifiers & Profiles

105 Apps = i05 Provisioning Profiles (E):_!’ q

' Cenificates
Al
Pending
Development ol

Production

B identifiers
dpp IDs
Fass Type IDs Getting Started with i05 Provisioning Profiles
Website Push IDs

ROV

Provisioning profiles allow you to install apps onto your K05 devices. A
prawisioning profile includes signing certificates, device identifiers, and an

B App ID. Development provisioning profiles are used 1o build and install
A versions of your app during the development cycle, while distribution
provisioning profiles are used 1o submityour apps to the App Store and
| Provisioning Profiles distribute the m [0 beta testers,
Al
Development Generate Frovisioning Profiles with Xcode
Xeode is the easie st way o créate an K05 provisioning prafile. Connect your
© Distribumon device toyour Mac and click Use for Development in Xoode's Organizer

window. Sign inwith the Apple 1D associated with your 105 Deve loper Program

What type of provisioning profile do you need? Page appears.
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10. Select In House under the Distribution heading. Select App ID page appears.

What type of provisioning profile do you need?

Development

105 App Development
Create a provisioning profile to install development apps on test devices.

Distribution

@ In House
To sign i05 apps for In House Distribution, you need a Certificate.

11. Select the App ID created above from the drop-down menu and click Continue.

Select Type Conhigure

Select App ID.

Ifyou plan to use services such as Game Center, In-App Purchase, and Push Notifications,
orwant a Bundle ID unigue 1o a single app, use an explicit App ID. If you want 1o create one
provisioning profile for multiple apps or don't need a specific Bundle ID, select awildcard
App ID. Wildcard App IDs use an asterisk (*) as the last digitin the Bundle 1D field. Please
note that iOs App IDs and Mac App IDs cannot be used interchangeably.

App ID: | Wild Card Provisioning Profile ( Rl
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12. Choose the iOS Distribution certificate from the list to include in this provisioning profile and then
choose Continue. If there are two certificates in this list, make note of the expiration date to
ensure you choose the same certificate when you create another Provisioning Profile in a later
step.

Select Type Configure

@‘ Select certificates.

ROV

Select the certificates you wish to include in this provisioning profile. To use this profile to
install an app, the certificate the app was signed with must be included.

@ (i05 Distribution)

Name this profile and generate page appears.

13. Enter a Name for this Profile (Wild Card Provisioning Profile is the recommended Profile
name), and then click Generate to continue.
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Configure Generate

Name this profile and generate.
PROV

The name you provide will be used to identify the profile in the portal. You cannot use special
characters such as @, &, #, ', " for your profile name.

Profile Name: | |

App ID:

Certificates: 1 Included

14. Click the Download button to download the Wild Card Provisioning Profile.
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Selecx Type Configure Generate Download

@ Your provisioning profile is ready.
PROV

Download and Install
Download and double click the following file to install your Provisioning Profile.

MName:
Type: UniversalDistribution

App ID:
PROV Expires: Mov 19, 2014

15. Your Apple Wild Card Provisioning Profile is now complete. Store this file in a safe place to be
used during your Management Cloud initial configuration.

15.5 Recreate Apple Wild Card Provisioning Profile

You cannot renew a provisioning profile. You can renew an expired provisioning profile by editing and
re-generating it. To recreate a provisioning profile,

1. Go to your Apple developer member center in an internet browser.

2. Inthe Certificates, Identifiers & Profiles section, select Provisioning Profiles.

3. Under the Provisioning Profiles, select All, Development or Distribution. All existing
provisioning profiles appear.

4. Selectthe provisioning profile you want to modify and click Edit. The Edit Provisioning Profile
page appears.
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5. Selectthe app id (com.CompanyName.*) and the certificate the provisioning profile
corresponds to, and click Generate. The Add iOS Provisioning Profile page appears.

6. Click Download. The provisioning profile will be downloaded.

15.6 Creating the Apple Application Manager (Launchpad app) Push

Certificate

To create Apple Application Manager (Launchpad app) Push Certificate, follow these steps:

1. Inabrowser, go to https://developer.apple.com and click Member Center. Apple Developer

Home page appears.

aloper Technologies Resources Programs Support Q

sign. Code. Build. Innovate.
2's where it all happens for Apple developers.

1057
Develop your apps for iOs 7 today.
Learn more 05 Dev Center

\ 7 OS X Maveri

2. Enter your Apple Developer Enterprise Program credentials and click Sign in. Developer

Program Resources page appears.
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#
@ Developer

Register

Forgot ID or Password?

3. Click the Certificates, Identifiers & Profiles icon.

o Developer

People Programs & Add-ons Your Account

Organization

Developer Program Resources

Technical Resources and Tools

— Dev Centers Certificates, ldentifiers & Profiles
Quickly access a range of technical resources. : Manage your certificates, App IDs, devices, and
s | Mac | Safari provisioning profiles.

Community and Support

Apple Developer Forums Developer Support
Dizcuss technical topics with other developers and Apple Request technical or developer program support.
engineers. 5 Technical | Program
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4. Click Identifiers

" DEVEIOPE‘T Technologies  Resources  Programs  Suppori  Member Center

Certificates, Identifiers & Profiles

i -~

Certificates

i Provisioning Profiles

5. Click App IDs in the left column, then click the + symbol to create a new App ID.

Certificates, Identifiers & Profiles

i0S Apps - i0S App IDs m Iq]

® ceinm _

Al | Name - D

Pending
Development

Production

[ Identifiers

«Rpp1Ds™ )
Wild Card Provisioning Profile com. h*
Pass Type 1Ds
Website Push IDs | — —
] Devices L3
All

6. Choose the option Explicit App ID and provide an App ID description (Launchpad is
recommended).
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Name:  Launchpad

7. Providethe Bundle ID: com. companyname.containerapp (Note thatthe com. as the

first segment and the .containerapp as the third segment are required. Companyname in the
middle segment must match the middle segment choice of the Wild Card App ID chosenina
previous step. A different companyname entry between the IDs here will cause a Bundle ID
Mismatch error later)

Bundle ID: | com.companyname.containerapp

We recommend using a reverse-domain name style string (i.e.,
com.domainname.appname). It cannot contain an asterisk (*).
8. Review details and choose Submit.

9. Inthe Certificates section, click on Production, then click the + symbol to add a new certificate.
The Production page appears.

Certificates, |dentifiers & Profiles Company Name
i0S Apps = i0S Certificates (Production) @_ﬁ ]
' Certificates
Al Name Type Expires
Pending Company Name #05 Distribution Apr 01, 2015
Development —

10. Choose the Apple Push Notification service SSL (Production) option.
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Production

In-House and Ad Hoc
Sign your 05 app for In-House or for Ad Hoc distribution.

. MDM CSR
For signing certificate signing requests from MDM solution customers for MDM certificate
issuance at identity.apple.com. For more information, read the Mobile Device Management
Protocol Reference.

@ Apple Push Notification service S5L (Production)

Establish connectivity between your notification server and the Apple Push Notification service
production environment. A separate certificate is required for each app you distribute.

) Pass Type ID Certificate

Cinn and cand nndatas tn naccec in Pacchnnl

11. Choose the App ID created previously (the ID ends with .containerapp) from the drop-down list
and click Continue.

Select Type

o Which App ID would you like to use?

All App IDs you enable to receive push notifications require its own individual Push 55L
Certificate. The App ID-specific Push 55L certificate allows your notification server 1o connect
to the Apple Push Notification Service. Note that only explict App 1Ds with a specific Bundle
Identifier can be used to create an Push S5L Certificate.

Select an App ID for your Push SSL Certificate (Production)

App ID: .com. containerapp v |

12. Follow the displayed instructions to generate a CSR file and click Continue.
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To manually generate a Certificate, you need a Certificate Signing Request (CSR) file from your
Mac. To create a CSR file, follow the instructions below to create one using Keychain Access.

Create a CSR file.
In the Applications folder on your Mac, open the Utilities folder and launch Keychain Access.

Within the Keychain Access drop down menu, select Keychain Access > Certificate Assistant >
Request a Certificate from a Certificate Authority.
e |n the Certificate Information window, enter the following information:
- In the User Email Address field, enter your email address.
- In the Common Name field, create a name for your private key (e.g., John Doe Dev Key).
- The CA Email Address field should be left empty.
- In the "Request is" group, select the "Saved to disk" option.
e Click Continue within Keychain Access to complete the CSR generating process.

13. Inthe Keychain Access application on your Mac, under the Certificate Assistant menu,

choose the Request a Certificate From a Certificate Authority option.

LGS EINWLNCT N File  Edit  View  Window Help

About Keychain Access DO Keychain Access

Preferences... E

Keychain First Aid A eychains
Open...

Ticket Viewer LK Create a Certificate...

. Create a Certificate Authority...

Services N Create a Certificate For Someone Else as a Certificate Authority...
Hide Keychain Aczess JIREH
Hide Others “C%H Set the default Certificate Authority...
Show All Evaluate “com.apple.systemdefault”... |

andard

) . | =] Apple Worldwide Developer Relations Certification Authority
Quit KEYChEII‘I Access #Q |- Apple Timestamp Certification Authority

T FEm —

14. Enter details for the following fields, choose Saved to disk, and click Continue:
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Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address:  yourname@yourdomain.com |1|

Common Mame: Yourname

CA Email Address: | yourname@yourdomain.com |

Request is: ( ) Foilad o the CA

@ Saved to disk -
m ﬁ key pair information

i Continue

15. Save the Certificate Signing Request (CSR) to your local machine.

Save As: ICertiﬁcateSigningRaquat.certSigrlingRI E]

Tags: | |

[q|p][gg|§mlllll][ = v | | (& Desktop

FAVORITES ||| Previous 30 Days I Today [ |

4k

g
0

-
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16. Click Done. You have now generated your CSR.

Conclusion

Your certificate request has been created on disk.

Show In Finder...

17. Back in your developer.apple.com site, click the Choose File button and upload your CSR file,

and then click the Generate button.
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Uevelopment L e |

Production

(1] Identifiers
With the creation of your CSR, Keychain Access simultaneously generated a public
key pair. Your private key is stored on your Mac in the login Keychain by default ar
viewed in the Keychain Access application under the "Keys" category. Your reques!

App IDs

Pass Type IDs

Wehsite Push IDs certificate will be the public half of your key pair.
[] Devices
All Upload CSR file.

Select .certSigningRequest file saved on your Mac.

4 Provisioning Profiles
All

Development

Distribution

Cancel | | Back | Generate I

18. Click the Download button to download the Certificate you have just generated.

Select Type Request Generate Download

| Your certificate is ready.

Download, Install and Backup
Download your certificate to your Mac, then double click the .cer file to install in Keychain
Access. Make sure to save a backup copy of your private and public keys somewhere secure,

Name: 105 Distribunen: G
Type: 105 Distribution
Expires: Apr 16, 20014

19. To verify that push is enabled, navigate to Identifiers > App IDs.
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20. Select the certificate you created. Push Notifications will be enabled. You should see details as
below.

App IDs

Pass Type IDs Name: EMMSecand

Website Push IDs @ Prefix: PM7352580QF

iCloud Containers i D: com. & ' containerapp
App Groups
e s Application Services:
D Devices Service Development Distribution
All App Group ) Disabled ) Disabled
1 Provisioning Profiles Associated Domains ) Disabled ) Disabled
= Data Protection ) Disabled ) Disabled
Development
Game Center ) Disabled ) Disabled
Distribution
HealthKit ) Disabled ) Disabled
HomeKit ) Disabled ) Disabled

Wireless Accessory

T = Disabled © Disabled
iCloud ) Disabled ' Disabled
In-App Purchase @ Enabled @ Enabled
Inter-App Audio ) Disabled ) Disabled
Passbook ) Disabled ' Disabled
Push Notifications @ Enabled @ Enabled
VPN Configuration & Control ' Disabled ' Disabled

21. Importthe downloaded .cer file to the local Keychain by double-clicking it.

22. Inthe Keychain Access application on your Mac, select the Push certificate downloaded (it
will be listed as Apple Production iOS Push Services: com.companyname.containerapp), right-
click it, and then select Export.
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00 Keychain Access
Keychains
& login T Apple Production 105 Push Services: com.kone.containerapp
& . tificates nnond .. Issued by: Apple Worldwide Developer Relations Certification Authority
4 iCloud © .| Expires: Thursday, 16 January 2014 1:16:10 pm India Standard Time
8 System @ This certificate is valid
D 5...Roots Name | Kind : 4 : Keych
» [=] iPhone Developer: certificate 08-Jan-2014 12:05:31 pm login
[=] iPhone Developer: . _ certificate 11-Jan-2014 12:02:11 am login
I PI::] Apple Proy New Identity Preference... 1n-2014 1:16:10 pm  login
»[Z] iPhone Dq Pn—2014 4:13:51 pm  login
» =] Apple Pror  Copy "Apple Production I0S Push Services: com.kone.containerapp” £b-2014 3:44:40 pm  login
[5] iPhoneDe  Delete “Apple Production 10S Push Services: com.kone.containerapp” far-2014 9:33:40 pm _lagin
» 5] Apple Dey flar-2014 3:57:20 pm  login
“Category | " @ Aeple Co Export “Apple Production 10S Push Services: com.kone.containerapp”... pr-2014 3:17:46 pm login
3 allwarc | ™ [El Apple Pro| jpr-2014 12:55:00 pm login
? Al Item;( [ iPhone Dit Get Info - : B . . lay-2014 7:38:00 pm login
- fass“‘“’ [ iPhone Dit Evaluate “Apple Production IOS Push Services: com.kone.containerapp”... 4n-2014 12:13:20 pm login

23. Save the exported certificate in a secure location. It is recommended to name this file
Launchpad_Push_Certificate

Save As: |L.aunchpad_Pusl1_Certiﬁcate | E]
Tags: | |
[« > )[se = [l wi |[ = v | [ & Desktop i@ )
FAVORITES KonyAPNS.pl2
[C] Dropbox Wild_Card_...bileprovision
ﬁ Applications Wild_Card_.. .ertificate.p12
| [..] Desktop

24. You will be required to provide a certificate password. Make a note of this password for future
use with this certificate.
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n Enter a password which will be used to protect
the exported items:

Password: | El

Verify: | |
| |
Password Strength: Weak

® Cancel ] [—QI(—]

Your Apple Application Manager (Launchpad app) Push Certificate is now complete. Store this
file in a safe place to be used during your Management Cloud initial configuration.

You can now delete the CSR file saved locally, the aps_production.cer file saved locally, and the
imported entry from your keychain.

15.7 Recreate Apple Application Manager (Launchpad app) Push Cer-

tificate

You cannot renew a certificate. You can only create a new certificate with the old certificate details. To

recreate an Apple Application Manager Push Certificate,

1.

Go to your Apple developer member center in an internet browser.

In the Certificates, Identifiers & Profiles section, select Certificates.
Under the certificates section, select Production. All existing certificates appear.

Select the Certificate you want to recreate. If the certificate has expired, the Revoke button will
be active.

© 2017 by Kony, Inc. All rights reserved 69 of 114


https://developer.apple.com/membercenter/index.action

. Generating Certificates Getting Started with EMM

Version 1.0

5. Click Revoke. The certificate will be revoked.

6. Once the certificate is revoked, create a new certificate with the details of the old expired

certificate as explained in the previous section.

15.8 Creating the Apple Application Manager (Launchpad app) Pro-

visioning Profile

To create Apple Application Manager (Launchpad app) Provisioning Profile, follow these steps:

1. Inabrowser, go to https://developer.apple.com in a web browser and click Member Center.

3|0per Technologies Resources Programs Support

a

sign. Code. Build. Innovate.
2's where it all happens for Apple developers.

1057
Develop your apps for iO% 7 today.
Learn more = iOS Dev Center

Naw s OS X Maveri
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2. Enter your Apple Developer Enterprise Program credentials and click Sign in.

-
@& Developer

Register

Forgot ID or Password?

Apple Developer Home page appears.

3. Click the Certificates, Identifiers & Profiles icon.

@ Developer

People Programs & Add-ons Your Account

Organization

Developer Program Resources

Technical Resources and Tools

o Dev Centers
Quickly access a range of technical resources.
i0S | Mac | Safari

Community and Support

Apple Developer Forums
Discuss technical topics with other developers and Apple
engineers. "

© 2017 by Kony, Inc. All rights reserved
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4. Click on Distribution under the Provisioning Profiles menu, then click the + symbol to create a
Distribution Provisioning Profile.

Certificates, ldentifiers & Profiles =

i0S Apps = i0S Provisioning Profiles (Distribution) ( +;- »|[a]
A
o Cerificates

All | Name = Type Status

Pending Wild Card Provisioning Profile Distribution @ Active

Develapment

Production

2 Identifiers
App IDs
Pass Type IDs
Website Push IDs

0 Devices
All

[l Provisioning Profiles
All

Development

" Distribution
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5. Choose the In House option under the Distribution heading.

What type of provisioning profile do you need?

PROV

Development

) i0S App Development
Create a provisioning profile to install development apps on test devices.

Distribution

@ In House

To sign i05 apps for In House Distribution, you need a Certificate.

6. Selectthe App ID ending with . containerapp from the drop-down list and click Continue.
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Select Type

| Which App ID would you like to use?

All App IDs you enable to receive push notifications require its own individual Push 35L
Certificate. The App ID-specific Push 55L certificate allows your notification server 1o connect
to the Apple Push Notification Service. Note that only explict App IDs with a specific Bundle
Identifier can be used to create an Push S5L Certificate.

Select an App ID for your Push SSL Certificate (Production)

App ID: _com. containerapp v

7. Choose the iOS Distribution certificate from the list to include in this provisioning profile and then
choose Continue. If there are two in this list, make note of the expiration date to ensure you
choose the same certificate when you create another Provisioning Profile in a later step.

Select Type Configure

@‘ Select certificates.

FROV

Select the certificates you wish to include in this provisioning profile. To use this profile to
install an app, the certificate the app was signed with must be included.,

[l (i05 Distribution)

8. Enter the Profile Name (Launchpad Provisioning Profile is the recommended Profile Name),
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then click the Generate button.

Select Type Configure Generate Download

Name this profile and generate.

The name you provide will be used to identify the profile in the portal. You cannot use special
characters such as @, &, *,", " for your profile name.

Profile Name: | Launchpad Provisioning Profild ]

9. Click the Download button to download the Application Manager Provisioning Profile.
Select Type Configure Generate Download

@ Your provisioning profile is ready.
PROV

Download and Install
Download and double click the following file to install your Provisioning Profile.

o Name:
Type: UniversalDistribution
App ID:

PROV Expires: Mov 19, 2014

10. Your Apple Wild Card Provisioning Profile now complete. Store this file in a safe place to be
used during your Management Cloud initial configuration.
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15.9 Recreate Apple Application Manager Provisioning Profile

You cannot renew a provisioning profile. You can renew an expired provisioning profile by editing and

re-generating it. To recreate a provisioning profile,

1.

Go to your Apple developer member center in an internet browser.

In the Certificates, Identifiers & Profiles section, select Provisioning Profiles.

Under the Provisioning Profiles, select All, Development or Distribution. All existing

provisioning profiles appear.

Select the provisioning profile you want to modify and click Edit. The Edit Provisioning Profile
page appears.

Select the app id (com.CompanyName.*) and the certificate the provisioning profile
corresponds to, and click Generate. The Add iOS Provisioning Profile page appears.

Click Download. The provisioning profile will be downloaded.

15.10 Assigning App Resources in the Kony Management Cloud

Administrator Console

To assign app resources in the Kony Management Cloud admin console, follow these steps:

1.

You are now finished with creating resources on https://developer.apple.com. When you have

your Kony Management Cloud administrator console available, launch it and log in to apply
these resources.

From the Kony Management Cloud administrator console, choose Application Settings from
the left navigation panel, then browse to the equally named four resources you have created.
You will need to supply the certificate passwords chosen during the exports in this step.
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#Cerificates™ )| Usage Settings Policy Error Messages Encryption Key
i0s

Enterprise Certificates

Wild Card Distribution
Certificate *

Wild_Card_Push_Certificate p12 330 KB L]
Certificate Pass Phrase " <.

Wild Card Provisioning Certificate *
9 Wild_Card_Provisiening_Profilemabilegrovision 747 KB -]

Launchpad

Access Management
Note:The Bundle identifier should end with .containerapp

Pravisioning Certificate *

Launchpad_Provi a_Profil 752KB o

Push Certificate "

Launchpad_Push_Centificatep12 322K L

Push Certificate Pass Phrase ™ .-

Key Store

3. Once both certificates and pass phrases as well as both Provisioning Profiles are assigned,
choose Save. After about 15 seconds a message will pop-up saying the Launchpad app is
being wrapped. You will need to wait about 60 seconds for the process to finish. You can see
the progress by choosing Enterprise Apps from the left navigation panel. When the wrap status
changes to Success and the Published status changes to Published, you are finished
assigning resources and updating the iOS versions of the Launchpad app.

15.11 Creating the Apple Push Notification Certificate (APNS)

The APNS certificate is required before an iOS device can be enrolled. Completing this process

requires access to the Kony Management Cloud administrator console. If you are preparing resources
as a pre-install checklist, complete Steps 1 through 4 only; Steps 4 through 16 can be completed
once you are able to log into the administrator console.

An Apple device APNs certificate can be created using the same Apple credentials as the previously
used Developer Enterprise account, or any free iTunes account. You do not need a paid account for
this step, but it should not be a personal account. Either the Enterprise account or a free account
created as a service account should be used.
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To create Apple Push Noatification Certificate, follow these steps:

1. Inthe Keychain Access application on your Mac, under the Certificate Assistant menu,
choose the Request a Certificate From a Certificate Authority option.

LG EILWTC I File Edit  View Window Help

About Keychain Access DO Keychain Access

Preferences... 38,

Keychain First Aid #8A  eychains
Open...
Ticket Viewer #K  Create a Certificate...
. Create a Certificate Authority...
Services | Create a Certificate For Someone Else as a Certificate Authority...
da Kyt Acoass e
Hide Others \92H Set the default Certificate Authority...
Show All Evaluate “com.apple.systemdefault”... |

| E Apple Worldwide Developer Relations Certification Authority
Quit KEYCham Access #Q ) [=] Apple Timestamp Certification Authority
q = an »

andard
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2. Enter details for the following fields, choose Saved to disk, and click Continue.

Certificate Information

Enter information for the certificate you are requesting. Click
Continue to request a certificate from the CA.

User Email Address:  yourname@yourdomain.com [+ ]

Common Mame: Yourname

CA Email Address: |wurname@faurdnmalnn.com ]
Request is: (1 Feailad +n the CA

fEs Saved to disk -
I'EI'H'I!'!E‘E 5 key pair information

Continue

3. Save the Certificate Signing Request (CSR) to your local machine. You must change the

extension from .certSigningRequestto . csr

0.60.0 Cerjificate Assistant
Save As:lCertiﬁcateSigningRequ I E]
Tags: | |
[« » [z =l mi |[ = v | & Desktop ;] (@ )

4. Click Done. You have now generated your CSR.
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Conclusion

Your certificate request has been created on disk.

Show In Finder...

5. Inthe Kony Management Cloud administration console, select Device Settings from the
Settings menu, then choose the Communication Configuration tab and browse to your saved
CSR file, then choose the Upload option.
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kong."?; | Management Console

e Device Settings

Usage Configuration Terms and Conditi

Configure APNS

Warning: Without providing these fields 105 devices cannot be enrolled.

Instructions  Please upload your Apple MDM certificate to enable Mobile Device Management for i05.

P PR F S p——

¥ g TR

Click here to visit the Apple website to upload your Kony signed CSR for Apple’s processing

ApplelD* &

Apple MDM Certificate* | Choose File | Nofile chosen

Certificate Password *

Upload

6. Oncethe CSR is uploaded, choose the Download Kony Signed CSR option to save the signed

CSR to your local machine.

kong_fj | Management Conscle

D Device Settings

Usage Configuration Terms and Conditi Message C ication C
Configure APNS
Warning: Without providing these fields 105 devices cannot be enrolled.
Instructions  Please upload your Apple MDM certificate to enable Mobile Device Management for i0S.

Click here for detailed instructions

Upload CSRfor Kony Signing® ("¢ oqse File | Certificat...cquestesr | Upload  (Existing File:C:

" Download Koy Signed CSR
Click here to visit the Apple website to upload your Kony signed CSR for Apple's processing
ApplelD*
Apple MDM Certificate® | Choose File | Mo fils chosen

Certificate Password *

Upload
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Save As: [KonyPlist

Tags: | |
(<[> ][22 = Jpul] mi |[ = v | [ & Desktop i (@
FAVORITES Launchpad_...bileprovision
{£] propbox Launchpad_...rtificate.p12

#% Applications

Wild_Card_P...ileprovision
Wild_Card_P...rtificate.p12

8. With the .plist (signed CSR) downloaded, choose the Click here option in the Kony
Management Cloud administrator console to visit the Apple Certificate site, or manually go to

the identity.apple.com/pushcert site in a browser and sign in. These credentials can be a free

Apple account, but should not be a personal account. It is recommended to create an account to

be your Apple service account, or use your Apple Developer account from above.

Management Console

kony -

Management C le
ment Conso Device Settings
Usage Configuration Terms and Cs
Configure APNS
Warning:
‘b Instructions
Dievice Mansgement Upload CSA for Kony Signing®
AppleID*
Apple MDM Certificate *
Certificate Password *

Without providing these fields 105 devices cannot be enrolled,
Please upload your Apple MDM certificate to enable Mobile Device Management for 105,

Click here for detailed instructions

Choose File | Certifical.. equest.csr Upload | Existing File: C:

Download Kony Signed CSR

Clic EFE t juisit the Apple website to upload your Kony signed CSR for Apple’s processing

Choose File | No fie chosen

Upload

9. Provide your Apple credentials. Again, these credentials can be a free Apple account, but

should not be a personal account. It is recommended to use your Apple Developer account, or
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create an account to be your Apple service account.

iPhone iTunes

Apple Push Certificates Portal

* Sign in.

Forgot your Apple ID?

Password

Forgot your password?

Sign n

10. Click Create a Certificate button.

Apple Push Certificates Portal

Get Started

Create a push certificate that enables your third-party server to work with the Apple Push
Motification Service and your Apple devices.

11. Select the check box to agree to the terms and conditions, and then click Accept.
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You accept and agree to the terms of this License Agreement on Your company's, organization's, educational

m\re read and agree to these terms and conditions.

Printable Version >

12. Browse to your downloaded .plist file (signed CSR) saved in Step 7 above and choose the
Upload option.

Create a New Push Certificate

Upload your Certificate Signing Request signed by your third-party server
vendor to create a new push certificate.

'| Choose File | KonyPlist

13. Next, choose the Download option and save the certificate to your local machine.
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Confirmation o

You have successfully created a new push certificate with the following information:

Service  Mobile Device Management
Vendor  Kony Solutions, Inc.
Expiration Date  Jam 13, 2015

Manage Certificates

L3 Save As: IMDM_ Kony Solutions, Inc._Certificate I B
Tags: | |
[« »](zs] = ) m |[ =~ |[ & Desktop 2] (@ )

14. Double-click the downloaded certificate to add it to the Mac Keychain.

15. Inthe Keychain Access application on your Mac, select the APNS certificate downloaded (it
will be listed as APSP:xxxxxxx), right click, and then select Export.
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‘@00 Keychain Access
Keychains
& login APSP: immeas T e S S
& Micr...ertificates Issued by: Apple Application Integration Certification Authority
3 iCloud Expires: Friday, April 3, 2015 at 3:47:26 PM Eastern Daylight Time
é System @ This certificate is valid
T system Roots N K | Expires TKen
=] Apple Application Integration Certification Authority certificate Jul 26, 2017, 3:16:09 PM  logil
S IE;I AKE?O'-HI\')H: 164 AAN~ ONANAND NOANDAAATAAN e w 3. 2015' 3:47:26 PM Imil
[ w=mmn  New Identity Preference... \ug 16, 2014, 8:55:00 AM logil
_—7 Category | » [E] com.app COPY “APSP: T —-— — " un 6, 2015, 11.:22f1:) AM :ogiu
A Allltems P comapn e “APSP: I i p—— an2,2016, 11:28:54 AM _logi
L. Passwords ] DOD EM Ihn 25, 2015, 11:43:25 AM logii

p 8.2017, 12:03:08 PM  logii

Secure Notes - Export “APSP:

E£] DoD Roc X Jec 5, 2029, 10:00:10 AM logii
E MyCertificates | = ¢,padd  Get Info un 29,2034, 1:06:20 PM  logil
7 Keys [5] GoDadd Evaluate “APSP: i © S e, way 30, 2031, 3:00:00 AM logii
) Certificates [2] Go Daddy Secure Certificate AUthOrty = G2 certificate May 3, 2031, 3:00:00 AM  logii
[} kony-clearpass.konyus.com certificate Feb 18, 2017, 8:52:06 AM logii
E Mail certificate Jan 24, 2016, 6:53:02 PM  logii
g Root Certificate Authority certificate Feb 17, 2038, 7:00:00 PM logii
|5 SSL Servers Certificate Authority certificate Feb 17, 2038, 7:00:00 PM  logii

16. Save the exported .p12 certificate in a secure location.

Save As: IKony_APNs_Certiﬁcate ] [3
Tags: |
[4|b][%%lEmlllu]kﬁv][ﬁDesktop t]r_Q \]
FAVORITES B Launchpad_...bileprovision
(] Dropbox Launchpad_...rtificate.p12
#; Applications Wild_Card_P...lleprovision

Wild_Card_P...rtificate.pl2

17. You will be required to provide a certificate Password. Make a note of this password for future
use with this certificate.
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W

Enter a password which will be used to protect

m the exported items:
L

Password: | El

Verify: | |
[ |
Password Strength: Weak

® [ Cancel ] [—Oﬂ%

18. Your Apple Push Naitification Certificate is now created. You can now delete the CSR file saved
locally, the KonyPlist file saved locally, the MDM_Kony_Solutions,_Inc._Certificate.cer file
saved locally, and the imported entry from your keychain.

19. Upload Kony_APNSs_Certificate.p12 now to the Kony Management Cloud console by selecting
Device Settings from the Settings menu, then choose the Communication Configuration tab.
Designate the Apple ID used to create the certificate in the designated field, browse to the .p12
certificate saved locally, and provide the password chosen in above, and then click Upload.
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kony '~ | Management Console

MAORTe Comscle Device Settings

Usage Configuration Terms and C M [« ication G

Configure APNS

Warning: Without providing these fields i05 devices cannot be enrolled.
Instructions  Please upload your Apple MDM certificate to enable Mobile Device Management for i05.
Click here for detailed instructions
Device Management

Upload CSR for Kony Signing™ | .. rile | No file chasen Upload  ( Existing File: CertificateSigningRequest.csr)

Download Kony Signed CSR

Click here to visit the Apple website to upload your Kony signed CSR for Apple's processing

ApplelD*  you@companyname.cor

Apple MDM Certificate* | Choose File | Kony APNs_...icate.pi2

Certificate Password * ...

15.12 Renew Apple Push Notifications Certificate

To renew a certificate which is yet to expire, do the following:
1. Inthe EMM Management console, under Settings, click Device Settings.
2. Click Communication Configuration tab. The communication configuration tab appears.

3. Inthe Configure APNS section, click the help icon under the APNS Certificate Expiry. The
APNS Certificate Renewal Steps page appears.

4. Follow the steps on the screen to renew the certificate.

15.13 Generating Certificate Signing Request (CSR) in Windows

To generate a CSR in Windows, follow these steps:

Make sure that you have OpenSSL enabled in your system.
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1. Open command prompt and enter the command in the below format.

openssl req -out <csrname.csr> -new -newkey rsa:2048 -nodes -
keyout <keyname.key>Forexample, openssl req -out konypro.csr -new -

newkey rsa:2048 -nodes -keyout konypro.key.

2. Ifrequired, enter details for extra attributes. For example, a challenge password, or Optional

company name and others. A CSR is generated. Save it to you desktop.

EP teniBlocalhost-

[ Lhgmdnn Name)

3. Upload the CSR for Kony signing in the EMM Management console Device Settings >
Communication Configuration tab.
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4. After uploading the CSR, download the Kony Signed CSR to your desktop.

Configure APNS

Warsing: WOl providing Teae Relds 05 diices cannsl be endolled
Instructions.  Flaase upload jour Apple MDU camifcate b enable Mobds Dedos Mansgement iy 103
Click hare for delaied inslucions
Upload C SR for Kony S9aing” [ Browsa. | Mo fle salocted upiosa | Exisiing File: komypeo.car)

I Download Komy Sipned CSR

Chick har o Wit Tob Appls wabsite b upload vour Koy sighed CER lor Apple's processing

AppielD® | gppladevihoeny com
Apple MOM Cortificate * | Browse. | No fle selscied

Conificaie Password * g panan

5. Upload the signed CSR to your Apple Push Certificates portal using your Apple developer
credentials.

6. After the upload, download the pem file from Apple portal.
7. Rename the file to your company identifiable name. For example, yourcompany.pem.

8. Convertthe downloaded .pem file to a.p12 file using the following command format.

openssl pkcsl2 -export -inkey <yourcompany.key> -in
<yourcompany.pem> -out <yourcompany.pl2>Forexample, openssl pkcsl2 -

export -inkey konypro.key -in konypro.pem -out konypro.pl2.
9. If prompted, provide a password while creating the .p12 file.

10. Upload the .p12 file to the Kony Management Suite portal under Device Settings >

Communication Configuration.
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11. Enter the password you created during .p12 file creation process.

Configure APNS

Warning:  Wilhou! providing These fields 05 devices cannol be enrolied
Inslructons  FIS3a# upload poul Apple MO comibcate 10 enable Matds Devdics Hanagament lof i0S
Click hare for datailed ingtruciions

Upload C5R for Kony Signng” Mo Ble salected Uplosd [ Existing Fili: keaypro.csn

Downlgad Kony Signed CSR

Chek hare b Wi T8 Apple wabele 1o uplasd yiur Kony S6o5ed TSR fof Apple's poossding

Appie 10 aenladeiiony com
Apphe MADM CernBicate * | Browse. | Nofle selected. [ p12 file)

Corificate Passwond suesses [-p12 Password)

15.14 Generating Certificate Signing Request (CSR) in Linux

To generate a CSR in Linux, follow these steps:
Make sure that you have OpenSSL enabled in your system.

1. Open command prompt and enter the command in the below format.

openssl req -out <csrname.csr> -new -newkey rsa:2048 -nodes -
keyout <keyname.key>Forexample, openssl req -out konypro.csr -new -

newkey rsa:2048 -nodes -keyout konypro.key.

2. Ifrequired, enter details for extra attributes. For example, a challenge password, or Optional
company name and others. A CSR is generated. Save it to you desktop.
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EP test@localhost-

3. Upload the CSR for Kony signing in the EMM Management console Device Settings >
Communication Configuration tab.

4. After uploading the CSR, download the Kony Signed CSR to your desktop.

Configure APNS

Warming:
WElrictons  Faass upload your Apple MO cariboate 1o enable Mobis Device Managemant for i0S

Chick here for detai
Upload C SR for Kony Sgaing” Bromse o fle selecied Uplosd | EXEStnGg Fili: KONypIo.csr)

Downioad Kony Signed CSR

Chck haré 10 visil Tod Apple wibsie 1o upload you Kony Sighed CER [of AppIES processing

Appie 1D geeypdeicery com
Apph LDM Cartficane Browsse_ | No file selecte
Conificabe Password* Lo,

Upload

5. Upload the signed CSR to your Apple Push Certificates portal using your Apple developer
credentials.

6. After the upload, download the pem file from Apple portal.
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7. Rename the file to your company identifiable name. For example, yourcompany.pem.

8. Convert the downloaded .pem file to a.p12 file using the following command format.

openssl pkcsl2 -export -inkey <yourcompany.key> -in
<yourcompany.pem> -out <yourcompany.pl2>Forexample, openssl pkcsl2 -

export -inkey konypro.key -in konypro.pem -out konypro.pl2.
9. If prompted, provide a password while creating the .p12 file.

10. Upload the .p12 file to the Kony Management Suite portal under Device Settings >
Communication Configuration.

11. Enter the password you created during .p12 file creation process.

Configure APNS
Warning:  Wilhou! providing These fields 05 devices cannol be enrolied
Insiructions  Fiaae upload pour Apphe MDU comiboate b enable Motde Device Managament fof i05
Click hare for catailed instruciions
Upload CSR bor Koy Signing” | Browae. | Mo file selecied Upload [ Existing Filie: keaypro.csr)

Download Kony Signed CSRE

Click hare by &Sl B Apple wibsRe 1o uplosd your Kony Sioned CER for Apple's peoceising

Apple 10" | geciadaviBionry cam

Apple MM Cornticate | Browse. | Nofile selected  [.p12 file)

Corificale PAsswond* .iueuss [-p12 Password)

15.15 Creating Android Certificates and Keys

To create Android Certificates and Keys follow these steps:

15.15.1 Create an Android GCM Key

1. Inabrowser, go to https://code.google.com/apis/console, and log in. If you do not have an

account already, you need to create one. Note that this Google ID will be input into the
Management Cloud configuration setup. You should not use a personal account.
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Accounts

Sign in Google
Google has mare to offer when you sign in to your Google Account. LI 003

Smn in m IM rig.hluma*ﬂanmnt*or"m- :
N Gmail

Chat with friends and never miss an important email. Password

Personalized Search

Get more relevant results based on your past searches. m O Stay signedin
. .

Like Google? Can't access your account?

Make Google your homepage.

See more benefits of a Google Account,

2. the Go Back option.

Welcome to the new Google Developers Console! Prefer the old mrﬂule@ismiss

3. Click the Create Project button.

Google apis

Start using the Google APIs console
o manage your APl usage

Creating an APls project will let you:

« Usa Goagle APls beyond anonymous limits.
= Monitor AP| usage and control AP accoss.
* Share AP| management with a team.

Create project... "b
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4. Onthe left side of the API's Dashboard page, click the drop-down menu and select Create.

Google apis
API Project All (B1)  Active (0) Inactive (61) Google Cloud Platform
Rename...
Delete... All services
Recent projects Select services for the project.
. Service Status Notes
Mo recent projects
Other projocts ® Ad Exchange Buyer API @ ([CJom) Courtesy limit: 1,000
requestsiday
Open...
I Create.. E l % Ad Exchange Seller API @ [CIom) Courtesy limit: 10,000
requestsiday
% Admin SDK @ Courtesy limit: 150,000

requesisiday

5. Enter a name and choose Create project. Your browser will refresh and display a new URL.

Create project

Enter the name for your project;
Test

6. The number after #project (Ex: 214267376347) should be noted. This is your Sender ID, and
will be needed in the Management Cloud console during initial configuration.
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— T

8eo0o GCoogle APIs Console

all i@ hitps://code.google.com/apis/console/#project:2 14267376347 services|

S . N

Search Images Maps Play YouTube News Gmail Drive More v mayank.kishore@gmail.com v | Setti

Google apis
| Test w | All (81) Active (1) Inactive (60) Google Cloud Platform
Overview
All services
Services Select services for the project.

7. Scrolldown the page to Google Cloud Messaging for Android and set the ON/OFF widget to

ON.
requests/day
Google Cloud Datastore AP @ (TorF) Courtesy limit: 10,000,000
requestsiday
' | Google Cloud Messaging for Android @  [IEIN ] E |
| Google Cloud Messaging for Chrome @ [ OFF | Courtesy limit: 10,000
requests/day
% Google Cloud SQL @ [orr) Pricing
™ Google Cloud Storage @ (TorF) Pricing

8. Agree to the terms and conditions and click Accept.
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These terms outline your rights and responsibilities when using our AFls,
so read them carefully. Additional terms may apply to the use of an API,
including additional terms of service, tarms within the accompanying API
documentation, and any applicable policies or guidelines. If there is a
conflict between these terms and the additional terms, the additional terms
apply for that conflict. If you use the APls as an interface to, or in

Version 1.0

conjunction with other Google products and services, then the terms for TR S O SN Ce Sceapiec
such products and services also apply. Google APls
Google Cloud Messaging for Android
Section 1: Account and Registration
use the APIs and may not accept the ‘l’
1 of 2 terms of service accepted,
% Accepted Google APls
Google Cloud Messaging for Android

Code Home - Privacy Policy

9. Atthe bottom of the API's home page, click the Create new Server key button.

Simple APl Access

Test v
| Use AP keys to identify your project when you do not need to access user data. Learn more

Overview

Key for browser apps (with referers) Generate new key...

APl key: AlzaSyBIzhvflwyVaByk oTdBUGhbmkAxeM Edit allowed raferers...
Team sI-8w

Delete key...

AP| Access Referers: Any referer aliowed
Reports Activated on: May 28, 2013 11:30 PM
Quotas Activated by: mayank. kishore@gmail.com - you

‘ Create new Server keyg ! Create new Browser key... | Create new Android key...

10. Choose the Server Key option and click Create.

11. Two GCM Keys are now displayed. Record the top one labeled "for server apps".
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Test v Simple AP| Access
Use API keys to identify your project when you do not need to access user data. Leam mora
Overview
Services Key for server apps (with IP locking) Genarate new key...
AP key: AlzaSyC-cupctubA IKHRedrtZfpeTHZTI Edit allowed IPs...
Team ZHgMs
Delete key...
AP| Access
Reports Activated on: May 28, 2013 11:35 PM
Quotas Activaled by: mayank kishore@gmail.com - you
Key for browser apps (with referers) Genarate new key...
AP key: AlzaSyBIzhvflwyVeByk oTdBUGDmkExeM Edit allowed reforers. .
S Delete key...

Activated on: May 28, 2013 11:30 PM
Activated by: mayank. kishore@gmall.oom - you

Create new Server I:qr..,J Create new Browser key... J Create new Android key... | Create new iOS key... [

12. Store this key in a safe place to be used during your Management Cloud initial configuration.
You will apply it with the Keystore created in the next steps below.

15.15.2 Google Maps API Key

To create your API key, follow these steps:

1. Visitthe APIls Console at https://code.google.com/apis/console and log in with your Google

Account.
2. Click the Services link from the left-hand menu.
3. Activate the Google Maps API v3 service.

4. Click the API Access link from the left-hand menu. Your API key is available from the API
Access page, in the Simple API Access section. Maps API applications use the Key.
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15.15.3 Creating an Android Key Store

1.

2.

4.

Verify that your local computer you will use to generate the Key Store has Keytool installed and
available. Keytool is a component of the Java Development Kit (JDK).

You will need to launch Keytool from the Java install bin directory (if Windows machine), or the
root path (if Mac machine), as Keytool is included by default in Xcode on a Mac. You can also
use Keytool from Java on a Mac if desired by using the . / keytool command from the Java

bin directory.

Enter this command: keytool -genkey -v -keystore my_release_key.keystore -alias alias_name -
keyalg RSA -keysize 1024 -validity 10000

Note that ‘my_release_key’ and ‘alias_name’ can be customized to preference.

e 00 ' g— keytlgnl—_91><24 ' '
keytool -genkey —v -keystore my_release_key.keystore -alias

alias_name -keyalg RSA -keysize 10824 -validity 10000

Enter keystore password:

Re-enter new password:

What is your first and last name?

]

[Unknown] :

What is the name of your organizational unit?
[Unknown] :

What is the name of your organization?
[Unknown] :

What is the name of your City or Locality?
[Unknown] : - -

What is the name of your State or Province?
[Unknown] :

What is the two-letter country code for this unit?
[Unknown]: =

Is N= , OU= , 0= y L= |, ST= , = correct?
[nol: ¥y

A
Generating 1,024 bit RSA key pair and self-signed certificate (SHAlwithRSA)} with a validity
of 10,000 days
for: Ch= , OU= , 0= , L=l , ST=w, C=i
Enter key password for <alias_name>
(RETURN if same as keystore password):
[Storina my release kev.kevstorel

Provide a password for the keystore and make note of this password.
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806 ' ' S keytool — 91x24 |
I <ctool —genkey —v —keystore my_release_key.keystore -alias
alias name -keyalg —keysize 1624 -validity 10008

Y 0 Ddl

What is the name of your organizational unit?
[Unknown] :

What is the name of your organization?
[Unknown] :

What is the name of your City or Locality?

5. Provide desired details for each question.

Enter keystore password:
Re—-enter new password:

What is your first and last name?
[Unknown] :

What is the name of your organizational unit?
[Unknown] :

What is the name of your organization?
[Unknown] :

What is the name of your City or Locality?
[Unknown] :

What is the name of your State or Province?
[Unknown] :

What is the two-letter country code for this unit?
[Unknown]: =

Is (N= , OU= , 0= , L= |, §5T= , C= correct?
[nol: y

Generating 1,824 bit RSA key pair and self-signed certificate (SHAlwithRSA) with a

6. A certificate will be generated with the Alias chosen in the Keytool command. Provide a
password for this certificate, or hit enter to reuse the password chosen for the keystore in Step 4
above. The Keystore is now stored with the name chosen in the Keytool command.

Generating 1,824 bit RSA key pair and self-signed certificate (SHA1withRSA) with a validit
of 10,000 days
for: N= , OU= s 0= , L= , ST=0, C=1
Enter key password for <alias_kame=
(RETURN if same as keystore password):
Storina mv release kev.kevstorel
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7. Store this keystore and info in a safe place to be used during your Management Cloud initial
configuration.

8. You candisplay a certificate's SHA-1 fingerprint using the keytool program with the —v

parameter.
Command

keytool -list -v -keystore my release key.keystore -alias <alias

name> -storepass <storepass name> -keypass <keypass name>

Response

Owner: CN=11, OU=11l, 0=11, L=11, s=11, C=11
Issuer: CN=11, OU=11, ©0=11, L=11, S=11, C=11
Serial Number: 59092b34
Valid from: Thu Sep 25 18:01:13 PDT 1997 until: Wed Dec 24
17:01:13 PST 1997
Certificate Fingerprints:
MD5: 11:81:AD:92:C8:E5:0E:A2:01:2E:D4:7A:D7:5F:07:6F
SHAT:
45:B5:E4:6F:36:AD:0A:98:94:B4:02:66:2B:12:17:F2:56:26:A0:E0

Use the command above and copy the SHA1 from the response to your clipboard. The SHA1 is
used in the steps below.

9. Inyour Google account > APl Access page, you need to tag every enterprise app with a
unique bundle identifier with the fingerprint generated. This needs to be done for both Android
and iOS. This ensures that apps can show Google Maps and use other Google resources. To
configure fingerprint, do the following:
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Google apis

| API Project v

APl Access
Overview To prevent abuse, Google places limits on APl requests. Using a valid OAuth token or API key allows you to exceed
Services

Authorized APl Access
Team
API Access OAuth 2.0 allows users to share specific data with you (for example
Billing @ contact lists) while keeping their usernames, passwords, and other

information private. A single project may contain up to 20 client IDs.
Reports L
earn more

Quotas
| Create an OAuth 2.0 client ID...

Simple API Access
Use APl keys to identify your project when you do not need to access user data. Learn more

Create new Server key... ‘ Create new Browser key... § Create new Android key... [§ Create newi0S key...

a. Click the Create new Android key button. The Configure Android Key for API Project
dialog appears.

b. Enter the fingerprint details you copied from the previous Step 8 in the above text box and
click Create.

One SHA1 certificate fingerprint and package name (separated by a semicolon) per line.
Example:

45:B5:E4:0F:36:AD:0A:98:94:B4:02:66:2B:12:17:F2:56:26:A

0:E0;com.companyname.containerapp

The API Key is generated as shown below:

Key for Android applications

APl key A5 RaTLAITAL STTIRGE MmN _od Dn haamT e

Android applications Srealcedaiio e ERSBeat i io et AR e s e s S0 e B con. conpanyname .containerapp
Activation date Mar 16, 2014 11:06 BM

Activated by » (you)

Edit Android icati o key Delete
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The API Key must be copied and provided in the EMM Console.

10. Provide the Google Maps Android AP| Key generated from Step 9 along with other details in the
EMM Console > Application Settings > Certificates > Android section.

Android
GCM Key

Google I konysolutions@gmail.com

GCM key for Android @  AlzaSyBdBp3Z2_Bqzabe9et

Project number (Sender ID) 991045329872

Key Store Credentials

Key Store
¥y o debug keystore [x]

Key Store Pass Phrase  ,,ssssas

Certificate Alias  androiddebughkey

Certificate Pass Phrase  ,.peeees

Certificate Details

Google Maps API

Google Maps Android API V2 Key e AlzaSyBT0pcd807DYa21qgV

Note Kony will re-sign the Android Launchpad app based on the details provided here. Please click ‘Certificate Details’ and make sure that
the SHA1 fingerprint and the launchpad package name (com.kony.mdmclient) are appropriately associated with your Google
account. In case any Android apps are submitted to EMM and they use Maps, then please make sure the SHA1 fingerprint and
application package name are associated to that app's corresponding Google account. The SHAT fingerprint is replaced as part of
the app signing process, hence this task is necessary.

cancel

a. Google IDGoogle ID: Enter your email account ID.
b. GCM Key for Android: Enter the Google Cloud Messaging (GCM) Key.
c. Project Number (Sender ID): Enter the Sender ID.

d. Key Store: Click the +Add button to select the certificate from its location and click the
Open button. The selected certificate with size in KB appears next to Key Store label.

Click the Close
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“icon if you wish to close the selected certificate details.

e. Key Store Pass Phrase: Enter the password that you need to enter while accessing the
Certificate.

f. Certificate Alias: Enter a suitable called name for the Certificate.
The keystore protects each certificate with its individual password. For example, when
you sign an Android application using the Key Store Pass Phrase, you are asked to select
a keystore first, and then asked to select a single alias from that keystore. After providing
the passwords for both the keystore and the chosen alias, the app is signed and the public
key (the certificate) for that alias is embedded into the APK.

g. Certificate Pass Phrase: Enter the password that you need to enter while accessing the

Certificate.
-

Team ID: PM7352580E

Bundle ID: com.kone.containerapp

Valid From: Mot Obtained

Valid Till: 01/11/2014 09:50:15 AM EST

Error
+ Cerificate has expired.

h. Click the Certificate Details button to view the respective certificate details and
associated error, if any.

i. Click the Save button to save the entered details. In the confirmation message that
appears, click OK to return to the main page.

For more information about How to create Google Maps key, see
https://developers.google.com/maps/documentation/android/start
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15.16 Re-creating Android Certificates and Keys

You can not renew Android certificates and keys. You can renew an expired certificate or key by re-
create them with previous certificate/key details. To recreate Android Certificates and Keys, you must
navigate to your Android developer member center in an internet browser. and generate the key or

certificate all over again.

If you renew any Androd certificates or keys, the Launchpad and Child apps (if any) will be wrapped

and signed with the new certificates and keys.

Important: Make sure that you are using the same google account you previously used to
generate the certificates and keys.

Important: If you create any of the certificate or key with a new google account, you must re-enroll
your Android devices into Kony Management Suite EMM console.
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16. Generating Package Family Name

To create Package Family name for Windows Phone 8.x devices and Windows 8.1. follow these
steps:

1. Inabrowser, navigate to http://dev.windows.com/en-us/ and click on Sign in. The Sign in page
appears.

2. Enter your windows credentials and click Sign in.
The Windows Developer page appears.
3. Click Dashboard. Choose your dashboard page appears.

4. Click Windows Phone Store. If you are not registered as an app developer already, you will be
prompted to register as an app developer. F

5. Click Accept and continue. The Getting Started page appears.
6. Click Join Now. The Account Type page appears.

7. From the Country/region drop-down list, select your country. Pick account type option appears.
Two types of accounts are available. Individual and Corporate.

8. Select your account type and click Enroll now. The Account info page appears.
9. Provide all required information in the Account info form.
10. Click Next. The Approver info page appears.
11. Provide all required information in the Approver info form.
12. Click Next. The Agreement page appears.
13. Accept Terms and Conditions and then click Next. The Payment options page appears.
14. Select Pay for the account and then click Next. The Purchase page appears.

15. Review your purchase details and click Purchase. The You're done! page appears.
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16. Click Done. Dashboard details appear.

Windows PFN Generation

Dashboard Get started Design Develop Publish Community

A L SRR Y

MPN certificates

Phones

Windows dashboard

Account info

Type
Company

Publisher GUID

— T T B

Symantec Id

Subscription
View info

Tax profile
Edit

17. Make a note of Publisher GUID details.
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18. Inthe Dashboard, click Windows Store apps. Windows store apps details appear.

Il Windows | Dev Center

DASHBOARD  GETSTARTED  DESIGN  DEVELOP  PUBLISH  COMMUNITY
Windows Store apps  Desktop apps

My apps

Dashboard Apps in progress

Submit an app

Explore Store trends
Financial summary Your app here
Profile

Account

Payout
Tax
Subscription
Submit an app
News

Universal app submissions
Associate apps in both Stores

Put your app on sale
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19. Click Submit an app. The Submit an app page appears.

&R Windows | Dev Center

DASHBOARD  GET STARTED DESIGM DEVELOP  PUBLISH COMMUNITY
Windows Store apps  Desktop apps

Submit an app

App name ..{"Lpp name

Sglllr.lg details Give your app a unique name.

Services Learn maore

Age rating

Cryptography

Packages Selling details

Description Pick your app’s price, listing categories, and where you want to sell it,
Motes to testers Learn more

20. Click App Name. App name details appear.

21. Inthe App name text box, enter a unique app name and click Reserve app name. App hame
details appear.

22. Click Save. Confirmation message displays and App name details appear in the dashboard.
23. Click Services. Services details appear.

24. Click Live Services site. Configure WNS details in this page.
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25. Navigate to Settings > App Settings.

Home Myapps Docs Downloads Support

My spplcations > KomyDevlaunchpad > Apg Seftings

KonyDevLaunchpad

Settings
-9 . To protect your apps security, Windows Push Notification Services (WMS) and services using Microsoft account use client secrets to
Basic Information authenticate the communications from your server.
AP| Settings Package SID:
R ms-app://s- This is the unique identifier for your Windows Store app.
App Settings) 1-15-2-2010508214-3624698978- 1756 763660- 27041 2976-2 102608090- 28676 70812- 3063674740
Localization
Application identity:
<ldentity Name="A2DB1A53.KonyDeviaunchpad® To set your application's identity values manually, open
Publisher="CN=4D268CEA-CIA4-43ET- the AppManifest.xmi file in a text editor and set these
B37F-BDB12E1CB442" /> attributes of the <identity> element using the values
shown here.
Client I
10000000048127023 This is a unique identifier for your application.
Client secret:
TyCOAWHNakVILUKD XuMC 2w/ SKEArBRA For securty purposes, don't share your client secret with
anyene.

If your client secret has been compromised or your organization requires that you periodically change client secrets, create a new client secret

26. Make a note of Package SID and Client Secret details. You need these details to enter in the
EMM portal.

27. Open Microsoft Visual Studio.

28. Open a new project. The New project page appears.
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29. Inthe left pane, choose Visual C#, then Store Apps, and then Windows Phone Apps.

30. Choose Blank App (Windows Phone).
31. Inthe Name text box, provide the app name and then click OK.

32. Intheright pane, right click on the app and select Associate App with the Store. The Associate
your app page appears.
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Add Win
iate App with the Store... Store
Create App Packages... Manage NuGet Packages...
Set as StartUp Project
Debug

Source Control

Cut

Remove

Rename

Unload Project

Open Folder in File Explorer

Open in Blend...

Pronsrtise

33. Click Next. The Sign in to the Windows Phone Store page appears.

34. Enter your Microsoft credentials and click Sign in. The Select an app name page appears.

m Select an app name

Existing app names: I Include app names that already have packages

App Name Package Identity in the Windows Phone Store
| eonE— T None

35. Select the app name which you reserved and click Next. The Associate you app page appears.
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36. Review the details and click Associate. A success message appears.
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37. Inthe app, open Package.appxmanifest file. Package Family Name is highlighted.

=

Fgr_i.,n;.g.gppﬂrqndg“ - X

38. Copy Package Family Name details. You need them later to enter into the EMM console.
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