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1. Preface

Kony Management Suite software is a policy configuration and management tool for mobile handheld
devices and corresponding applications on smartphones and tablets. Kony Management Suite helps
enterprises to manage complex communications between mobile devices by supporting security,
network services, and software and hardware management across multiple OS platforms. Kony
Management Suite also supports bring your own device (BYOD) initiatives that have become the
focus of many enterprises. Kony Management Suite supports corporate and personal devices and a

more complex and heterogeneous environment.

The primary purpose of Kony Management Suite is to ensure that all devices, corresponding
applications, and device users comply with a company's IT policies. You can achieve this goal in

different ways.

1.1 Purpose

This document is targeted at the developers who want to install Kony Management Suite on Windows

platform.

1.2 Intended Audience

This document is intended for engineers or system administrators who install and configure Kony
Management Suite Console and Kony Enterprise Store.

1.3 Formatting Conventions

The following are the formatting conventions used throughout the document:
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Convention Explanation

Monospace « Userinput text, system prompts, and responses
« File path

« Commands

« Program code

« File names

Italic « Emphasis
« Names of books and documents

« New terminology

Bold « Windows

« Menus

« Buttons

« lcons

« Fields

o« Tabs

URL Active link toa URL

Provides helpful hints or additional information
Note:

Highlights actions or information that might cause problems to systems or data

Import-
ant:

© 2018 by Kony, Inc. All rights reserved 9 of 277
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1.4 Supported Platforms

Supported Platforms are iOS, iPad, Android, Android Tablet, and Windows Phone 8.1. Other Device
Operating Systems are not supported.

1.5 Contact Us

We welcome your feedback on our documentation. Write to us at techpubs@kony.com.For technical

questions, suggestions, comments, or to report problems on Kony's product line, contact
support@kony.com.
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2. Introduction

Enterprise mobility management (EMM) software is a policy configuration and management tool for
mobile handheld devices and corresponding applications on smartphones and tablets. EMM helps
enterprises to manage complex communications between mobile devices by supporting security,
network services, and software and hardware management across multiple OS platforms. EMM also
supports bring your own device (BYOD) initiatives that have become the focus of many enterprises. It
can support corporate and personal devices and helps to support a more complex and heterogeneous
environment.

The primary purpose of EMM is to ensure that all devices, corresponding applications, and device
users are in compliance with the IT Policies set by the company. This goal can be achieved in different

ways.
The following is a scenario in which the Kony EMM approaches and handles the problem:

To manage any device, it must be enrolled. The management can choose to manage only a few
employee devices or all of them. The employee database can be imported from enterprise systems
like Microsoft Active Directory. Once it is enrolled successfully, the EMM Administrator has complete

control over the devices.

These devices are grouped together into Device Sets based on rules. Device Sets are usually
dynamic, which means all the devices satisfying the rules are part of the set. Device Sets can be
created on the basis of several Attribute Types including its location, ownership, OS, hardware, apps
installed and much more. To keep the devices in check, device policies are created, which are applied
to the device sets. These device policies and settings cover the entire scope of a device functionality.

For example, enforcing a passcode policy, removing camera access at certain locations.

A device may belong to multiple groups and hence it can have several policies applicable to it. But, only
one policy should be applied to a device. To resolve this, each policy has a Priority associated with it.
The policy with the highest priority is loaded first on the device. As part of the policy, the administrator

also defines Compliance Actions. If devices do not comply with the rules, the administrator can
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perform the required action. The administrator can prescribe a set of actions such as, sending alerts to
administrator and/or the user, Blocking Email, Resetting Passcode, Locking Device, Enterprise Wipe,
and a Complete Wipe. Once returning to a compliant state, the EMM server automatically restores the
settings and access the device as per the policy is applied.

Similarly, application level policies can also be applied to users and groups. These differ from device
level policies because they apply at the application level. For example, you can prevent cut, copy and
paste for one particular application. Similarly, you can prevent application access during holidays.

All the EMM policies are dynamic and location specific. It is possible to set policies between different
office locations, home and so on.
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3. Kony Management Enterprise Mobile Management (EMM)
Architecture and Components

An overview of the Kony Management EMM Architecture and Components is shown below:
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The following table describes components in more detail.
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Component

Description

Mobile Devices
and Tablets

Mobile Devices with Launchpad application installed communicate with EMM
server over HTTPS. Also EMM console can be accessed on HTTPS port
which is meant for Administrator use. Currently EMM supports iPhones,
iPads, Android devices, Windows 6.x and Windows Phone 8 devices.

Load Balancer

SSL certificate needs to be installed on Load Balancer VIP for SSL offload. It

and SSL is recommended to install “VeriSign Secure Site Pro” SSL which has the
maximum device compatibility.

Apache Server Apache servers will host static content, rewrite rules, maintain session affinity
for backend Tomcat server based on cookies. Optionally, additional SSL
certificates can be installed on Apache servers for an end to end SSL solution.
Apache server allows to download binaries from device/web based on
secure/encrypted URL. Encrypted URL is valid for particular amount of time
(e.g. 3 minutes)

Network File NFS server is required to provide common mount solution. Common mount

Server & File will host app binaries and other static data. Common mount is attached to both

Server Shared Apache servers and Tomcat servers for multi-node environments. For high

mount availability backup NFS server can be configured.

Tomcat and Tomcat is the web server on which EMM is deployed. EMM app is a J2EE

Memcached Web archive. Memcached is used for caching database queries.

MAC Server MAC server is required to wrap and sign iOS apps. EMM server moves iOS

© 2018 by Kony, Inc. All rights reserved

apps on NFS mount to MAC on port 22 via SSH and performs wrap and sign
/sign only actions. Signed apps are then placed on NFS mount and available
for download via Apache server. This is mandatory to support App
Management on iOS devices.
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Component Description
Exchange/ Exchange server is required to send notification emails to users. EMM has the
Email Server ability to use both SMTP port 25 and SMTPS port 465 over SMTP

authentication. These ports need to be opened accordingly in the firewall.
Using Kony Exchange service, you can block or unblock emails (clients).
Blacklisted email clients cannot communicate with the Exchange server from

your device
Active Directory EMM has the ability to import users and groups. User authentication is
Server performed on Active Directory only. Note that EMM just imports users but not

their passwords. LDAP port 389 or LDAPS port 636 can be used for EMM
server to connect AD server. These ports need to be opened accordingly in the

firewall.
Windows Server Windows Mobile 6.x devices communicate with Windows Server 2003 on
2003 HTTP/HTTPS using ports 80, 443, 8443. EMM server also connects to

Window Server 2003 to get device information. Windows 2003 server will also
connect to the Windows Server 2008/2012 for Group policy management

service.
Windows Server SCEP server must be installed on Windows Server 2008/2012. Interaction
2008/2012 with SCEP server is mandatory in order to enroll iOS devices to EMM.
Devices communicate SCEP over 443 port and EMM server will also
- SCEP communicate the SCEP server on the same port.
Server
Using Kony Exchange service, you can block or unblock emails
» Kony (accounts).The blacklisted email clients cannot communicate with the
Exchange Exchange server from your device.
Service
In order to support Windows 6.x devices, Group Policy Management
« Windows component must be installed. The Windows Server 2003 [mobile device
6.x MDM manager component] and Windows Server 2008/2012 both reside in the same
Srcl’_uP network and the communication is carried over HTTP(S) on port 7777
olicy
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Component Description

GCM EMM uses Google messaging cloud to send push notifications to Android
devices. Respective ports and host names need to be opened in the firewall
from EMM server.

If the devices are behind corporate networks / Wi-Fi’s, the required URL’s
ports need to be allowed in inbound rules. For more details, refer
Push natification firewall prerequisites.

Apple Push EMM also uses APNS cloud to send push notifications to iOS devices.
Notification Respective ports and Apple host names need to be opened in the firewall from
Service (APNS) EMM server.

If the devices are behind corporate networks / Wi-Fi’s, the required URL’s
ports need to be allowed in inbound rules. For more details, refer Push
notification firewall prerequisites.

Failover cluster For production EMM environments any of this database Failover cluster can be
integrated for EMM database Server, which will have active and passive
nodes along with heartbeat service and SAN as a database shared mount.
This will have a cluster IP on top of DB services and all EMM Tomcat nodes
can use the same for JDBC.
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4. EMM Disaster Recovery (DR) Architecture

Global Traffic Manager (GTM) can be configured and used as Active Passive load balancing.
Currently EMM is not supported with Active-Active setup. Apart from using GTM, you can also
manage primary and DR sites by changing DNS record.

An overview of the EMM DR Architecture is shown below:

B

LTt i 3 S lg | adsenyenerseserer

4.1 DR Setup

Secondary data center (DR) must contain the following components which are part of the Primary
data center. We recommend that you take initial replica along with file system backups from the
running state from primary data center.
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« Windows Server 2008 /2012 (SCEP, Exchange Service, Group Policy Service and Windows
wrapping)

« Windows Server 2003

o MAC server

« Firewall and Load balancer rules
o NFS server

« EMM tomcat and memcached instances

Take a back up of your Windows Server 2003 and recover your system by following Microsoft Technet
documentation. More details are available at - http://technet.microsoft.com/en-
us/library/dd261892.aspx

4.2 DR Synchronization

The secondary data center must have the content replica from Microsoft Active Directory server
domain, email server connectivity, GCM, and APNS cloud connectivity similar to the primary data
center.

« Alltomcat contents, including emm_config application contents

« Konyemmmaster database full backup - We recommend that you take a backup and restore
these sql files manually on DR setup on a daily basis.

« docroot contents from any one NFS mount need to be synchronized in DR at least one time
whenever a new app is added and wrapped.

« Apache server configuration and static contents.
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5. System Requirements

Kony Management Suite has specific system requirements for installation and operation. Before
installing Kony Management Suite, verify that you meet the following requirements:

« Hardware Requirements

« Software Requirements

« Database Requirements

« Android SDK Download

« User Requirements

« Network Related Prerequisites

« Exchange Server Prerequisites

Note: You need a valid Kony license key from your sales representative or partner. Without a valid

license, you cannot install EMM.

5.1 Hardware Requirements

The following sections explain the hardware requirements for an application server, an Apple server,
and a database server.

5.1.1 Application Server for each Instance

Component Requirement
Processor Quad-Core 3.6 GHz
Memory 16 GB

© 2018 by Kony, Inc. All rights reserved 20 of 277
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Component Requirement
Internal 300 GB (15K SAS 3.5") with 2 Drives (Raid 1)
Storage
Network 2 Gigabit Ethernet Ports
Operating Windows Server 2008 R2 Enterprise or Windows server 2012 R2 Standard
System Edition and above

.2 Database Server(MySQL, Oracle and Microsoft SQL Server)

Component Requirement
Processor Quad-Core 3.6 GHz
Memory 32 GB

Internal Storage

300 GB (15K SAS 3.5") with 3 Drives (Raid 5)

Network

2 Gigabit Ethernet Ports

Operating System

Windows Server 2008 Enterprise or Datacenter Edition

5.1.3 Windows 2008/2012 Server

SCEP Server (i0S MDM enrollment), Windows 6.x MDM group policy and Kony Exchange Service

(block and unblock email clients from devices) use Windows 2008/2012 Server.

Note: For Windows app wrapping, to manage Windows Phone 8.1 enterprise apps, deploy
Windows Srver 2012 (x64).
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Component Requirement
Processor 1.6 GHz (x86 processor)
Memory 4GB

Internal Storage 40 GB

5.1.4 Apple Server

The Apple Server (for example, Mac Mini server) dynamically wraps the policy framework on iOS

applications.
Important: Ensure before installation that an Apple Server setup is available with a valid SSH
username and password with connection details.
Note: The following hardware requirements are needed only, if iOS devices are targeted within
your project.
Component Requirement
Processor 2.5 GHz Dual-Core Intel Core i5 (Turbo Boost up to 3.1 GHz) with 3 MB L3
cache

Memory 4 GB (two 2 GB) of 1600 MHz DDR3 memory

Internal Storage 500 GB (5400-RPM) hard drive

Network 10/100/1000 BASE-T Ethernet (RJ-45 connector)

Operating Apple OS X Version: 10.9.4 (13E28)

System
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5.1.5 Windows 2003 server

These requirements are applicable only if you have Windows 6.x devices.

Component Requirement

Processor 1.4 GHz (64- bit)

Memory 1 GB. For computers with more than 4 GB of RAM, be sure to confirm hardware
compatibility by clicking the appropriate link in Support resources

Internal 40 GB

Storage

Operating Windows Server 2003 Standard x64 Edition with SP2

System

5.2 Software Requirements

Requirement Device OS Operating System
iOS | Android | Windows | Windows Windows | Linux
6.x Phone
8.x
Java Runtime Yes Yes Yes Yes Yes Yes
Environment
Database Oracle Yes Yes Yes Yes Yes Yes
11g
Database Microsoft Yes Yes Yes Yes Yes Yes
SQL Server 2008
R2/2012
© 2018 by Kony, Inc. All rights reserved 23 of 277
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Requirement Device OS Operating System
i0S Android | Windows | Windows Windows | Linux
6.Xx Phone
8.x
Database MySQL Yes Yes Yes Yes Yes Yes
55
Linux 64-bit Yes Yes Yes Yes No Yes
Android SDK TAR No Yes No No No No
file
Mac OS Yes No No No No No
Xcode Yes No No No No No
Windows Server Yes No No No Yes No
2008
Windows Server Yes No No No Yes No
2012
Windows Server Yes No Yes No No No
2003
Exchange Server Yes Yes No Yes No No
Exchange Service Yes Yes No No No No
SCEP Server Yes No No No No No
CA Server Yes No No No No No
© 2018 by Kony, Inc. All rights reserved 24 of 277
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Requirement Device OS Operating System
iOS | Android | Windows | Windows | Windows | Linux
6.x Phone
8.x
Windows Mobile No No Yes No No No
6.x Group Policy
Service
Verisign Secure Yes No No Yes No No
SSL
GoDaddy Secure Yes No No No No No
SSL
Wildcard Yes No No No No No
Distribution
Certificate
Wildcard Mobile Yes No No No No No
Provisioning Profile
Launchpad Push Yes No No No No No
Certificate
Launchpad Yes No No No No No
Provisioning Profile
Apple Push Yes No No No No No
Certificate for MDM
Keystore certificate No Yes No No No No
GCM Key No Yes No No No No
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Requirement Device OS Operating System
iOS | Android | Windows | Windows | Windows | Linux
6.x Phone
8.x

Google MAPSv2 No Yes No No No No
Key
Google Maps API No Yes No No No No
Symantec No No No Yes No No
Enterprise Mobile
Code Signing
Certificate
Package Family No No No Yes No No
Name

The following are the software requirements for installing Kony Management Suite management

console:

Software

Requirement

Java Runtime Environment

Oracle Enterprise License JDK 1.8.0_xx

Important: From V8 GA release, Kony Management does not

support Java 7. Java 8 is the supported version.

© 2018 by Kony, Inc. All rights reserved
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Software

Requirement

Database

Oracle 11g
Microsoft SQL 2008 R2 /2012
MySQL 5.5

For MySQL database, you need to set event_scheduler = ON,
socket =/var/lib/mysql/mysqgl.sock in /etc/my.cnf (or)
/etc/mysql/my.cnf under the "[mysqld]" section.

The global event_scheduler = ON System variable determines
whether the Event Scheduler is enabled and running on the server,
which is required for scheduling EMM jobs.

Operating System

Windows Server 2008 R2 Enterprise or Windows server 2012 R2
Standard Edition and above

Mac OS

OS X Version: Yosemite (10.10)

Xcode

XCODE Version: 6.1 (6A1052d) If you upgraded Xcode, open
Xcode at least once after the upgrade to install all dependent
components. Install iOS simulator 7.1 if you have not installed it

previously.

Windows 2008/2012

Windows Server 2008 or 2012 operating system

Visual Studio

Visual Studio 2013 express edition with update 3 (pre-requisite for
Windows app wrapping)

Microsof Silverlight Runtime

Microsoft Silverlight Runtime 5.0 (pre-requisite for Windows app
wrapping)

Microsoft Silverlight

Microsoft Silverlight SDK 5.0 (pre-requisite for Windows app
wrapping)
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Software Requirement
Cygwin Cygwin (32 bit) 2.850 (pre-requisite for Windows app wrapping)
Windows 2003 Windows Server 2003 operating system
OpenSSL Can be downloaded from :
http://www.indyproject.org/Sockets/fpc/AMD64-Win640penSSL-
0_9 8g.zip
Curl Can be downloaded from :

http://curl.askapache.com/download/curl-7.33.0-win64-ssl-
sspi.zip

Public SSL Certificates

PEM format

Google Maps Key

Based on customer requirements, it can be Business Key or Free
Key

Microsoft Visual C++ 2008
Service Pack 1
Redistributable Package
ATL Security Update

Can be downloaded from
http://www.microsoft.com/en-

us/download/details.aspx?id=11895

file: vcredist x64

msver110.dil,msver100.dIl

Can be downloaded from

http://www.dll-files.com/dllindex/dll-files.shtml?msvcr110

http://www.dll-files.com/dllindex/dll-files.shtml?msvcr100

Place under C: \Windows\System32

EMM Installation

© 2018 by Kony, Inc. All rights reserved

Installation user should have Admin rights to install EMM as a

service.
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Software Requirement

Android SDK zip file Follow the steps given below under the Android SDK Download
section to download Android SDK zip file.

Important: If a user wants to upgrade EMM from older version to the latest EMM version, then a
user needs to upgrade latest versions of Mac OS Version 10.9.4 (13E 28) and Xcode version
5.1.1(5B 1008).

5.3 Database Requirements

The following are the database requirements for Kony Management.

« MySAQL requirements
» Oracle requirements

« MSSQL Requirements

5.3.1 MySQL Requirements

« Only a qualified MySQL database administrator should handle the MySQL database setup.
« Supported versions are MySQL 5.5 and MySQL 5.6
» Configure your database with unicode character setas UTF8

« Modify my.cnf or my.ini files with the following parameters:

[client]
default-character-set = utf8
[mysqgl]
default-character-set = utf8

[mysqgld]
character-set-client-handshake = FALSE

character set server='utf8'
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« Restart your MySQL service

« To verify that your changes are applied correctly, verify the database variables by running the
following query:

mysgl> show variables like "%coll¥’;

LT T Fmmmmmmmmm—— e +
| Variable name | Value |
oo o m e +
| collation_connection | utf8 general ci |
| collation_database | utf8 general ci |
| collation server | utf8 general ci |
oo o m e +

3 rows in set (8.88 sec)
mysql> show wvariables like '¥%chark’;

o oo +
| Variable name | Value |
o e +
| character set client | utfs |
| character set connection | utf8 |
| character set database | utf8 |
| character set filesystem | binary |
| character set results | utfs |
| character set server | utfs |
| character set system | utfs |
| character sets dir | fusr/share/mysgl/charsets/ |
o oo +

5.3.2 Oracle Requirements

Only a qualified Oracle database administrator should handle the Oracle database setup.

» Supported versions is Oracle 11g

« While creating the Oracle database, configure your database with unicode character set.
AL32UTF8 for Database characterset and AL16UTF 16 for National characterset.

» Create the following three tablespaces. These tablespaces will be used to create EMM
database objects.
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« Tables and data tablespace: emm_data
« Indextablespace: emm_index
« Lob tablespace: emm_lob_data

» Create a database user with default tablespaces (emm_data) and grant quota to two other
tablespaces (emm_index and emm_lob_data tablespaces).
« Ifthe Oracle database is of version 11gwithout pdb, then you can use the normal user for
JDBC authentication.
« Grant the following permissions to the user.
« For versions below Oracle 11g without pdb option: Grant connect, resource, create
view, create procedure.
« Usage of the database service name.

« For versions below Oracle 11g without pdb option: Use ORACLE_SID in the JDBC
URL.

5.3.3 MSSQL Requirements

Prerequisites for Kony Management with SQL Server

« Database User security role: Create a database login dbclient using SQL server

authentication withserverrolesas sysadmin andpublic

» Database and schema access: Installer will make use of the above login to create necessary
databases and schemas required for the selected Kony Management components.

. Database Growth sizing: Refer to Kony Fabric Deployment Guide > Database Growth Sizing

. Database Transaction log size: Allocate sufficient space for the Transaction log file based on
all the transactions activity of all the Kony Management components installed and as per your
database backup policy. Because transaction log sizing is linked to database backup. If
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additional application logging/events are enabled in multiple components of Kony Management
, then you may need to consider additional size for the transaction log.

. Temp Database and temp log: This is based on usage of all the databases on the server
instance, by all applications connecting to these databases. In case of Kony Management, for
sizing of the temp database, consider auto growth with increment size should be of 100MB and
with maximum size to 10GB. But if application logging/events are enabled in multiple
components of Kony Management, then the maximum size should be increased upto 20GB.
This size will get reclaimed as and when the DB is restarted.

- Database versions: You can use SQL Server Standard Edition or SQL Server Enterprise
Edition database for installing Kony Management. Kony Management is compatible with these
editions. There are no prerequisites specific to these editions as Kony Management uses
features common to both editions.

« Backup plan: You must use your organization's defined backup and retention policies for
Backup strategies for your database.

5.4 Android SDK Download

The Android SDK provides you the API libraries and developer tools to build test and debug apps for
Android.

For Windows , you may go to: http://developer.android.com/sdk/index.html?hl=sk
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W Developers -~ Design Develap Distribute Q, |1
Training AP Guides Reference aols Google Senvices Samples
Develeper Tools Get the Android SDK
Davmioad s
The Amdrgdd SDK provides you The &P libranes and
Setting Uip the ADT developer tools necessary 1o build, test, and debug
Buncle apps for Android
Setting Lo an -
Existing IDE I youTe 8 new Android develaper, we recommend you
) download the ADT Bundle o quickly starl develoging
Android Studio. ~ apps I indludes the essential Android SOK
Explaring the SDK components and a version of the Ecdipse IDE with
built-in ADT [Andrald Developer Taals) to streamline
Dawnload the HOK your Android app development.
Woarkdlow B With a single download, 1he ADT Bundle includes
everylhang you reed to begin developing apps
Support Likeary -
L] EI:IIFI’“I +&0T p| I,J?I'I
Tools Help - * Android SDK Tools

Revisians - » Android Platform-tools
= Thelatest Androad platform

ADR Y w Thelstest Andreid system image for the emulatar

1. Click the Download the SDK ADT Bundle for Windows button.

The Get the Android SDK window displays the Terms and Conditions.
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Develapes Tools Get the Android SDK

Dovmload Before installing the Android STK, you must agreeto the following terms and condilicns

Setling Up the ADT =
Bundie E]
Setting Uy an ~ Terms and Conditions

Exsting IDE

Andrond Studo - This iz the Android Software Devel opment Kil License Agreement

Exgloring the SDH

1. Introduction
Dol oad the MDK

1.1 The Android Software Devel opment Kil {referred to in this License Agreement as the "SDK and specfically

inrkflow = including the Android system files, packaged APIS, and Google API5 add-cns) 15 licensed 1o you subject tothe terms
) of this License Agreement, This License Agreemenl forms a legally binding conlract between you and Googlein

Suppont Library relation o your use of the SDK

Taalz Help b 1.2 Andreid” means the Angdreid software stack for devices, a5 made svailable under the Andraid Open Source

Rsrisbong . Project. which islocated ai the following URL: htp/source android. comy, 85 updated from timeto time:

ADK y 1.3"Google” means Googlelnc., a Delaware corporation with principal place of business at 1600 Amphitheatre

Parkway. Mounlain View, CA 54043, Umted States

51 1 have read and agree with the above terrms and conditi s

O axhit D B4-bit
. Dovwnload the SDE ADT Bundle for Yindows
2. Accept the Terms and Conditions.
3. Choose 64-bit. EMM only supports Android SDK 64-bit.
4. You need to download the Android SDK 64-bit to your server, for example D: \android.

5. Extractthe bundle, and traverse to:D: \<EMM home folder>\adt-bundle-windows-
x86_ 64-20140321\adt-bundle-windows-x86_ 64-20140321

6. Click SDK Manager.exe inthisfolder and the entire Android SDK is downloaded directly

from Google.

7. Renamethefolder adt-bundle-windows-x86 64-20140321 to android-sdk-

windows

8. When you download the SDK, by default the aapt tool is in the build-tools folder. You must copy
it to the platform-tools folder.

© 2018 by Kony, Inc. All rights reserved 34 of 277



5. System Requirements Kony Management Windows Install Guide

Version 2.0

Note: Android SDK folder sholud be copied in EMM Home folder. The path sholud be as
given below: D:\<EMM home folder>\android-sdk-windows

5.4.1 Environment Variables

1. Right click My Computer > Properties.

@ontml Panel HomD

@ Device Manager

@ Remote settings
@ Systemn protection j
@ Advanced systern settings
2. Click Advanced System Settings.

The System Properties window appears.

© 2018 by Kony, Inc. All rights reserved 350f 277



5. System Requirements Kony Management Windows Install Guide

Version 2.0

3. Click Environment Variables.
. B
System Properties E

| Computer Name | Hardware | Advanced | System Protection | Remote |

You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memarny usage, and virtual memony

Izer Profiles
Desktop settings related to your logon

Startup and Recoveny
System startup, system failure, and debugging information

ok J[ Coneel [ ooy |

4. In Environment Variables, the System Variables portion has a variable - Path. You need to edit

the variable - Path of platform-tools and tools.
5. Define the paths for Curl and OpenSSL.

6. You need to give the absolute paths separated by semi-colons.
If your drive is D, see the following example. You can replace D with your drive name.

D:\ EMMConfig\android-sdk-windows\platform-tools ;
D:\EMMConfig\android-sdk-windows\ tools; <Path of the Curl folder>
\curl-7.33.0-win64-ssl-sspi; <Path of the OpenSSL folder>
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Environment Variables x

User variables for -

Variable Value

ANT_HOME

JANA_HOME

JAVACEF_PATH =

path ——— Y
Tew T

TP ]

System variables

Variable

Value
asllog e

Comspec )

MUMBER_OF_PROCESSORS '-

s P

Path e ————.
PATHEXT e e

PROCESSOR ARCHITECTURE - hd

7. Add the variables and save.

8. Gotothe command promptatC:\Users\<Username>\
9. Verify the details.

10. Runthecommand - echo %path%

In this scenario the newly updated paths must be present. If it is not present, set the
environment variables again and ensure that it is done and saved properly.

5.4.2 Upgrading Android SDK

If you need to upgrade Android SDK, you need to:
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1. Double-clickandroid.batinD:\<EMM home folder>\android-sdk-windows\
tools

This will upgrade the Android SDK on the system.

2. Deletethe 1. apk file in User home directory, for

example, C: \Users\<USER>\apktool\framework\

3. Restart Tomcat.

Note: Make sure that <Android SDK>/Platform-tools is added to the path variable.

To add the path variables, follow these steps:

1. Go to control panel > System >Advanced > Environmental variable, then add the required
Classpath ...

2. To specify the path variables, refer the below link.

http://www.microsoft.com/resources/documentation/windows/xp/all/proddocs/en-

us/path.mspx?mfr=true

5.5 User Requirements

A database user should exist with DBA privileges for your Database (MySQL/Oracle/Microsoft SQL).
Provide user the privilege to create another user. You can revoke this privilege once the installation is
done.

For more information on how to create DB users and how to provide privileges to them, contact your
database administrator.

- MySQL

« Microsoft SQL

« Oracle
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5.5.1 MySQL Database

This user is leveraged by the installer to run scripts relating to EMM. After a successful EMM
installation, you may revoke these super user privileges.

To create a MySQL database user for installer, follow these steps:

1. Use MySQL client tool to create a database user (for your reference we termitas DB
Client. Use this username while providing inputs for the JDBC installer) with My SQL

root user.Forexample, on a linux shell, invoke mysql client tool with following command:
mysgl -h localhost -u root -p
Example output:

# mysgl -h localhost -u root -p

Enter password:

Welcome to the MySQL monitor. Commands end with ; or \g.
Your MySQL connection id is 3

Server version: 5.5.32 MySQL Community Server (GPL)

2. Grantallthe privileges to create EMM databases and its respective objects (Tables, Indexes,
Views,Procedures, Sequences, and Triggers).

CREATE USER 'dbclient'@'<EMM-installer-machine-ip>' IDENTIFIED
BY '<password>"';

grant all on *.* to 'dbclient'@'<EMM-installer-machine-ip>"
identified by

'<password>";

Note: The <password> should be based on your standards. Installer machine IP has to be
granted access to MySQL server with above statements.
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5.5.2 Microsoft SQL Database

The steps to follow before running the database scripts packaged along with the installer for EMM are

mentioned below:

1. Microsoft SQL Server database version 2008 or above needs to be installed with basic setup on
the intended machine (use this machine's IP address while providing inputs for the JDBC
installer).
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2. Use SQL Server Management Studio to enable database server authentication to SQL Server
and Windows authentication mode.
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3. Use SQL Server Configuration Manager and set the SQL Browser service start mode to
automatic or manual, and then start the service.
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B 5qf Server Configuration Manager s BN .. T T ———

File Action View Help

202000 )e

E SQL Server Configuration Manager (Lod
Bl SQL Server Services

» 4. SQL Server Network Configuration

» 8 SQL Native Client 10,0 Configuratic

Binary Path "C:\Program Files\Microsoft 5QL §
Error Control 1
Exit Code 0
Host Name KLHDT100-PC
Name SQL Server Browser
Process ID 3448
SQL Service Type SQL Browser
Automatic
Running

Start Mode
The start mode of this service.

[ ok J[ Camce || 4oy ||

4. In TCP/IP properties, enable TCP/IP protocols for a port in both Protocol/IP Addresses tabs
(use this port on the installer while providing inputs for the JDBC installer) of the database
server to accept the database connections.

Note: For installer, it is suggested that the database should be on a remote server or
separated from Middleware server (also installer machine). Middleware should be able to
communicate to database through TCP/IP.
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File Action View Help
48 SQL Server Configuration Manager (Lod; o i e — = ]
B SQL Server Services m
- j_ SQL Server Network Configuration i I
- Protocols for KONYDBSQLSERVE) || @ b = =1
E SQL Native Client 10.0 Configuratiod Erabiod Yo :J
|| 1P Address 10.10.4.23 =
TCP Dynamic Ports 0
TCP Port 1433
B p2
Active Yes
Enabled Yes
IP Address — |
TCP Dynamic Ports 0
TCP Port
= 1p3
Active Yes
Enabled Yes
||__IPAddress 1270.0.1 w
ron
Enable or disable the IP address
Lok J[ Comed ]| v |[ He ]

5. Use SQL Server Management Studio to create a database user with SQL server authentication
to connect to SQL Server instance with server role as dbcreator,public. At this point of time no
databases are created and installer will create necessary databases, schemas and all other
objects. The created user owns all of KonyOne databases and schemas. The user is privileged
to create databases and schemas, Tables, Indexes, Views, Procedures, Sequences, Trigger
and can also provide the respective grants. For example: dbclient. Use this user while providing
inputs for the JDBC installer.

Note: The <password> can be as per your standards.
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g Login Properties - dbclient

[ W 9 W W W T

Selectapage
2 General
. Server Foles

[ User Mapping
2R Securables
|43 Status

Connection

Server:
KLHDT100-PC\SQLEXPRESS

Connection:
dbclient

& View connection properties

Progress
Ready

| Bsowt ~ [ He

Server role is used to grant server-wide security privileges to a user,

Server roles:

[7] diskadmin
[ processadmin
public
securityadmin
i
setupadmin
sysadmin

) [Comes ]
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Make sure to provide all the above values in the respective parameters of the installer.

5.5.2.1 Microsoft SQL Server Database Post-installation Steps
To verify the successful database configuration, follow these steps:

1. Use SQL Server Management Studio to check if the deployment is successful, and to check if all
objects are created successfully.

2. Runthe following query:

select name FROM master.sys.databases

go
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3. Run the entire statement as one full query as shown below:

SELECT TABLE schema , 'TABLE', COUNT (*) FROM [KONYDB].
[INFORMATION SCHEMA].[TABLES] group by TABLE schema union
SELECT TABLE CATALOG , 'TABLE', COUNT (*) FROM [KONYDEVICEDB].
[INFORMATION SCHEMA].[TABLES] where table type='BASE TABLE'
group by TABLE CATALOG union

SELECT TABLE CATALOG ,'VIEW', COUNT(*) FROM [KONYDEVICEDB].
[INFORMATION SCHEMA].[VIEWS] group by TABLE CATALOG union
SELECT TABLE CATALOG , 'TABLE', COUNT (*) FROM [KONYUSERDB] .
[INFORMATION SCHEMA].[TABLES] group by TABLE CATALOG order by 1

go
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If the above query is broken and run individually, you will receive unintended outputs.
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5.5.3 Oracle Database

As part of prerequisites for Oracle database, you need to create tablescape, create a user with some
privileges and map the created user with the tablespace.

To perform Oracle prerequsites, do the following:
1. Using a SQLPIus or another Database client, connect to your Oracle database as Sysdba.

2. Createthreetablescape (emm data, emm index, and emm lob data) by

executing the command given below

CREATE TABLESPACE EMM DATA DATAFILE '<DATA FILE PATH>/emm
data.dbf'

SIZE 2048M AUTOEXTEND ON NEXT 100M MAXSIZE 5120M;
CREATE TABLESPACE EMM INDEX DATAFILE '<DATA FILE PATH>/emm
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index.dbf'

SIZE 2048M AUTOEXTEND ON NEXT 100M MAXSIZE 5120M;

CREATE TABLESPACE EMM LOB DATA DATAFILE '<DATA_FILE_PATH>/emm_lob_
data.dbf' SIZE 2048M AUTOEXTEND ON NEXT 100M MAXSIZE 5120M;

3. Create a new user with DBA privilages by executing the command given below:

CREATE USER <install-user>

IDENTIFIED BY <password>

DEFAULT TABLESPACE EMM DATA

TEMPORARY TABLESPACE TEMP

PROFILE DEFAULT;

GRANT CREATE SESSION,RESOURCE, CREATE USER TO <install-user> with

admin option;

Note: If your organization does not want to provide DB privilages to this user, provide the
user, Create Session, Connect (a role), and Create User privilages.

4. Map the user with tablespaces by execuitng the command given below:

ALTER USER <install-user> QUOTA UNLIMITED ON EMM DATA;
ALTER USER <install-user> QUOTA UNLIMITED ON EMM INDEX;

ALTER USER <install-user> QUOTA UNLIMITED ON EMM LOB DATA;

5.6 Network-Related Prerequisites

A firewall is software or hardware-based network security system that controls the incoming and
outgoing network traffic based on applied rule set. A firewall establishes a barrier between a trusted,
secure internal network and another network that is not assumed to be secure and trusted. Firewall
permits traffic for the ports that are required for the communication. The purpose of ports is to uniquely
identify different applications or processes running on a single computer and thus enable them to
share a single physical connection to a packet-switched network.We recommend the following firewall
settings for a successful EMM installation.
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We recommend the following firewall settings for a successful EMM installation.

Firewall Settings required for EMM Server

The firewall settings of EMM Server are defined in the table below:

Version 2.0

5.6.1 Port Configurations

Sourc
e

Destination

Port

Protoc
ol

Directi
on

Actio

Description

EMM

Server

Your SMTP
Server hostname
Example:
relay.appriver.co
m

25

TCP

Outbou
nd

Allo

The EMM
Server
communicates
with the SMTP
Server through
the SMTP
Port. It sends
emails to both
administrators
and users
based on
action or
workflow

triggers.

EMM

Server

Database Server

For
MySQL
3306

TCP

Both

Allo

For
establishing
EMM Server
JDBC
connectivity.

EMM
Server

dl-
ssl.google.com

443

© 2018 by Kony, Inc. All rights reserved

TCP

Both

Allo

To connect
and update
Android SDK

software.
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Sourc Destination Port Protoc | Directi | Actio Description
e ol on n
EMM For Internet or HTTP TCP Both Allo For
Server Intranet (If 80 w establishing
or external access (Option communicatio
Load is required for al), namong
Balanc Intranet, then it is HTTP devices/brows
erVIP done through 443 ers and the
VPN) EMM server.
EMM Microsoft Active 389 TCP Both Allo To import
Server Directory Server w Users and
(ADS) Groups from
ADS, which
helps users to
login into EMM
with Active
Directory
Server
credentials.
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Sourc Destination Port Protoc | Directi | Actio Description
e ol on n

EMM Microsoft Active 636 TCP Both Allo To import
Server Directory w Users and
Services through Groups from
secure channels. ADS, which
(Optional) helps users to
login into EMM
with Active
Directory
Server
credentials
over secure
port with
Microsoft
Active
Directory
Services
through secure
channels.

EMM SCEP Server 80, 443 TCP Both Allo EMM Server
Server w will interact
with the SCEP
server foriOS
device
enrolment.
Installer will
validate the
SCEP server
connection.
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Sourc Destination Port Protoc | Directi | Actio Description
e ol on n

EMM Mac Server 22 TCP Both Allo For

Server w establishing
SSH
connectivity to
the Mac build
Server from
the EMM
Server. The
Mac build
Serveris used
for binary
wrapping and
dynamic
policy injection
foriOsS.

EMM Windows Server 22 TCP Both Allo For

Server 2012 w establishing
SSH
connection to
the Windows
build server
from the EMM
Server. The
Windows build
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Sourc

Destination

Port

Protoc
ol

Directi
on

Actio

Description

EMM
Server
and
Devic
es

itunes.apple.com

443

HTTP

Both

Allo

Kony EMM
Server
searches the
apps from the
iTunes for the
given keyword
onHTTPS
using ports
443. Similarly,
devices also
need to
access the
iTunes store to
download
apps through
the same port.

EMM

Server

www.apple.com

443
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HTTP

Both

Allo

Kony EMM
Server obtains
the Apple Root
certificate
hosted on the
domain to
generate the
APNS
certificate.
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Sourc Destination Port Protoc | Directi | Actio Description
e ol on n

EMM developer.apple. 443 HTTP Both Allo Kony EMM

Server com S w Server obtains
the Apple
WWDR
certificate
hosted on the
domain to
generate the
APNS
certificate.

EMM play.google.com 443 HTTP Both Allo Kony EMM

Server S w Server

searches the
apps from the
Google Store
for the given
key word on
HTTPS using
443. Similarly,
devices also
need to
access the
Google Play
Store to
download
apps through
the same
ports.

55 of 277




. System Requirements Kony Management Windows Install Guide

Version 2.0

Sourc Destination Port Protoc | Directi | Actio Description
e ol on n
Devic Google Cloud 5228, TCP, Both Allo When a device
es 5229, HTT w is on corporate
5230 P, WiFi network,
HTTP ensure that
S, 5228. 5229,
UDP 5230 ports are
open to
recover push
notifications
from Google
Cloud

Note: Verify that all required ports are open by using the command telnet <domain name>

<port>.
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5.6.2 Push Notification - Firewall Change

Sourc Destination Serv Prot Direc | Act Descri
e ice ocol tion ion ption

EMM android.apis.google.com, 443 TCP Both All Allow
Serv android.googleapis.com/gcm/send ow the

er EMM
Server
to
access
Google
's
cloud
Messa
ging
servic
e.

EMM gateway.push.apple.com, 219 TCP Both All Allow
Serv gateway.sandbox.push.apple.com 5 ow the

er EMM
Server
to
access
Apple's
APNs
servic
e.
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Sourc Destination Serv | Prot | Direc | Act | Descri
e ice ocol tion ion ption
EMM feedback.push.apple.com, 219 TCP Both All Allow
Serv feedback.sandbox.push.apple.co 6 ow the
er EMM
Server
to
access
Apple's
APNs
service
Inter You must accept outgoing 522 TCP Both All Apple
nal connections to all IP addresses 8, ow device
Corp contained in the IP blocks listed in 522 s
orate Google’s ASN of 15169. For IP 9, connec
WiFi Addresses and Firewall Settings, 523 tto
router refer 0 APNs
for https://developer.android.com/googl servers
Mobil e/gcm/http.html through
e this
Devi port.
ces
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Sourc Destination Serv | Prot | Direc | Act | Descri
e ice ocol tion ion ption
Inter ax.init.itunes.apple.com, 80, TCP Both All Apple
nal ocsp.apple.com 443 ow device
Corp s
orate connec
WiFi tto
router public
for Apple
Mobil OCSP
e and
Devi iTunes
ces service
through
this
port.
EMM gateway.push.apple.com 219 TCP Both All Allow
Serv gateway.sandbox.push.apple.com 5 ow the
er KPNS
server
to
access
Apple's
APNs
servic
e.
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Sourc Destination Serv | Prot | Direc | Act | Descri
e ice ocol tion ion ption
EMM feedback.sandbox.push.apple.com 219 TCP Both All Allow
Serv feedback.push.apple.com 6 ow the
er KPNS
server
to
access
Apple's
APNs
servic
e.
Inter android.apis.google.com 443 TCP Both All Androi
nal android.googleapis.com ow d
Corp device
orate s will
WiFi connec
router tto
for GCM
Mobil through
e this
Devi port.
ces
Note: Verify that all required ports are open by using the command telnet <domain name>
<port>.
Important: Do not attempt to route traffic directly from Load Balancer to EM Tomcat Server (runs
on 8080 port). Make sure that all traffic goes through EMM Apache HTTP Server.
Note:
iOS Certificate validation: The first time a user opens an app, the distribution certificate is validated
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by contacting Apple’s OCSP server. Unless the certificate has been revoked, the app is allowed to
run. Inability to contact or get a response from the OCSP server isn’t interpreted as a revocation.
To verify the status, the device must be able to reach ocsp.apple.com. The OCSP response is
cached on the device for the period of time specified the OCSP server—currently, between three
and seven days. The validity of the certificate is not checked again until the device has restarted
and the cached response has expired. If a revocation is received at that time, the app is prevented
from running. Revoking a distribution certificate invalidates all of the apps you have signed with it.
You should revoke a certificate only as a last resort—if you are sure the private key is lost or the
certificate is believed to be compromised.

To complete the EMM installation successfully, it is essential that the chosen domain name should be
resolved to the proper IP address. This is based on the mapped DNS record either with nslookup or

dig from the EMM installation server.

For example, if your chosen domain name is www.example.com and it is mapped in the DNS to the
load balancer VIP -93.184.216.119. The same has to be resolved, when you issue the following
command as displayed below:

nslookup www.example.com

or

dig www.example.com

C:\Users\TEMP>nslookup www.example.com
Server: kitspl.com

Address: 10.10.19.11

Non-authoritative answer:

Name: www.example.com

Addresses: 2606:2800:220:6d:26bf:1447:1097:aa7

93.184.216.119
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This is also applicable for intranet based domains.

5.6.3 Reverse Proxy Settings

If your EMM server will be behind reverse proxies like IIS or iPlanet etc, ensure that the query string

limit is enhanced from 2048 to 4096 as MDM enrollment process requires it. iOS builtin MDM agent
passes the certificate to EMM Servers as a query string in GET request. Depending on the key
strength, the query string length varies. For example, 2048 key strength will generate certificate with a
length of 4000 characters (base64 encoded string).

In case of an IS server, you should change the values for maxUrlLength maxQueryLength in
web.config of the website (for example,emm.company.com) used for EMM.

<system.web>

<httpRuntime maxUrlLength="4096" maxQueryStringLength="16384" />
</system.web>

If this setting for reverse proxy servers does not work, contact Microsoft support for further help to
enhance the values for maxUrlLength, and maxQueryLength.

If the IIS Server is installed on a 64-bit machine, the web.config file where the httpruntime rule needs
to be added would be located in the path %systemdrive%/Microsoft. NET/Framework64/<.NET
Version>/config/.

Here, the %systemdrive% = Windows installation folder and <.NET Version> = The latest
version of .NET framework installed on the machine.

Note: For EMM web application, ensure that the HTTP method PUT is enabled for the endpoint

/devicemanager/ota/checkin. This is mandatory for iOS enrollment.

5.6.4 Windows Mobile 6.x Firewall Settings

To support Windows Mobile 6.x devices, ports should be configured properly to ensure there is no
conflict.
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Source Destinatio | Port | Protoc | Directio | Actio Description
n ol n n

Window Windows 80, HTTP/ Both Allo Windows Mobile 6.x
s Mobile Server 44 HTTP w device will

6.x 2003 3, S communicate with
Device 844 Windows Server

3 2003 on
HTTP/HTTPS using
ports 80,443,8443

EMM Windows 888 HTTP Both Allo Kony EMM Server
Server Server 3 S w pulls data from

2003 Windows Server
2003 via the
KonyWin6MDMServi
ceusing HTTPS on
Port 8883

Window Windows 777 HTTP Both Allo The Windows Server
s Server Server 7 (S) w 2003 [Mobile Device
2003 2008/2012 Manager component]
and Windows Server
2008/2012 [Group
Policy component]
both reside in the
same network and
the communication is
carried over HTTP(S)
on Port 7777.
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Source Destinatio | Port | Protoc | Directio | Actio Description
n ol n n
Window Windows HTTP Both Allo The Windows Server
s Server Server 888 (S) w 2008/2012 and
2008/20 2003 8 Windows Server
12 2003 both reside in
the same network
and the
communication is
carried over HTTP(S)
on Port 8888.
Note: Verify that all required ports are open by using the command telnet <domain name>
<port>.

These need to be configured during installation. If no changes are provided, the defaults are kept. It is
advised to change these defaults as there are several applications and OS processes that capture
these ports. This may result in a broken pipe and loss of communication. Ports above 1024 are
preferred as they are less prone to capture from any system resources or third-party applications.

5.6.5 Exchange Server Firewall Changes

Exchange Server is required by EMM to send mails to EMM Users and Administrators. Additionally, if

you wish to configure Email and Calendar settings on devices, you must open these ports.These
settings should be configured only if Exchange Server is installed.
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Source Destination Port Description
EMM Exchange Default SMTP EMM Server needs to communicate with
Server Server Port: 25 Exchange mail Service to send notification
emails.
SMTPS Port:
465

Any available

port can be

choosen.
Kony Exchange HTTPS Port: Kony Exchange Service needs to perform
Exchange Server 443 Powershell remoting with the Exchange
Service User Server

configured.
EMM Kony User EMM Server needs to communicate with Kony
Server Exchange configured Exchange Service to block or unblock emails

Service for the device

Note: Verify that all required ports are open by using the command telnet <domain

name> <port>.

Note: The port number you provided while setting Exchange service should be provided for EMM
Server.

5.7 Exchange Server Prerequisites

This section describes the configuration steps to be performed on the Windows instance where your

corporate Exchange Server is installed. Usually Exchange server settings are taken care by the
enterprise hosting your exchange server.

© 2018 by Kony, Inc. All rights reserved 65 of 277



5. System Requirements Kony Management Windows Install Guide

Version 2.0

1. Enable powershell remoting using the "Enable-PSRemoting" cmdlet. Ensure that you have
admin privileges before you execute this command. For more information, refer
http://technet.microsoft.com/en-us/library/hh849694.aspx

2. Settrusted hosts. This includes a list of ip addresses or DNS names from which you need to

entertain powershell remoting.
Powershell console commands are:

cd WSMan:\localhost\Client: Thiswillmove to the WSMan Client policy directory.
Set-Item .\TrustedHosts *: "*" willallow all. If specific IPs or DNS addresses are
present;

add the values separated by commas.

3. Allowing/Disallowing unencrypted traffic:

Unencrypted traffic means using HTTP. If remoting has to work over HT TP, use the following

commands:

cd WSMan:\localhost\Client: This will move to the WSMan Client
policy directory
.Set-Ttem .\AllowUnencryptedTraffic $true: This will allow the

session to work without encryption.

After executing the above mentioned commands on powershell, open IIS Server
Manager>Sites>Default Web Site>Powershell and disable SSL. Disable Basic
authentication.

Disallowing unencrypted means using HTTPS. The commands are as follows:

cd WSMan:\localhost\Client
Set-Item .\AllowUnencryptedTraffic $false

After executing the above mentioned commands on powershell, open IIS Server
Manager>Sites>Default Web Site>Powershell and enable SSL. Enable Basic authentication.

4. Restartthe IS Server.
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5. Restartthe WinRM Service. Powershell cmdlet for thisisRestart-Service WinRM

For more information, refer Kony Exchange Service Document.
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6. Windows 2008 2012 Server setup

Important: Steps in this section must be executed by a Windows server administrator. If you have
any questions, contact your Windows Server Administrator.

Kony Management server requires Windows Server 2012, in order to manage enterprise apps for
Windows Phone 8.1.

Windows 2008/2012 server setup includes the following components. The following can be
implemented on a single Windows 2008/2012 server or on different servers.

Note: Make sure that all Windows Servers are in one domain.
If you want to install SCEP components using Kony EMM Windows components installer, click
here.

o Setting SCEP server

« Setting Exchange Service

« Setting Group Policy Service

« Setting Visual Studio

« Setting Microsoft Silverlight runtime

» Setting Microsoft Silevrlight SDK

« Setting Cygwin
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6.1 Setup SCEP and CA Server

To enable EMM to support iOS devices, certificate distribution through Simple Certificate Enrollment
Protocol (SCEP) server is mandatory.This must be done before the EMM installation process begins.
A certificate authority (CA) must also be set to sign certificates distributed by the SCEP server.

| Note: SCEP setup is not required in case of SA Mode (or MAM only license).

6.1.1 Supported Operating Systems

« Windows Server 2008 data center Edition R2 with Service Pack 2

« Windows Server 2008 Enterprise Edition

For more information, refer Windows Server 2012 video tutorial and Active Directory Certificate

Services

Important: SCEP can also be installed on the same Windows server on which EMM is installed
using multiple IP addresses. However, this is not a recommended approach for production
environment.
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6.1.2 SCEP Server Setup on Windows Server 2008

This section covers the basics of setting up a SCEP server.

To setup SCEP server, follow these steps:

Version 2.0

Note: Note that you can also setup SCEP Server on Windows Server 2012.

1. Click the Server Manager icon on the task bar.

Ak

ﬁ Perform the following tasks to configure this server

/€ Internet Explorer (54-bit)

I‘
Ol
/& Internet Explorer £~ 3
@’ Windows Update f:
|| Accessories Y —
| Administrative Tools -
) Administrator
N Maintenance
. Startup =
Computer
Network
Control Panel
Devices and Printers
Administrative Tools
Help and Support
1 Back

nouse pointer integration. This means that you do not need to capiure the mouse pointer to be able to use it in your guest OS5 - all mouse actions you perform wh

. Remote Desktop Services
. Component Services
ﬁ Computer Management

&t iSCSI Initiator
= Local Security Policy
(%) Performance Monitor

+, Security Configuration Wizard
o st

\32| Share and Storage Management

- Storage Explorer

System Configuration

Task Scheduler

@ Windows Firewall with Advanced Security

, L;MgﬂwsServer'mM

fter information

hdows server

ement Program

ﬁl Customizing your server

B Log off >|

I Search programs and files

_ e |

e B &7 ) |

The Server Manager window appears.
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2. Onthe left panel, click Roles. The Roles window appears in the right panel.

Important: If Active Directory Certificate Services is already installed, you can skip steps

until Step no. 23

ifnenmr anage ll:l:x:l
%%rh%p%bmmmhtWMthdmmﬂﬁm pointer to be able to use itin your guest OS — all mouse actions you perform wh
== E |
i Server Mana -GE92GE141Y Server Manager (WIN-6E92GB1415A)
4+ Roles T ————————————————
Feam&\
Disanostics Get an overview of the status of this server, perform top management tasks, and add or remove server
=g . roles and features.
Configuration
Storage =
"C:' Server Summary E Server Summary Help
':‘:‘:' Computer Information @t Activate Windows
L .
Full Computer WIN-6E92GB 14154 1%/ Change System Properties
Mame: 3? View Network Connections
G
Workgroup: WORKGROUP & Configure Remote Desktop
Configure Server Manager Remote
Local Area IPv4 address assigned by DHCP, Management
Connection: IPv6 enabled
Remote Desktop: Disabled
Server Manager Disabled
Remote
Management:
Product ID: Mot activated %
" Do not show me this console at logon
=
a | _pl {ﬁ Last Refresh: Today at 4:19PM  Configure refresh

A B G e,

IEIIE@ =il

3. Click the Server Summary label.
The Roles Summary menu appears.
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=1L =]
| rie Acton  wview Hep - :
EEIE: |
SRR A SS—S—————
Features
Diagnostics View the health of the roles installed on your server and add or remove roles and features,
Configuration
Storage
(~] Roles Summary Roles Summary Help
(%) Roles: 0 of 17 installed Fo Add Roles (
ii Remove Roles
| | _>| {i Last Refresh: Today at 4:23PM  Configure refresh

|
sl [ &3 ) P B WG .
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4. Under Role Summary, click Add Roles. The Add Roles Wizard appears.

[ Add Roles Wizard ||
{ E Before You Begin J
Before You Begin This wizard helps you install roles on this server. You determine which roles to install based on the tasks you
Server Roles want this server to perform, such as sharing documents or hosting a Web site.
Confirmation Before you continue, verify that:
Progress » The Administrator account has a strong password

« Metwork settings, such as static IP addresses, are configured
« The |atest security updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

Results

To continue, dick Next.

" skip this page by default

=% &@ 3 5|

5. Click Next to continue.

= Previous | Mext = I Install | Cancel | il
. 4:24FM
AP E W Uy gmop0ie ™

The Select Sever Roles window appears.
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6. Selectthe Active Directory Certificate Services checkbox, and click Next.

[

=W
Y

Before You Begin

Server Roles

Add Roles Wizard

Select Server Roles

Select one or more roles to install on this server,

[] Active Directory Lightweight Directory Services

Roles: //’ Description:
Confirmation - — Active Directory Certificate Services
""": D' ectory Ler t"j'H = '( {AD CS)is used to create certification
Progress [ Active Directory Domain Services authorities and related role services
Results [[] Active Directory Federation Services that allow you to issue and manage

certificates used in a variety of

[] Active Directory Rights Management Services applications.
] application Server

D DHCP Server

[] DNs server

D Fax Server

[] File Services

] Hyper-v

[ Metwork Policy and Access Services

|:| Print and Document Services

7] Remote Desktop Services %
[] web server (115)

[ windows Deployment Services

[ Windows Server Update Services

More about server roles

EIIEE =

Following links are available on the Select Server Roles window:

< Previous Mext = | Install | Cancel |

O g,

« More about server roles: Click this link to open the Adding Server Roles and Features
window that informs about how to manage and secure multiple server roles in an
enterprise with the Server Manager console.

« Active Directory Certificate Services (AD CS): Click this link to open Active Directory
Services Overview window that informs about how to deploy AD CS.

The Introduction to Active Directory Certificate Services window appears.

7. Selectthe Active Directory Certificate Services checkbox, and click Next.
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[ Add Roles Wizard =l
E E Introduction to Active Directory Certificate Services

Before You Begin Active Directory Certificate Services (AD CS)

Server Roles Active Directory Certificate Services (AD CS) provides the certificate infrastructure to enable scenarios such as
secure wireless networks, virtual private networks, Internet Protocol Security (IPSec), Network Access
Protection (MAF), encrypting file system (EFS) and smart card logon.

Things to Note
Setup Type i The name and domain settings of this computer cannot be changed after a certificate authority (CA) has
CAT been installed. If you want to change the computer name, join a domain, or promote this server to a
¥pe domain controller, complete these changes before installing the CA. For more information, see certification
Private Key autherity naming.
Cryptography Additional Information
CA Name Active Directory Certificate Services Qverview
Validity Period Manaaing & Certification Authority
Certificate Datat Certification Authority Maming
Confirmation
Progress
Results

EIEE =l

Following links are available on the Introduction to Active Directory Services window:

< Previous | Mext = I Inst=ll | Cancel | il
. 437FM
AP E W W gmie ™

« Active Directory Certificate Services Overview: Click this link to open Active Directory
Certificate Services Overview help window that informs about how to set up Active
Directory Certificate Services.

« Managing a Certificate Authority: Click this link to open Managing a Certificate
Authority help window that informs about two broad categories of tasks: infrequent
management tasks and the recurring management tasks.

« Certificate Authority Naming: Click this link to open Certification Authority Naming help
window that informs about how to establish a CA naming convention before you
configure certification authority (CAs)
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8. Click Next.
The Select Roles Services window appears

9. Click Certificate Authority checkbox if it is not selected.

10. Click Next.
[ Add Roles Wizard E3||
I v Select Role Services
Before You Begin Select the role services to install for Active Directory Certificate Services:
Server Roles Role services: Description:
—— " Certification Autharity (CA) is used to
Catﬁmlmn me issue and manage certificates.
[] certification Authority Web Enrollment Multiple CAs can be linked to forma
[] online Responder public key infrastructure.

[ Metwork Device Enrollment Service
[] certificate Enrolment Web Service
[] certificate Enrollment Policy Web Service

More about role services

'LEIIEE =il

11. Following links are available on the Select Role Services window:

<Previcus| Mext = I Install | Cancel | L
& 443 PM
R G e,

« Certification Authority (CA): Click this link to open the Types of Certification Authorities
window that informs about the types of certification authorities.
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« More about role services: Click this link to open the Roles, Role Services, and Features

window that informs about what roles, role services and features are, and how they are
integrated in your enterprise.

The Specify Setup Type window appears.

12. By default the Standalone option is selected. Click Next to continue.

[ Add lic-les. Wizard ]
{ = _| Specify Setup Type
Before You Begin Certification Authorities can use data in Active Directory to simplify the issuance and management of
certificates. Spedfy whether you want to set up an Enterprise or Standalone CA.
Server Roles
i " Enterprise
Select this option if this CA is @ member of & domain and can use Directory Service to issue and manage
o certificates.
Setup Type
CAType * Standal
Private Key Select this option if this CA does not use Directory Service data to issue or manage certificates, A
FyTEEL standalone CA can be a member of a domain.
CA MName
Validity Period
Certificate Database
Confirmation
Progress
Results

Mare about the differences between enterprise and standalone setup

I - corevous [ nets | e | cmed | [
o | > e

AP B ot ™

Following links are available on the Specify Setup Type window:
« More about the difference between enterprise and standalone setup: Click this link to
open the Types of Certification Authorities window that informs about the types of the

certification authorities.

The Specify CA Type window appears.
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13. By default the Root CA option is selected. Click Next to continue.

[ Add Roles Wizard ||
E a Specify CA Type
Before You Begin A combination of root and subordinate CAz can be configured to create a hierarchical public key infrastructure
(PKI). A root CA is a CA that issues its own self-signed certificate. A subordinate CA receives its certificate
Server Roles from another CA. Specify whether you want to set up a root or subordinate CA.
ADCS
Role Services ¥ RootCA
T Select this option if you are installing the first or only certification authority in a public key infrastructure.
" subordinate CA
Private Key Select this option if your CA will obtain its CA certificate from anather CA higher in a public key
GvrEreT infrastructure,
CA Mame
L\\galcityperiod
Certificate Database
Confirmation
Progress
Results

More about key infrastructure

< Previous | Mext = I Install | Cancel | __

A G e,

|:
B
Following links are available on the Specify CA Type window:

« More about public key infrastructure (PKT): Click this link to open the Public Key
Infrastructure window that informs about the use of digital certificates, certificate
authorities and registration authorities that verify and authenticate the validity of each
entity that is involved in an electronic transaction that involves the use of public key

cryptography.

The Setup Private Key window appears.
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14. By default the Create a new private key option is selected. Click Next to continue.

[

Add Roles Wizard

|l
I 7 Set Up Private Key J
Before You Begin To generate and issue certificates to dients, a CA must have a private key, Specify whether you want to
create a new private key or use an existing one.
LEE ' Create a new private key
Role Services

Use this option if you don't have a private key or wish to create a new private key to enhance security.
You will be asked to select a cryptographic service provider and specify a key length for the private key.
Setup Type To issue new certificates, you must also select a hash algorithm,

ERTER " Use existing private key

Private Key Use this option to ensure contiriuity with previously issued certificates when reinstalling a CA.
Cryptography (% Selact 5 certificate and use its assodated private key
CA Name Select this option if you have an existing certificate on this computer or if you want to import a

certificate and use its assodated private key.

Validity Period " Select an existing private key on this computer
Certificate Database Select this option if you have retained private keys from a previous installation or want to use a private
Confirmation key from an alternate source.
Progress
Results

More about public and private keys

_r
i | R e

Following links are available on the Setup Private Key window:

< Previous | Mext = I Inst=ll | Cancel |

A G g

« More about public and private key: Click this link to open the Public and Private Keys
window that informs about how to encrypt and decrypt the information.

The Configure Cryptography for CA window appears.

15. Ensure Key character length value is 2048 This is used to define -DSCEP_KEY_SIZE while
configuring SCEP settings in EMM Server. refer section 5.1.4
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16. Click Next to continue.
[

I E Configure Cryptography for CA

Add Roles Wizard

Before You Begin To create a new private key, you must first select a cryptographic service provider, hash algorithm, and
key length that are appropriate forthe intended use of the certificates that you issue. Selecting a higher

Server Roles value for key length will result in stronger security, but increase thetime needed to complete signing
ADCS operations.
Role Services
Setup Type Select a cryptographic service provider {CSP): Key character length:
IRSA#Microsoﬂ Software Key Storage Provider j
CAType
Private Key Select the hash algorithm for signing certificates issued by this CA:
rumtnaranh SHAZ256 -
Cryptography HAz4
EEE SHA512
-
Validity Period :‘r' 1 I _’l—l
Certificate Database
Confirmation [~ Allow administrator interaction when the private key is accessed by the CA.
Progress
Results

L3

Mare about cryptographic options for a CA

<Previnus| Mext = I Install | Cancel | |
SRR TR R

_r
i |E R

Following links are available on the Configure Cryptography for CA window:

« Cryptographic service provider, hash algorithm: Click this link to open the
Cryptographic Service Providers help window that informs about cryptographic service
providers.

« More about cryptographic options for CA: Click this link to open the Cryptographic
Options for CAs window that informs about how to implement the cryptographic options.

The Configure CA Name window appears.

17. Copy text from the Common name for this CA field. This is used to define-DSCEP_COMMON _
NAME, -DSCEP_CA_DOMAIN and-DSCEP_CA_INSTANCE_NAME, while configuring
SCEP settings in EMM server. For more details, refer section 5.1.4
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18. Click Next to continue.
[
I " Configure CA Name

Type in & common name to identify this CA. This name is added to all certificates issued by the CA.

Add Roles Wizard

Before You Begin
B s Distinguished name suffix values are automatically generated but can be modified.
LBE Commen name for this CA:
Role Services IWIN—6E92G51415A—CA
Setup Type Distinguished name suffix:
CAType
Private Key
Cryptography
CA MName Preview of distinguished name:
Validity Period CN=WIN-6E92GE1415A-CA
Certificate Database
Confirmation
Progress
Results
Ly

Mare about confiquring a CA name

I corovos | wexts | ree | et | []
o 7:58 PM
8 [ B B g ™

ol [ B &

Following links are available on the Configure CA Name window:

« More about configuring a CA Name: Click this link to open the Certification Authority
Naming help window that informs about how to create a name.

The Set Validity Period window appears.

© 2018 by Kony, Inc. All rights reserved 81 of 277



Kony Management Windows Install Guide

Version 2.0

19. Click Next to continue.

E

Add Roles Wizard

= Set Validity Period

Before You Begin A certificate will be issued to this CA to secure communications with other CAs and with dients requesting

certificates. The validity period of a CA certificate can be based on a number of factors, induding the intended
Server Roles purpose of the CA and security measures that you have taken to secure the CA.

AD CS
Role Services Select validity period for the certificate generated for this CA:
I 5 I vI
Setup Type Years

CA expiration Date:  5/30/2019 5:28 PM
Mote that CA will issue certificates valid only until its expiration date.

Validity Period
Certificate Database
Confirmation

Progress
Results

More about setting the certificate validity period

< Previous | Mext > I Install | Cancel |

|- |
oser| [ & D

Following links are available on the Setup Validity Period window:

« More about setting the certificate validity period: Click this link to open the Certificate
Validity Periods help window that informs about how to renew a certificate issued from a
Windows based enterprise certification authority (CA).

The Configure Certificate Database window appears.
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20. Click Nextto continue.

[ Add Roles Wizard |l
E ﬁ Configure Certificate Database J
Before You Begin The certificate database records all certificate requests, issued certificates, and revoked or expired
certificates. The database log can be used to monitor management activity for a CA.
Server Roles
I Certificate database location:
Role Services [c:Windows\system32\Certiog Browse... |
Setup Type

[T Use existing certificate database from previous installation at this location

CAType
ForEimdnE sy el Ly
Private Key
oy [ci\Windows\system32\Certiog Browse... |

I
i [E >

The Confirm Installation Selections window appears.

< Previous | Mext > I Install | Cancel |

SO G o .
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Click Install.
[

Add Roles Wizard

Confirm Installation Selections

Before You Begin
To install the following roles, role services, or features, dick Install.
Server Roles
/i\, 1 warning, 1informational messages below
AD CS
Role Services @ This server might need to be restarted after the installation completes,
Setup Type () Active Directory Certificate Services
CA Type Certification Authority
= The name and domain settings of this computer cannot be changed after Certification Authority has
Private Key -
been installed.
Cryptography CAType : Standalone Root
CA Name C5F : RSA#Microsoft Software Key Storage Provider
- ) Hash Algorithm : SHA1
Validity Period Key Length : 2048
Certificate Database Allow CSP Interaction : Disabled

Confirmation

Progress
Results

Certificate Validity Period :
Distinguished name :

Certificate Database Location :
Certificate Database Log Location :

5/30/2019 5:28 PM
CN=WIN-6E92GE1415A-CA
C:\Windows\system32\CertLog
C:\Windows\system32\CertLog

Prin E‘ﬂg or save this information

I — e =1 1
nsm”EQ = ARG G S .

Following links are available on the Confirm Installation Selections window:

» Print, e-mail, or save the information: Click this link to open the
C:\\Windows\Logs\ServerManagerlnstallationLog.html

The Installation Results window appears with the confirmation message, stating that following
roles, role services, or features are installed successfully.
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Add Roles Wizard

[
|5 ﬁ Installation Results

Before You Begi
= The following roles, role services, or features were installed successfully:

Server Roles
,& 1 warning message below

ADCS
Fole Services ‘.i\‘ Windows automatic updating is not enabled. To ensure that vour newly-installed role or feature is
Setup T automatically updated, turn on Windows Update in Control Panel.
= ype -
CAType (~] Active Directory Certificate Services @ Installation succeeded
Private Key The f_cllowiTg role servit_:es were installed:
Certification Authority
Cryptography
CA Mame
Validity Period
Certificate Database %
Confirmation
Progress

Print, e-mail, or save the installation report

% Previous Mext = | Close I Cancel

I
i | >
22. ClickClose.

23. Click Server Manager > Configuration > Groups.
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24. The Groups section appears in the right panel. Add the administrator user to [IS_IUSRS group.

E_ Server Manager

=101

File Action View Help

&9 [0 XE = | HE

=, Server Manager (WIN-6E92GB1415 R

i) Roles
Features -
Diagnostice @ Administrators Administrators have complete and u... More Actions
=) Configuration @Bad{up Operators Backup Operators can override secu..,
() Task Scheduler ¥ Certificate Service DCO... Members of this group are allowed t...
Windows Firewall with Adve @Crwtographic Operators  Members are authorized to perform ... Mare Actions »
,&'_‘- Services @Distribuhed COM Users Members are allowed to launch, acti...
% WMI Control @Event Log Readers Members of this group can read eve...
= @ Local Users and Groups @Guests Guests have the same access as me...
[ Users 115 _] L Builtin group used by Internet Infor. ..
| Groups @Network Configuration ... Members in this group can have som...

Storage @Performano& Log Users Members of this group may schedule. ..

@Perﬁ:rmano& Monitor U... Members of this group can access p...

B power Users Power Users are induded for badw...
@Print Operators Members can administer domain prin...
@Remote Desktop Users Members in this group are granted t...
@Replimtor Supports file replication in a domain

@Users Users are prevented from making ac...

4 | o]

|
o | = P EG .

25. The following image shows that the administrator is added to IIS_IUSRS group.

© 2018 by Kony, Inc. All rights reserved 86 of 277



Kony Management Windows Install Guide
Version2.0

ITIS_IUSRS Properties

General |

%{ IIS_IUSRS

Description: IBuiIt—in group uzed by Internet Information Services.

Members;

Adrniriztrator

Remaove are not effective until the next time the

I Changes to a uzer's group memberzhip
user logs on.

oK Cancel | 4ecb | Heb

26. Onthe left panel, click Roles.

The Roles window appears in the right panel.
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27. Click the Add Role Services button.

E_ server Manager 100 x|
en| > = H
R erver Manager (WIN-GE52G8 1415
2 Roles L SS——————————
Features
Diagnostics View the health of the roles installed on your server and add or remove roles and features.
= Configuration
33 Task Scheduler
Windows Firewall with Advs (i) Events: 1informational in the last 24 hours ;I
% Services Best Practices Analyzer: To start a Best Practices
: Analyzer scan, go to the Best Practices Analyzer tile
% WMI Contrel ¥ r 9 ¥
antre on this role's homepage and dick Scan this Role
&=l &l Local Users and Groups
[ Users
. (2 Groups (~) Role Services: 1installed S Add Role Services
Storage & r Role Servi
ol = I e o emove Role Services
&, Certification Authority Installed
Certification Authority Web Enrollment Mot install
Online Responder Mot install
Network Device Enrolment Service Not install
Certificate Enrallment Web Service Mot install
et b Ceenllon mem b Pnlie Wlab Cmeimm Blad el x
« i
Description:
Certification Autharity (CA)is used to issue and manage
certificates. Multiple CAs can be linked to form a public key
infrastructure. |
[
4| | _>| £) Last Refresh: Today at :37PM  Configure refresh

e | = PG .

28. Select Network Device Enrollment Service checkbox. Click Next.
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Add Role Services

E Select Role Servic%

Role Services Select the role services to install for Active Directory Certificate Services:
Confirmation Role services: Description:
Progress || Certification Authority (Installed) Network Dew_ce Enm.”ment L
o ) makes it possible to issue and manage
Results [[] certification Autharity Web Enraliment e it s i E el i
[7] online Responder network devices that do not have

network accounts.

(B} 1\=twork Device Enrollment Service
[] certificate Enrollment Web Service
[] certificate Enrollment Policy Web Service

More about role services

< Preyvious | Mext = | Inztall | Cancel I

29. Select the Specify user account (recommended) option and select user account as
Administrator. Provide the User Name and Password . This User Name -DSCEP_CA _
USERNAMEand the Password -DSCEP_CA_PASSWORD is used to configure SCEP details

in EMM Server.For more details, refer section 5.1.4
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30. Click Next to continue. The RA Information tab becomes active.
Hrasroeences

ﬂ Specify User Account

Rale Services Select the user account Network Device Enrollment Service should use when authorizing certificate requests.
The user must be a member of the Domain and must be added to the local IT5_IUSRS group.

el [ |

User Account

RA Information  Specify user t ed)

Cryptography [ Select User. .. |

Web Server (IIS)
Role Services ” Use the application poal identity instead of a user account

Confirmation
Progress
Results

< Previous I MEeXE = | Install | Cancel | L
- 10:09 FM
2 [5G Bk o

I
e | B

31. Accept the default values for the RA Name and Country/Region fields. Click Next to
continue.The Cryptography tab becomes active.
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e ————————————c s o romimissnssrns S N DSOS T OO8 s
E__ Server Manager

File  Action Wiew Help
e=| 2= H
g Server Manager {C, [T 0 R a0 et ;
5 Roles ]
Features (\'( ] ) ) i )
Diagnastics Specify Registration Authority Information
A Configuration
=5 Storage ;I
Rale Services A registration authority will be set up to manage Network Device Enrollment Service certificate requests, Enter
the requested information to enroll For an A certificate.,
User Account [ g A Information
Required Information
¥ptography
: (CAD-KONY-CA-MSCEP-RA|
‘iteb Server (115} AR I |
Role Services Country Region: [us (United states) =l anage
Canfirnation
Progress et e (Certificates
Resulks E-mail: I
Companty: I
Department: I
City |
State/Province: I
< Previous | Mext = I Install Cancel —
Description:
=
Carkificskian Aukharib (O e ead b e star Mulkinla e can ha linkad ka Farm =
-
{‘ Refresh disabled while wizard in use

32. Accept the default values for Signature Key CSP and Encryption Key CSP fields, and then
click Next to continue. The Web Server (I1S) tab becomes active.
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—————— PR L1 P11 BT ———
E server Manager
File Action Wiew Help

&= 7

5) Roles ]
Features N
Diagnostics Configure Cryptography for Registration Authority

g Canfiguration
o5 Storage LI
Rale Services To configure cryptography, you have to select cryptographic service providers and key lengths for the

signature key and the encryption key used to sign and encrypt communications between the device and the
User Account ch,
Cryptography

RA Infarmatian

Signature key is used to avoid repetition of communication between the €A and the RA.

Signature key CSP; Key character length:
il Sories IMicmsnFt Strong Cryptographic Pravider j I2048 j Lyers
Confirmation
Encryption key is used for secure communication between the RA and the network device, .
Progress Certificate
Results Encryption key CSP: Key character length:

Microsoft Strong Cryptographic Provider d |2048 J

More sbout signature and encryption keys

< Previous | hlext = I Inistall Cancel -

Description:

FarkiFicakinn Aukhariko (08% ie nead ke iesis and manane carkficskas Mulkicls e canha lnbad bn Fae s LI
O P .
{i Refresh disabled while wizard in use

© 2018 by Kony, Inc. All rights reserved 92 of 277



Kony Management Windows Install Guide

Version 2.0

33. Click Next to continue.The Role Services tab becomes active.

TR 1 L O ——
L. Server Manager !En

File  Action View Help

&= 2wl
z Server Manager (G BRI AT [x] ;
5 Roles

Features
Diagnostics Web Server (1IS)
é Configuration

=5 Storage

Fole Services Introduction to Web Server {IIS) d

Lsar Account ‘web servers are computers that have specific software that allows them ko accept requests From client
computers and return responses to those requests, Web servers let wou share information over the Internet, or
through intranets and extranets. The Web Server role includes Internet Infarmation Services (115) 7.0, & unified
wieb platform that inkegrates 115 7.0, ASP.NET, and Windows Communication Foundation. II5 7.0 also features
enhanced security, simplified diagnostics, and delegated administration.

RA Information

Cryptography

Things to Note
ole Services =

+i . Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server anage
Confirmation traffic, especially when there are multiple roles on this computer,
n \|‘ The default installation for the Web Server (115) role includes the installation of role services that enable - ertificat
fostess ou ko serve static content, make minor customizations (such as default documents and HTTF errors), (EhelifEElD
Results monitor and log server activity, and configure static content compression,

Additional Information

Overview of Web Server (115)

Overview of Avallable Role Services in 115 7.0
115 Checklists

Comrnon Administrative Tasks in [1S

Overview of WIRM

< Previous | Mext > I Install Cancel —

Descripkion:

Farkifirskinn fuikhoribu 68 e ead ke ieena and manans cavkficskas Molkinla Che can ba inkad ko P s ﬂ
O o P .
{i Refresh disabled while wizard in use

34. Accept the default values and then click Next to continue.The Confirmation tab becomes
active.
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. . " SCEP-Windows2008

F__ Server Manager !En
File  Action View Help

e Alieal sall 7|

z ECERUENELEEM A dd Role Services [x] ;
3 Roles
Features .
Diagnastics Select Role Services
% Configuration
=5 Storage ;I
Role Services Select the role services bo install For Weh Server (115):
User Account Role services: Description:
RA& Information Weh Server provides suppart For
&l (O web Server 21 HTML web sites and optional support
Cryptography &l [ Commen HTTP Features far ASP.NET, ASP, and Web sarver
S (s Static Cortent: extensions, You can use the web
=8 erver Defsul: Document: Server to host an internal or external
Directory Browsing \Wweb site or ko provide an environment

" for developers to create Web-based anage
Canfirmation applications,
Progress [ webDav Publishing Certificate
ResLlts B [E Application Development

[] asp.NET

[ .MET Extensibility

[ ISAPI Filters

[] Server side Indudes

=l [E Health and Diagnostics
[V] Tracina LI
More about role services
< Previous | Next = I Inistall Cancel —
Description:
CawkiFic abinm Aukhavibo ST i nead Faicene and mmanana covkiFicskac olkicla ©Ac can be linkad Fa Favrn o LI

474 Refresh disabled while wizard in use
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35. Accept the default values and then click Next to continue.

‘‘‘‘‘‘ SCEP-Windows2008
E. Server Manager _[Ol =
File  Action Wiew Help
i'> Roles )
Features ‘\.9 . . R
Disgrastics Confirm Installation Selections
g Canfiguration
25 Storage
Role Services . . X ;I
Toinstall the Following roles, role services, or Features, click Install.
User Account
@ 2 informational messages below
RA Information
Cryptography ® This server might need ko be restarted after the installation completes. =
Web Server (115} () Active Directory Certificate Services
Metwork Device Enrolliment Service anage
Account : Application Pool Identity
R& Information:
Mame ; CAD-KONY-CA-MSCEP-RA Certificate
Resuls Counkry @ us
Email : «MNone
Company : <Mone=
Depattment : =Mone>
City : <Mone
State : <Monex
Signature Key 5P ; Microsoft: Strong Cryptographic Provider
Signature Key Length @ 2048
Exchange Key CSP Microsoft Strong Cryptographic Provider
Exchange Key Length : 2048
Challenge Phrase URL : http: fica0-kony-cajcertsry fmscep_adming
[PNRTIR NP — srren =
Print, e-mail, of save this information
< Pravious Rext = | Install I Canicel —
Description:
Carkification fubharibe fCAY ic Dead bnisena and manana carkificstac Mulkinks Cfe can ha linkad ko Form 2 =
.
% Refresh disabled while wizard in use
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36. Click the Install button to continue.

SCEP-Windows2008

£_Server Manager I ] B3
File  Action “iew Help
e=|Hm [
i O EGEN S 1 dd Role Services ;
i) Roles )
Features ‘\.( .
Diagrastics Installation Progress
é Configuration
=5 Storage LI
Role Services The following roles, role services, or features are being installed:
User & £
SErAseaun Active Directory Certificate Services
RA Informnation
web Server (11S)
Cryptography
Remote Server Administration Tools
Web Server (I15)
Role Services anage
Canfirmation
\ Certificate
&
Initializing installation. ..
< Previous flexk = Inistall Canice| B
Description:
avkifimakinn Aubhoviee (0% ie nead ke iesis and manane carkficskas Mulkinls ©As cam ha linbad bn Frem = =l

{‘i Refresh disabled whils wizard in use

The above window shows the installation in progress. After the installation is complete, the
Results window appears.

37. Verify the Active Directory services, and check if it is successful for the Active Directory
Certificate Services and Network Device Enroliment Service. Click Close to continue.
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SCEP-Windows2008
E Server Manager ) [ ] 3

Fle Action ‘Wiew Help
e[
i Server Manager (C BT LT 0Ta [ x] ;

i) Roles

Features R
Diagnostics Installation Results
g Caonfiguration

on torage

B
Role Services . . . —I
The Following roles, role services, or Features were installed successfully:
User Account:

. & 1 warning message below
R InFarmation

Cryptography A Windows automatic updating is nob enabled. Ta ensurs that vour newly-installed role o Feature is
automatically updated, turn on Windaws Update in Control Panel.
Weh Server (115) -
(~) Active Directory Certificate Services @ Installation succeeded
Rale Services
The Following role services were installed:

Confirmation
Network Device Enrollment Service

anage

Progress

(=) web Server (IIS) @ Installation succeeded ertificate

The Following role services were installed:
Web Server
Common HTTFP Features
Stakic Content
Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
application Development
ISAPI Extensions
Health and Diagnostics LI

Print, e-mail, or save the installation report

<= Previous Mext = | Clase I Canice]

Nesrrintion: =l
"
% Refresh disabled whils wizard in uss

38. Click the Server Manager icon on the task bar. On the left panel, click Roles. The Roles
window appears.
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s D DO O s o

e Server Manager !Elﬁ
File  Action View Help
ke | el

3) Roles - W W W
Features \

Diagnastics * Miew the health of the roles installed on your server and add or remove roles and Features.
* Configuration
=5 Shorage

(=) Roles: 2 of 17 installed 5"‘3 Add Rales d

i} Remove Roles
® Active Directory Certificate Services

web Server (TIS)

(~) Active Directory Certificate Services [ &0 cshelp

Active Directory Certificate Services (AD C5) is used to create certification authorities and related role services that allow you to issue and manage
certificates used in a variety of applications,

(~) Role Status G0 to Active Directory Certificate

Services
Messages: Mone
System Services: all Running
(i) Events: 3 informational in the last 24 hours
Best Practices Analyzer: To start a Best Practices Analyzer scan, go ko the Best Practices Analyzer
tile on this role's homepage and click Scan this Role
(~) Role Services: 2 installed f‘ﬂ Add Role Services
= :
Remove Role Services
Rale Service | Skatus | 'ﬁ
&, Certification Authority Installed
Certification Authority Web Enrollment Mot installed
Online Responder Mot installed
ed
Certificate Enrollment Web Service Mot installed
Certificate Enrallment Policy Web Service Mot installed
Niearrinkinn: =l

\E Last Refresh: Today at 11:17 AM  Configure refresh

39. Under Role summary, click Add Role Services.

40. Open Server Manager and expand Roles. From Web Server, select Internet Information
Services (lIS) Manager.

41. Inthe lIS Manager window, select Application Pools. Click Application Pools and select
SCEP from the Application Pools window.
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Esovertonger __________________ — ———————————————muQ
File Acion Wiew Help
R e ] el 7|
S Server Manager (CAD-KONY-CA)
5 3 Roles
y Active Directory Certificate Services o e
" g [acions
@ Application Pools
;z.aatm y | CETEANT Y ﬂ L5 add Appiication Fool...
iagnostics ©
Start Page Set Application Pool Defaults. .
| Configuration & qg CADKORY-Ch (CAD-KONY-Calag] | TS Page Iets you view and manage the lst of application pasls on the server. Agglication % Ppplcaten o e
Storage pools are associated with worker processss, conain one or mors applications, and provide Application Pool Tasks
L=} Application Pocls fsalation among different applications.
&l Sites B Start
Filter: - (e - (5 show Al | Group by: ® s
Mame_~ Status | ET Frame... | Managed Pipeli... [ Identit 2 Recyde...
“YDefaultbppPonl  Started  vZ.0 Integrated applicationPodlider = =
" Edit Application Pool
Basic Settings...
Recycling. ..
Advanced Settings. ..
Rename
K Remave
wiew Applications
@ rep
orline Help
4| | |
. - (o e v RO
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42. Right-click the SCEP application and click Advanced Settings.

. . . SCEP-Windows2008 . "

File Action View Help
e»|s= @

S Server Manager (CAG-KONY-CA) Internet Inform Services ([15) Manager
B 5 Rales
@@ » CAD-KONY-CA P Application Pools e -

? Ackive Directary Certificate Services
- [actons
qﬂ Application Pools

Web Server (115)
- 5
5 Add application Podl. .

J) Internet Information Services (I15) Manag

Featuras iﬂ,' H |~E |u’
i 9 Start Page Set Application Pool Defaulk

'} Configuration 1 €3 CADKONY-Ch (CAD-KOMY Cijac] | 172G lets you vien and manage the st of applicaion pos o the sever. Applction T B
3 storage pools are associated with worker processes, contain one or more applications, and provide

B N N Application Pool Tasks
isolation smong different appications.

Application Fools

/| Sites P Start
Fiter: - (G - G show Al | Group by: s || ® s
Name - [ status [ .MET Frame... [ Managed Pipeli... [ Identity 2 Recyde...
DefaultippPonl  Started w20 Integrated fipplicationFoolider
5 Edit Application Paol
2 Add Application Podl. . Basic Settings...

Set Application Pool Defaults... Recycling...

Advanced Settings...
Start

»
Rename
[ = naTE .
P K Remove
= Recyde.., Remove
Basic Settings wiew Applications
Recycling. .. @ help
‘ Advanced Settings... Grling Help
Rename
K Remove

View Applications

@ Hep

Onling Help

4] | |
1] | >l | » . - Content View

43. Fromthe Advance Settings window, double-click Load User Profile to change the property
from false to true. Click OK to continue.
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Server Manager 18 [=] 3

Fle Action View Help
| 7w
iServer Manager (CAQ-KONY-CA) Internet Information Services {I15) Manager
B §° Roles —_—
e oneery conteassress | ey | D < <] ~he-
) ¥ Weh Server (115)
) ntemet Infcmtion Srvics (1) enag [ICORBERONS] [ (General = [actons

Features - b= HET Framework Version v2.0 & ed applcation Pacl, .
Disgnostics & surt s Enable 32-Bit Applicat Fal
i 5 Start Pa nable 32-Bit Applications alse y Set Application Pool Defaults,
| Configuration 4 &5 caoko Fanaged Fipsline Mods Classic o the server, Application
Starage D Name SCEP & applications, and provids Application Pool Tasks
Queue Length 1000 P Start
Skart Autanatically True up b B stop
ECED W Pipsi... | Idsntity Z Recyde...
Lirit g ed ApplicationFoolldsr
Limit Action NoAction applicationPoslider
Limit Interval (minutes) 5
Frocessar Affinity Enabled False - Recyding...
2 Affinity Mask 4294967295
rocessor Affinity Masl Advanced Settings.
Bl Process Model
Identity ApplicationPoolIdentity e
Idle Time-out (minutes) 0 X Remove

True

Mazximum Waorker Processes Wiew Applications
Ping Enabled False @ Help

Ping Maximum Respanse Time (seconc su

nline Help
Ping Period (seconds) 30
Shutdown Time Limit {seconds) a0

bartuin Time Linit {seconds) an =

Load User Profile

[loadUserProfie] This setting specifies whether 115 loads the user profile for an
application pool identity. When this value is true, IIS loads the user profile For the
application pool identity. Set this valus ta falss when you require the 115 6,0 beha. .

oK Cancel

7

4] |
<. { il ol Eree]

Content Yiew
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44. Right-click the SCEP Application pool, and click Stop.

SCEP-Windows2008

Eoervervager ————————— —— ———— —— — — — — ——— — ——— — — —  mEEG
File Action view Help

b e A
= Server Manager (CAD-KONY-CA) Internet Informs Services (I15) Manager
5 3 Roles
Active Directory Certificate Services @_@ [Q b CAD-KOMY-CA ¥ Application Paols | ~ @ -
[ €5 web Server (115}
et InformationSices (175) e | IEGRECUGREN ] cati Adiens
b 0’3 Application Pools

Features CEEETESTY 1 Add application Poal...

Diagnostics
Set Application Pool Defaults...

G5 Start Page
2 CAB-KONY-CA (CAD KONY-Cajady | THE Pa38 1265 you view and manage the It of spplicaion posks on the cervar. Agplication
pocls are associated with worker pracesses, contain one or mare spplications, and provide
isolation among different applications.

/| Configuration
25 storage

2 Application Pools Application Pool Tasks

[&] Sites Start
Filter: » 6o~ (Gshow Al | Group by: .
Name_~ | Status | .NET Frame... | Managed Pipeli... | Identi: } Recyck
DefaulkfppPosl  Started w20 Integrated #pplicationPoolider
= Edit Application Poal

7 ndd Application Paol... - Basic Settings...
Set Application Poal Defaults. . Recydling...
b s | Advanced Settings...
Stop Rename
Recydle. . X Remove
Basic Settings. .. Wiew Applications
Recycling. .. @ neip
Advanced Settings... Online Help
Rename
K Remove

view Applications
@ Hep

Online Help

4 | |
Bl | | vl [[= Features view |\ Content view
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45. Right-click Application Pool and click Start.

s S WINIOWS 2008 e

.. Server Manager o [=] E3
File Acion Wiew Help
= z[mH
i Server Manager (CAD-KORY-CA) Internet Information Services (1IS) Manager
= 3 Roles —
@ Active Directory Certificate Services @-@ L} v CADKONY-CA » Application Pocls |& B e
B %5 web Server (II5)
) et et Srices (15 s RRERHONR R | .. cati [agions
Application Pools
Fesvs T F B i
iiagnostics T
Start Page set Application Pool Defauls. ..
/| Configuration & qg A0 KONY-CA (CAG-KONY-Caay | This Page Iets vau view and manage the list of application posls on the server, Application S O
22 storage S s pools are associated with worker processes, contain one or mare applications, and provide application Pogl |
! Application Pools isclation amang different applications.
(] Sites b start
Filtsr: - (o - (5 show Al | Group by: RIEED
Name_~ NET Frame. . 2 Recyce...
“JDefaultappPool  Started  v2.0 d pplic
i"l'EF‘ A Edit Application Poal
) Add Application Fool... Biasic Settings. .
Set Application Pool Defauls. .. Recyeling...
Advanced Settings. .
b Start
Rename
Stop
K Remove
> Recyde... :
Basic Settings. . View Applications
Recycling... @ Help
Advanced Settings... Online Help
Rename
K Remove
View Applications
@ Hep
Online Help
ll | i
” | 1)l poog

46. Open Windows Registry with the command regedit

47. Navigate to the location HKEY_LOCAL_
MACHINE\Software\Microsoft\Cryptography\MSCEP

48. Create a new registry key UseSinglePassword.

49. Inthe UseSinglePassword key, create a DWORD key UseSinglePassword and set its value to
0.

50. Create a new registry key PasswordMax.

51. Inthe PasswordMaxkey, create a DWORD key PasswordMax and set its value based on your
environment.

Note: Recommended value is 50% of your total ios devices.
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52. Click UseSinglePassword folder.

Edit DWORD (32-bit) Value window appears.

53. Find the registry key value as UseSinglePassword and modify Value data as 1. Click OK to
continue.

Registry Editor

L E
Ey

Edit %iew Favorites Help

. Amazon ;I Mame ‘ Type ‘ Data
. AT Technologies b (Default) REG_S5Z (value not set)

| CESTEST T8|UsesinglePassword  REG_DWORD 000000000 (0)
. Cikrix

. Classes
. Clients

. Khronos
Micrasoft

. Active Setup
| ADs Yalue name:

&

&

b

| Advanced INF Setup IUseSingIeF‘assword
i Q;(P;.NET Walue data Base
&

&

&

&

&

4

- | Assistance 1 & Hexadecimal

| BestPractices " Decimal

E-E-E-E-E-E-E-E e e e e e e

- E- - -

, BidInterface
. COM3
. Command Processor Cancel |
. Cryptography
| AutoEnroliment
Calais
CatalogDB
- | CatDBTempFiles
| CertificateTemplateCache
. Defaults
M3CEP
Pl CAType
=L CertsIndyStore

=

|CumDuter\HKEV_LOCAL_MACHINE\SOFTWARE\Mi:msuft\CryDtUgraphy’\MSCEP\UseSing\ePasswurd
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54. From the Server Manager, navigate to CAO-KONY-CA section. Right-click to go to properties.

SCEP-Windows2008

B, Server Manager _[O]x

File  Action  View Help

le=sz2EHc= HE HR

54 Enterprise PKI
g

T, Server Manager (CAD-KONY-CA) CAD-KONY-CA, Actions
= 3 Roles - ] ) I R 710- KONY-CA, -
£l E Active Directory Certificate Services =
| Revoked Certificates

[l Issued Certificates

Templates -

BN Cao-ronv-Ch [ Pending Requests
| Revoked:  AllTasks 4 [ Failed Requests
T < —

= Wi »
| PendingR "

More Actions »

[ Failed Ret  Refresh
5 weh Server (T15) Export List. .,

®
[
&

Features

Diagnostics !
& 5} Configuration Help
Storage

=+

[Opens the properties dislag box For the current sslection.

55. Under the Security tab, select Administrator and allow all the permissions displayed in the
image above. Accept the default values and click Apply. Click OK to continue.
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SCEP-Windows2008
File Action View Help
EE A GEIENEN =T ]
=L Server Manager (CAG-KONY-CA) CAO-KON | Actions
El 3 Roles T il <o -Kory-ch vy
= B Active Dirsctory Certificats Services |oame HE
5 Enterprisa PKI % Revnl;ed Ce;tlﬁca (CAO-KONY-CA Properties More Actions »
i Issued Certificate
- % E:’U“iga;i TceA’"D'atES = Pending Requests Edensions | Storage | CenlficaleManagers |
] Revoked Certficetes | Failed Requests General | Policy Module | EstModde |
= o Enmoliment Agents Auditing Recovery Agents Secuiity
(1 Issued Certificates
71 Pending Requests Group or User namss:
[ Failed Requests
Everyone
5 web Server (115) B e
Features

Diagnostics
/| Configuration
Storage

Add, Remave

Pemissions for Administrators

Allow Deny
Read ]
Issue snd Manage Certificates ]
Manage CA [m]
Request Certificates [m}
Learn about secess control and
0k [ Cancel | gl Help
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56. Navigate to the Policy Module tab, and then click Properties.

SLEF-WINQOWS £UUs

ELSMINGOWE UMD,
E._ Server Manager _[Of x

File Action ‘Wiew Help
N EENEE I IS

2]
= 3 Roles T T € a0k oNy-C A -

£l B Active Directory Certificate Services = -
54 Enterprise PKI [ Revoked Certiica I A L A [7]x] Mare: Actions

T Certificate Templates [ Tssued Certificate

5 G CABKONY-CA " pending Requests | EMelment Agents | Audiing | Recover Agents | Secuiy
|| Revoked Certificates [ Failed Requests Extensions | Storage | Certificate Managers
71 Tosued Certificates General Py Moduls | Esithodue

] Pending Requests

| Faied Requests Description of active policy module |
65 Web Server (115) Name: ‘Windows default
;:gt:;:;:s Description gpemhgs hnwdtSn hasdl‘e :erlc\f'g‘:ala requests far
! Configuration s B.:telprlse and Stand-alone Cas
Storage
Copyright: © Microsoft Corporation. Al ights reserved
Propetties Select

ok [ Cancel | el Help

57. Select Request Handling property as "Follow the settings in the certificate template, if applicable
Otherwise, automatically issue the certificate"
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58. Click the Apply button and then OK to continue.

SCEP-Windows2008

E._ Server Manager
File

Action  View  Help

e EIEEE
=L Server Manager (CAG-KONY-CA) CAO-KON | Actions
B CAD-KONY-CA a
= Active Dirsctory Certificate Services EE—
g5 Enterprise PKI = et (HATIE AT More Actions 3
& Issued Certificate
- % oot Templates rodng Requeas | EmolmentAgents | Augiing | PecoverpAgerts | Secuit
7| Riovoked Certicates oo Roquests | Extensiens | Storage Certficate Managers
[ Issued Certificates General Folicy Module Exit Module
% Perin Rem sts |- Deseription of active policy modle
i
Properties
W5 Wieb Server (115) P [2]x]
Features Request Handing |
Diagnastics

(| Configuration
Storage

The Windaws default policy madule cantrols haw this C& should handle
cartiicate requests by defauit

Do the following when a certificate request is received:

" Setthe certificate request status ta pending. The administrator must
explicity issue the certificate.

© Follow the seftings in the certificate template, if applicable.
Otherwise, automatically izsue the certificate.

Il

0k | Concel Apply |
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59. Accept the message, and click OK to continue.

SCEP-Windows2008

Shaiingows 008

E_ Server Manager _[Ofx
Fle Action View Help
I EENEE I T
= Server Manager (CAD-KONY-CA)
B ia)ge»;t Directory Certificate 5 NRE——

ctive Directory Certificate Services

& Eorrmtn Pl T CAD-KONY-CA Propes K

] Certificate Templates [ Tssued Certifirate

El gl CAU-KOWY-CA

| Actions

KONY-

Mare: Actions »
7 pending Requests | Enmolment Agents | Audiing | Fecovewdgents | Secui
1] Revoked Certificates [ Failed Requests Extensions | Storage | Cettificate Managers
[ Issusd Cartficates General Py Moduls | Exitodue
[ Pending Requests

[ Failed Requests
5 web Server (115)
Features Request Handing |
Diagnastics
/| Configuration
Starage

1~ Deseription of active policy module:
Properties

The Windaws default policy module controls how this C4 should handle
cartificate requests by default

Do the following when a certificate request is received:

Windows default [ x]

Active Directory Certificate Services must be restarted For these
changes to take effect.

Il

oK Cancel oppy |
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60. Go to Server Manager and select Active Directory Certificate Services (ADCS).

SCEP-Windows2008

Eoeverronager —____________ ____ mEm

le  Action w Help
le= | #[FE

T, Server Manager (CAD-KONY-CA)

Active Directory Ce

ate Ser
= 3 Roles
Active Directory Certificate Services @_l
Active Directory Certfficate Services (AD CS)is used to create certification authorities and related role services that llow you to issue and manage certficates used in 5
5 Web Server (I15)
el g varstyof applications.
eatures

Diagnostics =
/| Configuration (~) Summary ]
25 storage

(~) (i) Events: 3 informational in the last 24 hours

G0 ko Event Viewer

SF Huraber of svents: 3 B Fker evenis
Froperties

Level [ EventID [ Date and Time [ source [ = Hide Al Events

[ @ 1nformation 26 2/4/2014 11:17:05 AM Certificati... o= Al Events

(i) Information 3 7 Certificatl...

(D Infarmation 26 2/4/2014 11:05:21 AM Certificati...

£ Go o Services

Service Name Preferences
B stop
‘orld Wide \web Publishing Servies  wilsve Running P st
Il restart
Description:

Creates, manages, and removes X509 certificatss For applications such as SIMIME and S5L, IF this ssrvice Is stopped,
certificates wil not be created, If this service is disabled, any services that explicitly depend on it will Fail to start,

(~) Best Practices Analyzer: To start a Best Practices Analyzer scan, dick Scan this Role 3 Sean This Role

Honcompliant (1) |Exc\udad (0} | Compliant (o3 | Allo) | = Excluds Result
Severit [ Title [ categor | | e mnclude Result
Praperties
E3 Copy Result Properties |
4% Last Refrash: Today at 11:27 AM  Confiqure refresh

61. Click the Restart button to restart this service.
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6.1.3 Installing SSL Certificate on IIS Web Server

The Secure Socket Layer protocol ensures secure transactions between web servers and browsers.
The protocol uses a third party, a Certificate Authority (CA), to identify one end or both end of the
transactions for HTTPS communication.

To set up SSL on an Internet Information Services (IIS) computer, follow these steps:

1. You need the certificates for HTTPS communication.To procure any SSL certificate, follow
these steps (applicable to all SSL vendors):

i. Generate CSR (Certificate Signing Request).
ii. Submit CSR to CA (Certificate Authority).
ii. Get/download a Signed SSL provided by CA.

iv. Sign the Certificate with private key and other supporting associated ROOT and
intermediate certificates.

Note: Self Signed Certificates are not supported.

2. You need to procure these certificates from any of the CA vendors, preferably:

« Verisign - Verisign Secure SSL

« GoDaddy - GoDaddy Secure SSL

Note: We have tested with Verisign or GoDaddy only in DEV/QA and production as these
certificates have maximum mobile device compatibility.

These certificates require 600 octal file permission so that the SSL keys can be read.
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he server instance that will be installed should have a valid DNS name that matches the

ommon name. SSL should be a trusted certificate issued by a valid certificate authority (as
sted above) and it should be compatible on mobile devices.

1. Goto Start> Run, enter the command inetmgr, and then press Enter key.
6@ [qﬂ> Skart Page I" !’I\|®.
File  View Help
Q- H|Z 8

-] WIN-CRTUASANHM 1 (WT

Connection tasks

el | . Connect to localhost 115 Mews and Information
@WIN-ONUF\SENHMI localhost Conneck to a server, ., 115 Dovunloads
Zonnect to asite... 115 Forums
Connect to an application. .. TechMet
30N
P I _,I ASP.MET Mews
\ 7
IS News

Enable 1S Mews

115 Mews is disabled, click the Enable 115 Mews link ko get the most recent online news,

Ready
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®E Internet Information Services (IIS) Manager [_ O] x|
File  Wiew  Help
@9 WIN-O3JUASSNHM1 Home
&' H l la: ©Open Feature
&3 Start Page :
B ‘g WIN—OE?UASSNHMI oy | _Titer v Blee - GigShawal | Groupby: Area - Manage Server
== -
2 Ppplcation Pooks ) = == [N TEES =7 a] || & Restart
& Sites Authentication  Compression Default Directory Error Pages Failed Request Handler P Start
Document Browsing Tracing Rules Mappings
B stop
‘_._‘_* ; = - £
B al § =i 1 Yiew Application Pools
2 4 B § = H e
HTTPRedirect  HITP  [SAPlandCGl  Logging  MIME Types  Modules Output o e
Respo... Restrictions Caching @ Help
@ q Online Help
@y
Server worker
Certificates Processes
Management
) —
&
Confi ki Feat Shared
orpqueten heMEL oML [
‘l . @Features View L“-_;‘CDntent Wiew
Ready qj_:;

3. On the right pane click on Import.

"E Internet Infor n Ser 5 (1I5) Manager

@—@ [ﬁa b OWIN-O3IUASENHML b

File  View Help

Q-7 e
ig Start Page
= qﬂ WIN-OZILASENHMI (W,
2} pplication Pools

0";! Server Certificates

Mame = | Issued To

Use this Feature to request and manage certificates that the Web server can use with \Web sites configured for SSL,

| Issued B

Import...
Create Certificate Request...

| Expiration Dia Complete Certificate Request,.,

8| Sites WIN-O3IUASENHML-CA

21|

WIN-OZIJASENHML-CA

H3(2019 6.3 Create Domain Certificate. ..

Create Self-Signed Certificate...

@ Help

Online Help

| | o] [EJrestures view |2 content vien

Ready

b=
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4. Select SSL certificate in .PFX format, enter certificate password if any, and then click OK.

Impork Certificate EHE |

Certificate file (. pFx):

IC:'l,n:erts'l,ssl_n:ert_ﬁle.pfx - |

Passward:

v Allow Ehis certificate to be exported

Ik I Zancel

5. Onthe right pane, click Bindings.

‘E Internet Information Services (I1S) Manager [_ O]

@_@ [ @ » WIN-OZUASSMHMI b Sikes » Default web Ste » ] w| 1@ -
File  Wiew Help
Default Web Site Home ; =
@,’v H |2‘| |& ) Explore —
s---iﬂ Start Page — Edit Permissions
= qa WIN-D3ILASENHMI (W1 Filter: - %Go - %Show All |Group by: Area - - —
Q Application Pools IIS )= Edit Site
- &) Sites Bindings...
& Default Web Site h A | u%‘! =] Basic Settings. ..
) ¥ asic Settings
Authentication  Compression Default Directory Error Pages Faled Request  Handler View Applications
Docurnent Browsing Tracing Rules Mappings view Virtual Directories
i
=2y R u%ﬂ - Manage Web Site (~)
el - Jj_ i - 2 Restart
HTTP Redrect  HTTP logging  MIME Types  Modules Output S50 Settings -
Respo... Caching B Start
B Stop
Management Browse Web Site
[&] Browse *:80 (http)
- Advanced Settings,
Configuration =
Editor pu Configure -
ﬂ Failed Request Tracing...
= = N Limits...
| | » EFeatures View |2 Content View Frem— | |
Ready ‘i:i
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6. Click Add.
Site Bindings EHE

Tvpe | Host Mare | Port | IP address | Binding add. ..

http a0 #
Edit. .. |
Eemove |
Browse |

1] | i
Close |

7. Select https from Type drop-down list, All Unassigned as IP address, and then select
SSL certificate from the drop-down list.

Note: In case if you are using specific domain SSL please also mention hostname as well.
In case multiple IP addresses available on the system please select one from the IP address
drop-down list instead of selecting All Unassigned.

Add Site Binding EE |

Tvpe: IF address: Port:
Ihttps j I.ﬁ.ll Unassigned j |443
Hosk name:

541 certificate:

* konylabs.net WiEw, . |
(] 4 I Cancel |

8. Click Restart from the right pane to restart IS service.

© 2018 by Kony, Inc. All rights reserved 1150f277



Kony Management Windows Install Guide

Version 2.0

®E Internet Inform n Services (II5) Manager [_ O]
6@ | @ » winosiesenHMI b Skes ¥ DefaulkwebSte > | & @ -
File  ¥iew Help
Default Web Site Home ; 5
“.‘ I'l_" l-ﬁ lu 42 Explare —
i.i Start Page Edit Permissions.
65 wiv-omussenrmy gwy | - Hleo - Ghshowal |Groupby: area U
-} Application Poals Is 1= Edit Site
Sites Eindings. ..
Defaulk Weh Site 3 1 " -!
0 @ @ @ % »:{ Basic Settings. ..
Authentication Compression Diefault Directary Error Pages Falled Request  Handler View Applications
Document Browsing Tracing Rules Mappings View Yirtual Directories
P - r Er sl M, web sit
b i n " . anage Web Site
9e] = J ’! @ﬂ & = Restart
HTTP Redirect HTTP Logging MIME Types Modules Cutput S5L Settings e
Respo... Caching b start
B stop
Management Browse Web Site
Browse *:&0 (htkp)
Browse *:443 {https)
Confi i L
DHEE:;;? on | Advanced Settings...
;I Configure
Failed Request Tracing, ..
akures Wiew (2 Conkent Yiew
1| | » |\ Limik hd
Ready

9. Once service is restarted, reboot Windows server.
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6.1.4 Configuring EMM Server with SCEP values

During EMM installation, if iOS device enrollment is supported, Installer may ask for SCEP server

details. Based on SCEP copy of installation, provide SCEP values. The details given below can be

obtained from the SCEP Server.

SCEP Values

Description

-DSCEP_CHALLENGE

SCEP Password challenge (Refer Step no 12 under section
223)

-DSCEP_SERVER_URL =<your
SCEP server>

SCEP Service URL(Refer Step no 10 under section 2.2.3)

-DSCEP_KEY_SIZE=2048

RSA key size in bits either 1024 or 2048 (Refer Step no 10
under section 2.2.2)

-DSCEP_CA_INSTANCE_
NAME=<your SCEP instance

name>

Certificate authority name used in SCEP installation.(Refer
Step no 12 under section 2.2.2)

-DSCEP_COMMON_NAME=<your

SCEP instance common name>

Representation of X.500 name for example, O=Company
Name,CN=Foo (Refer Step no 12 under section 2.2.2)

-DSCEP_CHALLENGE_URL
=<your SCEP server challenge
URL>

Preshared secret for automatic enrolment (Refer Step no 11
under section 2.2.3)

-DSCEP_CA_DOMAIN =<your
SCEP server domain name>

Domain name of the user account used while installing
SCEP.(Refer Step no 12 under section 2.2.2)

-DSCEP_CA_USERNAME=<your
NDES usename>

Account user name used while installing SCEP service.
(Refer Step no 21 under section 2.2.2)

-DSCEP_CA_
PASSWORD=XXXXXXXXXX

Password of the user account.(Refer Step no 21 under
section 2.2.2)
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6.1.4.1 SCEP Configuration Example

Replace XXXX with the values used during your installation.
-DSCEP_SERVER_URL=https://ca. XXXXXXXX.com/CertSrv/mscep/
-DSCEP_KEY_SIZE=2048
-DSCEP_CA_INSTANCE_NAME=CAOQ-XXXXXXXX-CA
-DSCEP_COMMON_NAME=CAOQ-XXXXXXXX-CA
-DSCEP_CHALLENGE_URL=https://ca. XXXXXXXX.com/CertSrv/mscep_admin
-DSCEP_CA_DOMAIN=CAQ-XXXXXXXX-CA
-DSCEP_CA_USERNAME=administrator

-DSCEP_CA_PASSWORD=XXXXXXXXXXXX
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6.2 Kony Exchange Service Setup

To allow communication between the Windows Server 2008/2012 and your corporate email exchange
server (to enable block and unblock email access on enrolled devices), Kony Exchange service should
be configured. Using this service, you can also restrict email clients that can be used on enrolled
devices.

To set Kony Exchange service,

1. Enable powershell remoting using the "Enable-PSRemoting" cmdlet. Ensure that you have
admin privileges before you execute this command. For more information, refer
http://technet.microsoft.com/en-us/library/hh849694.aspx

2. Set trusted hosts. This includes a list of ip addresses or DNS names from which you need to

entertain powershell remoting.
Powershell console commands are:

cd WSMan:\localhost\Client : This will move to the WSMan Client
policy

directory.

Set-Item .\TrustedHosts * : "*" will allow all. Incase Exchange
Servers

IP/DNS is supposed to be trusted add it inplace of "*"

Note: If there are multiple trusted hosts, seperate them by commas.

3. Allowing/Disallowing unencrypted traffic:
Unencrypted traffic means using HTTP. If remoting has to work over HT TP, use the following
commands:
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cd WSMan:\localhost\Client: This will move to the WSMan Client
policy directory.
Set-Ttem .\AllowUnencryptedTraffic S$true: This will allow the

session to work without encryption

After executing the above mentioned commands on powershell, open IIS Server
Manager>Sites>Default Web Site>Powershell and enable SSL.

Disallowing unencrypted means using HTTPS. The commands are as follows:

cd WSMan:\localhost\Client
Set-Item .\AllowUnencryptedTraffic $false

After executing the above mentioned commands on powershell, open IIS Server Manager>
Sites>Default Web Site>Powershell and disable SSL.

4. Install the Kony Exchange Service. During the service installation, feed in appropriate values. If
powershell is enabled to work on HTTPS in the server configuration, give the Exchange Server
URLIlkehttps://<hostname>/powershell/ elseitappearslike

http://<hostname>/powershell/

Note: Execute the following command in the Powershell console as an administrator
to confirm that Powershell remoting is successful. New-Possession -
Configuration Name Microsoft.Exchange -Connectionless
<your exchange server Cockleshell URIC> -Credential <your
user logo> -Authentication Basic -Allow Redirection

Enter password when prompted. Session details will appear on the console

For more information, refer Kony Exchange Service Document.
Kony Exchange Service Document
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6.3 Kony Windows Mobile 6.x Group Policy service installation

As mentioned in http://technet.microsoft.com/en-us/library/dd261866.aspx a machine that supports
GPMC has to be in the domain in which SCMDM 2008 server is installed. To support Windows Mobile
6.x devices on EMM, Group Policy service must be installed.

Important: This service has to be installed on the machine that supports group policy
management. This machine should be accessible to SCMDM 2008 machine. It need not have a
public IP and can remain with in the corporate domain.

The Installation file can be downloaded from the developer portal.
1. Enable PowerShell scripts to run on Group policy machine. For more information visit the page.

2. Install ITnstallerGPMCMDM.ms i onthe machine as per below section:

Service Configuration: This section defines the parameters for GP service with which it will be
started.

a. (URL): Address on which service will listen to the requests.

b. User Name and Password : Valid credentials are required to install the MDM service.

Kony Server Configuration:

This section defines the credentials of Kony Server User that is used to generate the
HashKey to validate the requests.

« Once Install button is pressed, installer will install the GPMC service along with its
Config.xml file.lInstallitinthe machine and startthe service.

« Once the service is started, it will serve the request on URL configured during
installation.
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« Tovalidate the request, once the request reaches to the GPMC service, service
uses the Kony Server User credentials definedinconfig.xml andgenerate

the hash key at its end. Once hash key is generated by MDM service, it matches it
with hash key received in request. That is the process of authentication under the
hood

3. Go to the installation directory on the machine on which GP Server 2008 was installed. A
"Config.xml"fileis found with a layout similar to:-

<Config>

<UserName>KonyServerUser</UserName>

<Password>Password</Password>
<ServiceUserName>KH1446</ServiceUserName>
<ServicePassword>Password#123</ServicePassword>
<QueueSize>200</QueueSize>

<Logging>true</Logging>

<MDMInstance>mdml</MDMInstance>
<MDMServerUrl>https://*:8878/</MDMServerUrl>
<PolicyServerUrl>http://gpmc.pftest.local:8883/</PolicyServerUrl>
<PolicyServerCallbackUrl>http://winmdm.pftest.local:8585/</Policy
ServerCallbackUrl>

</Config>

Explanation for the configuration parameters values:

« UserName and Password: These parameters get configured with the value provided
during installation. Refer Step number 4 for more information.

. ServiceUserName and ServicePassword: These parameters are configured with the
value provided during installation. Refer Step number 4 for more information.

« Queue Size: This is the size of the queue maintained by this service for asynchronous
processing. Enter a convenient value. If the queue gets full, the service is denied to the
clients.
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« Logging: Make it true if windows event logging is needed, else false.

« MDMinstance: During the MDM Server installation, a MDM Instance name is given. Give

that instance name here.

o MDMServerUrl: Enter the server DNS or IP here along with port on which this service is
supposed to listen. If https is used, refer to the step number 5 for binding SSL port with a
certificate.

« PolicyServerCallbackUrl: This is the same machine as MDMServerUrl except that it

must listen on a different port. Choose a different port.

« PolicyServerUrl: This is the DNS/IP of the machine on which group policy execution is
enabled. Give the DNS/IP and Port on which the group policy will be launched.

Open the windows logs and check for any errors. If no errors, the service will start listening
incoming connections on PolicyServerUrl. If any error is found, the service will not work as
desired. It may even stop.

Note: Ensure that the port given is proper and also the DNS/IP is accessible in the domain.

Important: If Config.xml needs to be changed for any reason, before making the

changes, stop the service using stopService.ps 1. Make the changes and use
restartService.ps1to restart the service.

4. The Kony MDM Console requires the PolicyServerUrl as mentioned inthe Config.xml

files in installation path. Note this URL and use itin Kony MDM Console.
5. Tobind a port with a SSL certificate for secure communication (https):
a. Forwindows 2003 download "Windows 2003 SP1 Support Tools" from this page.

These tools contain a tool called "ht t pc f g . exe" which allows to bind a port with a

SSL Certificate. Information about this tool is mentioned on this page.
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Fornewer OS "httpcfg.exe"isobsolete and replaced with"'net sh . exe" as given

on this page.

b. Fornewer OSes (2008, Vista) powershell command can be used to bind a port with SSL

Certificate. More information is given on this page.
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6.4 Windows Server for Windows Phone App Wrapping

6.4.1 Software Requirements

Component Version
Visual Studio Visual studio 2013 express edition with update 3 (Prerequisite for
Windows app wrapping)
Microsoft Silverlight Microsoft Silverlight Runtime 5.0 (Prerequisite for Windows app
Runtime wrapping)
Microsoft Silverlight Microsoft Silverlight SDK 5.0 (Prerequisite for Windows app wrapping)
Cygwin Latest Cygwin (32 bit) version. (Prerequisite for Windows app wrapping)

6.4.2 How to Install Visual Studio

Windows Phone Enterprise apps must be signed for app management and app wrapping. You must
install Visual Studio to manage Windows phone app wrapping.

See the Visual Studio website for more information on how to install and configure Visual Studio.

6.4.3 How to Install Microsoft Silverlight Runtime

To manage enterprise apps, you need the Windows phone app wrapping feature to function. You
must install Microsoft Silverlight Runtime to manage Windows phone app wrapping.

See the Microsoft Silverlight Runtime website for more information on how to install Microsoft

Silverlight Runtime.
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6.4.4 How to Install Microsoft Silverlight SDK

To manage enterprise apps, you need Windows phone app wrapping feature to function. You must
install Microsoft Silverlight SDK to manage Windows phone app wrapping.

See the Microsoft Silverlight SDK website for more information on how to install and configure
Microsoft Silverlight SDK.

6.4.5 How to Install Cygwin

Cygwin is a large collection of GNU and Open Source tools that provide features similar to a Linux

distribution on Windows. To manage Windows phone app wrapping, install Cygwin. With Cygwin,
user binaries are copied to the Windows machine. To manage enterprise apps, you need Windows
phone app wrapping feature to function.

I Important: You should be familiar with Linux commands to work with Cygwin.

See the Cygwin website for more information on how to install and setup Cygwin.

Important: You must install Cygwin along with openSSH, openSSL, Dos2Unix, Winzip, Unzip,
and Curl components.

6.4.5.1 How to Configure Cygwin Properties

To configure Cygwin for enterprise application wrapping based on your system settings, follow these

steps:
1. Right click on Computer, and select Properties. The system window appears.

2. Selectthe Advanced System Settings link from the Control Panel Home pane. The System
Properties window appears.

3. Select Environment Variables.
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4. Inthe Environment Variables window, go to User Variables and select New.

i. Enter CYGWIN_HOME in the Variable Name field.
ii. EnterC:\cygwin64\bin inthe Variable Value field.
iii. Click OK.
5. Select Path from User Variables and click Edit.
i. Add C:\cygwin64\bin inthe Variable Value field.

ii. Click OK.

Important: For Windows wrapping, directory path should be less than 260 characters. If the
path is more than 260 characters, the signing process will fail during application wrapping

6.4.5.2 How to Configure SSH Server
To configure the SSH server, follow these steps:
1. Navigate to your Cygwin installation folder (for example, c/cygwin).

2. Select Cygwin.bat, right click, and select Run as administrator. The Command prompt

appears.

3. Inthe command prompt, type ssh-host-config,and press enter. Analert Should

StrictModes be used? (yes/no) appears.

4. Type Yes andpressenter. Analert Should privilege separation be used?

(yes/no) appears.

5. Type Yes and press enter. Analert you want to install sshd as a

service. (yes/no) appears.
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6. Type Yes and press enter. The systempromptEnter the value of CYGWIN for

the daemon: [] appears.

7. Typentsec tty andpressenter.AnalertDo you want to use a different

name? (yes/no) appears.

8. Type No and press enter. The systemprompt Please enter the password for

user <username>) appears.
9. Type the password and press enter.The Reenter : prompt appears.

10. Type the password again and press enter. A confirmation message on SSHD configuration
appears.

11. Execute the following commands:

chmod +r /etc/passwd:Providesread permissions to password file.

e chmod u+w /etc/passwd:Provides write permissions to user.

« chmod +r /etc/group:Providesread permissions to a group file.
« chmod u+w /etc/group: Provides write permissions to user.

e chmod 755 /var:Provides all permissions to var folder.

e« touch /var/log/sshd.log:Createsanew empty file sshd.log.

e chmod 644 /var/log/sshd.log:Ownercan write and other users can only

read the log file.

e chown system /etc/ssh*:Changesowner forssh*files to system.
e chown system /var/empty:Changesowner for/car/empty folder to system.

e mkgroup -1 > ..\etc\empty: Thiswill print/etc/group file to /etc/empty file.
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e mkpasswd -1 > ..\etc\passwd: Thiswill print/etc/passwd file to /etc/passwd.

o chmod a+x /etc/sshd config: Thiswill provide read and write permission to

the sshd_config file.

Important: If the openssh you are using is version 6.7, perform the following steps:

Open /etc/sshd_config
Add the following line towards the end of the file:
KexAlgorithms diffie-hellman-group-exchange-sha1,diffie-hellman-group1-sha1

12. Tostart SSHD, open command promptand enternet start sshd.The SSHD service

will start successfully.
13. To change passwords, in the command prompt, enter passwd <username>.

14. To verify test connection, open an ssh client tool, enter localhost in connection type text box, and
click open. The SSH terminal opens, and a success message appears.
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7. EMM Windows Components

This section explains how to install EMM Windows Components using Kony EMM Windows
Components installer. Go to the next section if you manually installed EMM Windows components.

For Kony Management Suite to work on the Windows platform, you must install the following:
« Kony Exchange Service
« Windows Mobile 6.x Group Policy
« CARole
« NDES (SCEP)
« Windows App Wrapping

The EMM Windows Components installer installs all the above components except the Windows App
Wrapping.

7.1 Prerequisites

« Kony Exchange Service - Powershell 3.0 and above, .Net 3.5 and above.
« Group Policy Service - Windows 7 and above, .Net version 4.0
« CARole and NDES - Windows Server 2012 (enterprise edition recommended).

« EMM Windows Components executable file.

7.2 Installing EMM Windows Components

To install the required components for the Windows Server for the Kony Management Suite, follow
these steps:

© 2018 by Kony, Inc. All rights reserved 130 of 277



7. EMM Windows Components Kony Management Windows Install Guide

Version 2.0

1. Click the downloaded EMMWindowsComponents.exe. The InstallAnywhere page appears.

I(o nv )'l{‘ Installanywhere will guide you throuah the installation of EMMWIndewsComponents.

Itis stirongly recommendad that uit all programs befora continuing with this installation.
= Introduction aly ¥ou g prag q

Click the Wet button to proceed 1o the next Streen. Ifyou want to change something on
previous screen, click the Previous’ button,

You may cancel this installation at any time by clicking the "Cancel’ button,

[T
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2. Click Next. The License Agreement appears.

vr Installation and Use of EMMWIndowsComponents Requires Acceptance of the Following
kony 3& e Agemer
KONY, INC.
SOFTWARE LICENSE AGREEMENT

Introduction
=+ License Agreement
THE TEFMS AND CONDITIONS CONTAINED HEREIH CONSTITUTE A LEGAL AGREEMENT. |

THIS AGREEMENT (“AGFEEMENT™) CONTAINS THE ENTIRE AGREEMENT BETWEEN YOU
("LICENSEE"™) AND RONY, INC. ("KONY") WITH RESPECT TO THE TEFMS AND
CONDITIONS DESCRIBED HEREIN. READ THIS AGREEMENT CAFEFULLY BEFORE YOU
CLICE THE "1 ACCEFT" BUTTON BELOW. BY CLICEING ON THE "1 ACCEFT"™ BUTTON,
YOU ACYNOWLEDGE THAT (L) YOU ARE AUTHORIZED TO ENTER THIS AGREEMENT FOR
AND 0N EEHALF OF VOUR COMPANY, AND ARE DOING 30, AND (2) ¥OU HAVE PEAD,
UNDERSTOOD, AND AGREE THAT YOU AND THE COMPANY SHALL BE BOUND BY THESE
TEEMS AND CONDITIONS AND ALL MODIFICATIONS AND ADDITIONS FROVIDED FOR.
IF Y0U DO HOT AGFEE WITH THESE TEPMS AND COMDITIONS, CLICK ON THE "I DO
HOT ACCEPT™ BUTTON BELOW AND INSTALLATION WILL TERMIMATE.

Sofcware products included with this product that are not Hony produccs
are licensed to you by the software provider. Flease pefer to the
license contained in the provider's product €or the terms of use before
using such products.

l. License Grant. Fony grants you a limited, non-exclusive,
non-transferable license to use, for developmental pueposes only, the
Fony software programis), knowm as the EonyTHM Platform (the "Software™)
|and related product decumentacien at no charge subject to the cerms and

| aceapt the tims of the License Agrremant
(W) [de WOT accepe the terms of the Leense

3. Scrolldown through the license agreement page. The | accept the terms of the License
Agreement option is enabled.

4. Selectthe | accept the terms of the License Agreement option, and then click Next. The Install
Folder appears.
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kony & -
- Please choose a destination folder for this installation.

Introduction
License Agreament
= [nstall Folder

Where would you like to install?

| CAEMMWRdows orrpanents

| Restore Dataunt Folder | | Choose...

5. Ifyou want to install EMM components in any specific folder, click Choose, and select the folder.
Otherwise, leave the default options, and click Next. The Select Feature page appears.
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kony 3&

Introduction

Flaags salact the fealuras you wani to use.

License Agreement
Install Folder
= Select Featue
Excharge Service Features :

[ ¥ony Exchange Service

[ windows Mobile 6x Graup Policy
Ccaroe

[IWDES (SCEP)

6. Select all features, and then click Next. The Exchange Service Details page appears.

Note: To allow communication between the Windows Server 2008/2012 and your
corporate email exchange server (to enable block and unblock email access on enrolled
devices), Kony Exchange service should be configured. Using this service, you can also
restrict email clients that can be used on enrolled devices.
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kony 3&
Introduction
License Agreement
Install Foldes
Select Featue

= Kony Excharge Service

Tifnme Period(in hours) for GUID Generation{1-24);
3

Maxitnum No.ol Power Shell Sessions{0-30):
10

Service Quene Size:
100

Logging:
® vas () Mo

Is Sendce Secure:
® vas ()Mo

7. Enter the following details:
1. Service Name: Enter the exchange service name.
2. Service Key: Enter the exchange service key.
3. Service Secret: Enter the exchange service secret.

4. Session Failure Retry Count (0-20): Enter the number of times the session should retry
after session failure.

5. Service Port: Enter service port details.

6. Time Period (in hours) for GUID Generation (1-24): Enter the time period for the GUID
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generation.

7. Maximum No. of PowerShell Sessions (0-30): Enter the maximum number of
poweshell sessions allowed.

8. Service Queue Size: Enter the size of allowed queue service.
9. Logging: Select Yes if logging is required.

10. Is Service Secure: Select Yes, if the service is secure.

8. Click Next. The Group Policy Page appears.

Note: As mentioned in http://technet.microsoft.com/en-us/library/dd261866.aspx, a

machine that supports GPMC must be in the domain in which SCMDM 2008 server is
installed.

To support Windows Mobile 6.x devices on EMM, the Group Policy service must be
installed on the machine that supports group policy management. This machine should be
accessible to the SCMDM 2008 machine. It need not have a public IP and can remain within
the corporate domain.
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i‘ EMMWIndowsComponent s

L
kony 3&
Introduction
License Agreement

Provide hostname (e manage domain.corm) for Group Policy Serdce Hosthame.

Install Folder
Select Featue
Kony Excharge Service

= Win 6.X Group Policy

Paolicy Server Callback URL @
|
Group Policy Sendce Hostname:
I

Senvice OQueue Size:

15 this senice Secure:
& Wes T Hn

9. Complete these fields:
1. Group Policy Service Name: Enter the group policy service name.
2. MDM Instance: Enter details of the MDM instance.
3. Group Policy Service Port: Enter the group policy service port details.
4. Windows 6.x Service URL: Enter the Windows 6.x service URL details.
5. Policy Server Callback URL: Enter the policy server callback URL details.
6. Group Policy Service Hostname: Enter the group policy service hostname details.

7. Service Queue Size: Enter the size of allowed queue service.
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8. Is This Service Secure: Select Yes if the service is secure.

Note: If the service is secure (https), select Yes. Select No if the service is not secure
(http).

9. Logging: Select Yes if logging is required.

10. After entering all the details in the Group Policy page, click Next. The SCEP CA Role Details
Page appears.

Note: To enable EMM to support iOS devices, certificate distribution through, Simple
Certificate Enrolliment Protocol (SCEP) Server is mandatory.This must be done before
the EMM installation begins. A certificate authority (CA) must also be set to sign certificates
distributed by the SCEP Server.
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Allow Administrator Interaction :

kO ny. 7% ® Yes ()Mo

Introduchion o .

License Agresment @ ves O Mo

Install Folder
Crverwrite Existing CAin DS

Select Featue -
>ebeCl Fealue @ vYas ) Mo

ge Service
Oreerwrite Existing Database:
® Yas (Mo

{ Group Policy

= |nstall CA Rde
I Cnrwrite Existing Key:
® vas ) Mo

CA Type :
StandalonaRootCA

CA Comimon Name:

CA Distinguished Name Suffix:

Crypto Provider Name:
(Ex RSA#Microseft Software Key Storage Provider)

Database Directony:
<y

[ RestoreDetautt || choose.. |

o |

11. Enter the following details:
1. Allow Administrator Interaction: Select Yes to allow administrator interaction.
2. Ignore Unicode: Select Yes to ignore unicode.
3. Overwrite Existing CA in DS: Select Yes to overwrite existing CA in DS.
4. Overwrite Existing Database: Select Yes to overwrite the existing database.
5. Overwrite Existing Key: Select Yes to overwrite the existing key.
6. CA Type: Details of the CA type appear.

7. CA Common Name: Enter the CA common name.
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CA Distinguished Name Suffix: Enter the distinguished name suffix of the CA.
Crypto Provider Name: Enter the name of the crypto provider.

Database Directory: Select the database directory.

Ensure that the database directory you provide is not used by any other service. Once the
CA role isinstalled, the directory will be locked by the Active Directory Certificate
Services.

Hash Algorithm Name: Enter the hash algorithm function name.
Key Length: Enter the length of the hash algorithm key.

Log Directory: Select the location for the log directory.

Ensure that the database log directory you provide is not used by any other service. Once
the CA role is installed, the directory will be locked by the Active Directory Certificate
Services.

Validity Period Units: Select the validity period unit of the CA. Options are Years,
Months, Weeks, and Days.

Validity Period: Enter the validity period of the CA.
Username: Enter your username for your CA type provider account.

Password: Enter your password for your CA type provider account.

12. Once you have entered all the details in the SCEP CA Role Details Page, click Next. The
NDES Details page appears.
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NDES Service Account Group Name:

kony 3& (xS i

Introduction L
License .ﬁ.g;eem.:_-n[ Sendce Account Mame (domaintaccomnt):

Install Folder

Solect Feshre Sendce Account Password:
rge Service '
Encryplion Provider Narme:

Group Policy
(E3t :Microsof Strong Crgtographic Provider)

Install CA Rdle [
= NDES (SCEP) City:
15
Compar:
Country (150 3166-1 alpha-2 code):
(Ext:INUS,RUL..)
Departrent:

Email:

13. Enter the following details:
1. NDES Service Account Group Name: Enter the NDES service account group name.

2. Service Account Name (domain/account): Enter the service account name.

Note: In case the server is a standalone computer, enter the computer name.

3. Service Account Password: Enter your NDES service account password.
4. Encryption Provider Name: Enter your NDES encryption provider name.

5. City: Enter your city.
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6. Country (ISO 3166-1 alpha-2-code): Enter your country.
7. Department: Enter your department details.
8. Email: Enter your email address.
9. Name: Enter your name.
10. State: Enter the state name.
11. Signing Provider Name: Enter the signing provider name.

12. Maximum Numbr of Passwords to Cache: Enter the maximum number of issued
passwords to be stored in the password cache.

13. Log in Username: Enter your log in username.
14. Log in User Password: Enter your log in password.
15. Encryption Key Length: Enter the length of the encryption key.

16. Signing Key Length: Enter the length of the signing key.

14. After entering all the details in the NDES Details page, click Next. The Pre-Installation
Summary page appears.

15. Click Install. The Install Complete page appears.

Note: All components are installed one by one. You might see several notifications before
the final install complete page.

| Note: If a Status confirmation page appears, click Yes to open the SCEP URL in a browser.

16. Click Done.

7.3 Windows App Wrapping
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7.3.1 Software Requirements

Component Version
Visual Studio Visual studio 2013 express edition with update 3 (Prerequisite for
Windows app wrapping)
Microsoft Silverlight Microsoft Silverlight Runtime 5.0 (Prerequisite for Windows app
Runtime wrapping)
Microsoft Silverlight Microsoft Silverlight SDK 5.0 (Prerequisite for Windows app wrapping)
Cygwin Latest Cygwin (32 bit) version. (Prerequisite for Windows app wrapping)

7.4 How to Install Visual Studio

Windows Phone Enterprise apps must be signed for app management and app wrapping. You must
install Visual Studio to manage Windows phone app wrapping.

See the Visual Studio website for more information on how to install and configure Visual Studio.

7.5 How to Install Microsoft Silverlight Runtime

To manage enterprise apps, you need the Windows phone app wrapping feature to function. You
must install Microsoft Silverlight Runtime to manage Windows phone app wrapping.

See the Microsoft Silverlight Runtime website for more information on how to install Microsoft

Silverlight Runtime.

7.6 How to Install Microsoft Silverlight SDK

To manage enterprise apps, you need Windows phone app wrapping feature to function. You must
install Microsoft Silverlight SDK to manage Windows phone app wrapping.
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See the Microsoft Silverlight SDK website for more information on how to install and configure
Microsoft Silverlight SDK.

7.7 How to Install Cygwin

Cygwin is a large collection of GNU and Open Source tools that provide features similar to a Linux

distribution on Windows. To manage Windows phone app wrapping, install Cygwin. With Cygwin,
user binaries are copied to the Windows machine. To manage enterprise apps, you need Windows
phone app wrapping feature to function.

| Important: You should be familiar with Linux commands to work with Cygwin.

See the Cygwin website for more information on how to install and setup Cygwin.

Important: You must install Cygwin along with openSSH, openSSL, Dos2Unix, Winzip, Unzip,
and Curl components.

7.7.1 How to Configure Cygwin Properties

To configure Cygwin for enterprise application wrapping based on your system settings, follow these
steps:

1. Right click on Computer, and select Properties. The system window appears.

2. Selectthe Advanced System Settings link from the Control Panel Home pane. The System
Properties window appears.

3. Select Environment Variables.

4. Inthe Environment Variables window, go to User Variables and select New.

i. Enter CYGWIN_HOME in the Variable Name field.

ii. EnterC:\cygwin64\bin inthe Variable Value field.

© 2018 by Kony, Inc. All rights reserved 144 of 277


http://www.microsoft.com/en-in/download/details.aspx?id=28359
https://cygwin.com/cygwin-ug-net.html

7. EMM Windows Components Kony Management Windows Install Guide

5.

Version 2.0

iii. Click OK.

Select Path from User Variables and click Edit.

i. Add C:\cygwin64\bin inthe Variable Value field.

ii. Click OK.

Important: For Windows wrapping, directory path should be less than 260 characters. If the
path is more than 260 characters, the signing process will fail during application wrapping

7.7.2 How to Configure SSH Server

To configure the SSH server, follow these steps:

1.

2.

Navigate to your Cygwin installation folder (for example, c/cygwin).

Select Cygwin.bat, right click, and select Run as administrator. The Command prompt
appears.

In the command prompt, type ssh-host-config,and pressenter. Analert Should

StrictModes be used? (yes/no) appears.

Type Yes and pressenter. Analert Should privilege separation be used?

(yes/no) appears.

Type Yes and press enter. Analert you want to install sshd as a

service. (yes/no) appears.

Type Yes and press enter. The system promptEnter the value of CYGWIN for

the daemon: [] appears.

Typentsec tty andpressenter.AnalertDo you want to use a different

name? (yes/no) appears.
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8. Type No and press enter. The systemprompt P1lease enter the password for

user <username>) appears.
9. Type the password and press enter.The Reenter : prompt appears.

10. Type the password again and press enter. A confirmation message on SSHD configuration
appears.

11. Execute the following commands:

chmod +r /etc/passwd: Providesread permissions to password file.

e chmod u+w /etc/passwd:Provides write permissions to user.

e chmod +r /etc/group: Providesread permissions to a group file.
« chmod u+w /etc/group: Provides write permissions to user.

e chmod 755 /var:Provides all permissions to var folder.

e touch /var/log/sshd.log:Createsanew empty file sshd.log.

e chmod 644 /var/log/sshd.log:Ownercanwrite and other users can only

read the log file.

e chown system /etc/ssh*:Changesowner forssh*files to system.

e chown system /var/empty:Changesowner for/car/empty folder to system.

« mkgroup -1 > ..\etc\empty: Thiswill print/etc/group file to /etc/empty file.

e mkpasswd -1 > ..\etc\passwd: Thiswill print/etc/passwd file to /etc/passwd.

o chmod a+x /etc/sshd config:Thiswill provide read and write permission to

the sshd_config file.
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Important: If the openssh you are using is version 6.7, perform the following steps:

Open /etc/sshd_config
Add the following line towards the end of the file:
KexAlgorithms diffie-hellman-group-exchange-sha1,diffie-hellman-group1-sha1

12. Tostart SSHD, open command promptandenternet start sshd. The SSHD service

will start successfully.

13. To change passwords, in the command prompt, enter passwd <username>.

14. To verify test connection, open an ssh client tool, enter localhost in connection type text box, and
click open. The SSH terminal opens, and a success message appears.
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8. Apple Server for App Wrapping

8.1 Software Requirements

Component Version

Mac OS OS X Version: Yosemite (10.10)
Xcode XCODE Version: 6.1 (6A1052d)
Dos2Unix 5.3.3

Note: If you upgraded Xcode, open Xcode at least once after the upgrade to install all dependent
components. Install iOS simulator 7.1 if you have not installed it previously.

Important: If you are on older version of the MAC OS and Xcode than the one mentioned in the
software requirements, please update them, For more information on how to update, see Mac OS

X Upgrade and Xcode Upgrade for more information.

8.2 Install Xcode and iOS Simulators

On the Apple Server, install Xcode command line tools and iOS simulators. Xcode provides an
interface for downloading and installing the latest command line tools, such as Apple LLVM compiler

and system headers.

1. Install Xcode

« Navigate to App Store, search for Xcode and install it.

© 2018 by Kony, Inc. All rights reserved 148 of 277


http://www.apple.com/osx/how-to-upgrade/
http://www.apple.com/osx/how-to-upgrade/
https://itunes.apple.com/us/app/xcode/id497799835?ls=1&mt=12

8. Apple Server for App Wrapping Kony Management Windows Install Guide

Version 2.0

2. Install the iOS simulators

1. In Xcode navigate to Preferences menu > Downloads tab > Components tab

2. Click Install next to the version 5.x and higher simulators.

800 Downloads

¥ Components
Command Line Tools 101.2 ME (&
|l i0Ss 6.0 Simulator 573.4 MB (&)
|l i0S 5.0 Simulator 554.1 MB (¥
@ i0S 6.1 Simulator 584.2 MB (&)
@ 05 5.1 Simulator 614.5MBE @
¥ Documentation
g 05X 10.9 doc set 399.6 MB (®
i§ Xcode 5 doc set 209.3 MB (®
ii§ Retired Documents Library 20.1MB @
g i0s 7 doc set 327.EME (®
g 05X 10.8 doc set 322.8MB @
[ | Check for and install updates automatically [ Check and Install Now

Important: If you have multiple EMM environments (for example, Production environment, QA
environment, Development environment), you must have a single MAC user assigned to each one
of the environment. For example, Production environment should be mapped to MAC User 1, QA
environment should be mapped to MAC User 2 etc. For more information on how to create a MAC
user, click here.

Important: After installing EMM instances, each MAC user must manually configure wrap-ios.zip
file. For more information, click here. You do not need to perform this step if EMM installer has the
an appropriate MAC user and the MAC is configured successfully with EMM configuration.
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8.3 Active SSH Access for Users after MAC OS Upgrade

Since the Mac OS update removes or modifies the existing “ssh” user access privileges, so it is

recommended to update or modify the access once you upgrade the current Mac OS version.
To update or modify the access, run the following commands:
1. Login into the Mac system as a root/admin user.

2. Run the following commands.

i. sudo dscl . append /Groups/com.apple.access ssh user

<username>

i. sudo dscl . append /Groups/com.apple.access ssh groupmembers
dscl . read /Users/<username> GeneratedUID | cut -4 " " -f
on

I Note: Repeat the same commands for all users that are configured for EMM instances.

Important: : Above steps are not applicable for new Mac OS installation with the latest
version.

8.4 Installing dos2Unix

To install dos2Unix on your MAC server, do the following:

Important: Modify administrator restrictions on your MAC Allow apps downloaded from value to
Anywhere to proceed with the installation. If you do not modify the restriction, dos2unix will not be
installed. After you installed the software, you can revert administrator restrictions .
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1. Download and install the dos2unix software on MAC. Download link:
https://code.google.com/p/rudix/downloads/detail?name=dos2unix-5.3.3-0.pkg

As installation is done on Mac machines, the files and commands must be compatible with the
Unix environment. The dos2unix command ensures that this is done, eliminating any

compatibility issues.

© 2018 by Kony, Inc. All rights reserved 151 of 277


https://code.google.com/p/rudix/downloads/detail?name=dos2unix-5.3.3-0.pkg

9. Certificate Requirements Kony Management Windows Install Guide

Version 2.0

9. Certificate Requirements

EMM requires two types of certificates.
o SSL Certificates
« Device Certificates

Device Certificates:Device certificates are required post-installation. You will not be using these
certificates in the steps detailed in this document. Further steps on how to use certificates are provided
in the Quick Start Guide

9.1 SSL Certificates

SSL certificates are used for secure communication between the device and EMM server. Usually,

SSL certificates are installed on Load balancer. SSL certificates must be procured from trusted
Certificate Authorities, GoDaddy or VeriSign.

You can configure end to end SSL from device to App server. For SSL communication between Load

balancer and Web server, Web server and App server, you can also use self signed SSL certificates.

Load balancer SSL certificates, including private key should be provided to the EMM Server during
installation. A check is performed on iOS devices to ensure no tampering has been done.

ForiOS devices, EMM server sends payload (enrollment or policy push) along with a message digest.
Private key is used to encrypt the message digest creating a digitally signed message digest. This is
sent along with the payload to the device.

At the device end, the device in-built MDM agent uses the payload to create the message digest.
Using its public key, it decrypts the digitally signed message digest sent by the server and compares
these two. If the message digest is not signed with a private key, a Not verified message displays on
the device.
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1. To procure any SSL certificate, follow these steps (applicable to all SSL vendors):
i. Generate CSR (Certificate Signing Request).
ii. Submit CSR to CA (Certificate Authority).
ii. Get/download a Signed SSL provided by CA.

iv. Sign the Certificate with private key and other supporting associated ROOT and
intermediate certificates.

Note: Self Signed Certificates are not supported.

2. You need to procure these certificates from any of the CA vendors, preferably:

« Verisign - Verisign Secure SSL

» GoDaddy - GoDaddy Secure SSL

Note: We have tested with Verisign or GoDaddy only in DEV/QA and production as these
certificates have maximum mobile device compatibility.

These certificates require 600 octal file permission so that the SSL keys can be read.
The server instance that will be installed should have a valid DNS name that matches the

common name. SSL should be a trusted certificate issued by a valid certificate authority (as
listed above) and it should be compatible on mobile devices.

9.2 Device Certificates

You should create several Device certificates as part of prerequisites for EMM server. You will require

these certificates as part of the installation process so it is recommended that you create these
certificates and keep them ready.

© 2018 by Kony, Inc. All rights reserved 153 of 277


http://www.symantec.com/en/in/verisign/ssl-certificates/secure-site
http://in.godaddy.com/compare/gdcompare2_ssl.aspx?gclid=CKLGhoShprUCFVEX6wodN3cAZw&isc=sshl5in01&ef_id=3nVQFlUu@LIAAEaS:20130208080829:s

9. Certificate Requirements Kony Management Windows Install Guide

Version 2.0

« IOS Certs

o Wildcard Distribution Certificate

o Wildcard Mobile Provisioning Profile
o Launchpad Push Certificate

o Launchpad Provisioning Profile

o Apple Push Certificate for MDM (Not required for SA Mode or MAM Only License)

« Android

o Keystore certificate

o GCM Key

o Google MAPSv2 Key
« Windows Phone 8.1

o Symantec Enterprise Mobile Code Signing Certificate: You must procure a Symantec
Enterprise Mobile Code Signing Certificate which will be used to sign your Windows
phone 8.1 enterprise apps. EMM uses this certificate during the wrapping and signing
process of your Windows phone 8.1 Enterprise apps.

Note: For more information on why you need to procure Symantec Enterprise certificate, and the
process of distributing enterprise apps to windows phone, see Microsoft Company app distribution

for Windows Phone.

You need to create an Enterprise Apple Account and an enterprise Account for Google (can be same
as developer account).
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10. Third Party Systems

There are several third-party systems that are required to be in place for a successful installation. The
ones given below should ideally be there to use most of the EMM functionality. None of these are
mandatory, they are only highly recommended.

10.1 Google Maps API

There are two types of Google Maps APls namely:
» Free Google Maps API: To use Free Google Maps API, you do not require a key.
« Business Google Maps API: To use Business Google Maps API, you require a client ID.

These APIs shall be required in case you wish to locate devices or use Geo-fences while applying
policies.

10.2 Admin Email Settings

Create an email address for the EMM server communication. The EMM Server sends an email
notification based on user activities such as app publishing, un-publishing, and more. For this purpose,

a new email address or email group (for example, EMMadmin@company.com) should be created.

10.3 Active Directory Integration

Active Directory integration is achieved using an LDAP(S) connector. AD is configured post EMM
installation. Obtain your enterprise Domain Controller Host Name or IP address, domain name, port,
and context information prior to installation.

Ensure that the below attributes are configured in your AD before importing any Groups or Users to
EMM. If these attributes are not present in your AD, Users and Groups import will fail.

« ADS_COMMON_NAME="cn";

« ADS_NAME="name";
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« ADS_EMAIL="mail";

« ADS_MOBILE="telephoneNumber";

« ADS_GROUP_MAPPED_ID="sAMAccountName";
« ADS_USER_MAPPED_ID="userPrincipalName";
« ADS_MEMBER_OF="memberOf";

« ADS_FIRST_NAME="givenName";

o ADS_LAST_NAME="sn";

« ADS_DESCRIPTION="description";

« ADS_DISPLAY_NAME = "displayName";

« ADS_OBJECT_CLASS ="objectClass";

« ADS_USER_OBJECT_CATEGORY = "objectCategory"

10.4 Package Family Name (PFN) for Windows Notification Service

(WNS)

Package Family Name (PFN) for Windows Notification Service (WNS)

Package Family Name (PFN) enables you to sync windows devices with EMM to apply policies and
issue commands to devices on demand. If you do not use PFN, devices interact with EMM Server on
scheduled sync intervals.

For PFN to work, you should have a Windows Store developer account, and must submit an app to
the store. Note that registering an app name is valid only for an year and you must renew it every year.

Once you have a Package Name, you must associate it in Visual studio with your enterprise app store
and app. Further steps on how to create and use PFN are provided in the Quick Start Guide.
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11. Windows Mobile 6.x - MS System Center 2008

These items are needed only if managing Windows Mobile 6.x - MS System Center 2008 server if

supporting WM 6.x

o Learn more about SCMDM 2008 Installation System Requirements.

« Ensure that all the machines (MDM 2008 Server machine, Group Policy machine, Cert.
Authority Machine) are part of the domain in which the Kony MDM solution is installed. Procure

the Administrator credentials of the domain.

« Follow instructions to install MDM 2008 Server through the following links:

i. System Center Mobile Device Manager 2008 - Install Guide (No Gateway) - Part 1

ii. System Center Mobile Device Manager 2008 - Install Guide (No Gateway) - Part 2

iii. System Center Mobile Device Manager 2008 - Install Guide (No Gateway) - Part 3

« Enable PowerShell scripts to run on MDM 2008 Server machine and Group policy machine.

For more information, refer Windows Mobile 6.x .
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12. Installing Kony EMM for Windows

The user interface for Kony EMM Installer displays information to a user, and prompts a user for
information needed to install and configure EMM on the system. Kony EMM Installer user interface
also displays information about the progress of system changes as they are installed. This section
explains the installation on the Windows platform. You can upgrade Kony EMM on your system after
installation.

« EMM -New Installation

« EMM -Upgrade Installation

« EMM Installation - Enabling High Availability

12.1 EMM - New Installation

To install Kony EMM for Windows, follow these steps:

1. Click KonyEMM. exe file as an administrator.

Note: Ensure that firewall and antivirus software allows the KonyEMM . e xe file to launch.

Note: If you are unable to openthe .exe . file,thenfollow the instructions given below:

Start KonyEMM-X.X.X.X GA.exe LAX VM "<Java installed
folder>\jre7\bin\java.exe" fromthe command prompt.

The InstallAnywhere dialog appears. InstallAnywhere extracts the installer resources.
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-
InstallAnywhere

by Installdrywwhere is preparing to install...

:‘l{‘

L J

13%

Cancel

[C] 2013 Flexera Software LLC

A dialog with the Kony logo appears.

V4
kony 5&

Management Cloud
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2. Read the instructions carefully before installing Kony EMM.

x

Prerequisites

kony 3% Flease confirm that the following prerequisites have been met.

Introduction
=p PreRequisites

1. One of database servers - MySOL 5.505.6, Oracle 119, Microsoft SQL Server 2008/2012,
should be accessible.

2. Acorresponding database user should exist and that user should have all privileges.

3 Ifyouwantto use HTTRS then please have the SSL cedificate mapped to the domain name
ywou want to use.

4. Flease read the pre-requisites document tharoughly hefore starting the installation.

Multir
Dre-In

Previous

3. Click Next to continue.
The License Agreement window appears.

4. Selectthe "l accept the terms of the License Agreement" option after carefully reading the
text.
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x

License Agreement

1.7 Installation and Use of KonyEMM Requires Acceptance of the F ing License Agr
kony ?c {B) The Software includes certain software provided under warious Open A
aEtion Source licenses. You may cbtain complete machine-readable copies of the
=» Pre uisites source code and licenses for the Open Source software at the Kony Open
Source website (http://Kony.com/oslicenses). Open Source Software is
distributed WITHOUT ANY WARRANTY, without ewven the implied warranty of
MERCHRNTABILITY or FITNESS FOR A PARTICULAR PURPOSE.

13. Severability. If any provision of this Agreement is held invalid,
illegal or unenforceable, the walidity, legality and enforceability of
any of the remaining provisions of this RAgreement shall not in any way
ke affected or impaired.

14. Entire Agreement. This Agreement is the entire agreement between you
and Hony concerning the Software and all related documentation and
supersedes any other prior or contemporanecus agreements or
communications with respect to the Software and related documentation,
whether written or cral. This Agreement may not be modified except by a
written addendum issued by a duly authorized representative of Kony. No
provision hereof shall be deemed waived unless such waiwver shall be in
writing and signed by Eony or a duly authorized representative of Eony.

Should you have any gquestions concerning this Agreement, or if you
desire to contact Kony for any reason, please write to Kony, Inc., 7380
West Sand Lake Road, Suite 390, Orlando FL 32819, Attention: Legal
Services.

(@) §zozept the terms of the Ticenes areamant

() | do NOT acoept the terms of the License Agresment

5. Click Next to continue.

The Get User Input window appears.
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6. Selectthe installation option. By default, it is set to New Installation.

x

Get User Input

V]
kony 7? Enter requested information

Introduction

(®) New Installation

() Upgrade

Previous

7. Click Next to continue. The Please Wait window appears.

The Kony EMM-Licensing Assistant window then appears.
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License is Missing
Flease choose one of the options below

Finish

Note: If you use a MAM Only or Store Only license, then you cannot use the SCEP
services.

8. Click Next to continue.

The Kony EMM-Licensing Assistant window displays the Location search field.
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o ™
|£| Kony EMM - Licensing Assistant “

License Location
Please specify the place where a valid license is located

Location: [C :\EMM License'\mam.ent.lic .

[ <Bak || next> | [ Finsh |[ cancel

— A

9. Click Browse, select the license location, and click Finish.

The Please Wait window appears and informs a user that Kony EMM configuration is in
progress.

Note: Kony EMM runs only with a valid license, which you must supply. The License File
activates the installation, identifying which products you can run.Store the license file in an
accessible location, such as in the default Downloads folder on your computer.
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10. Click Choose to browse the required folder from your system.

x

Choose Install Folder

kony 3&
- Flease choose a destination folder for this installation.

Introduction
PreRequisites
Ci der

Where Would You Like to Install?
| chikonyEMM |

Restore Default Folder || Choose... |

Previous

Note: Do not use spaces in the Install Folder name. If you use spaces, then the system
displays an error message that the installation path is invalid.

Note: By default, the install location is in the C drive. However, a non-OS installed partition
is recommended.

11. Ifthe selected folder is not available, then the warning message - Folder does not exist
appears. The alert also asks if you want to create the folder.
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12. Click Continue to create this folder.

Warning - Folder does not exist

CAkKonyEMM folder is not available , do wou want to create this folder?
Choose appropriate option to procesad.

Back | | Continue to create this folder

— )

13. Click Nextto continue.

The Application Server window with default Tomcat HTTP Port number and default Tomcat

Shutdown Port number appears.

=

Application Server

ko ny ",c Tomcat HTTP Port

| 080

Introduction

Tomcat Shutdown Port
| 5005

Cancel Previous
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Note: A user can define customer, specific valid ports. Ensure that Tomcat HTTP Port and
Tomcat Shutdown Port are different and not in use.

14. Click Next to continue.

The Application Server window displays JVM Maximum Memory and JVM Minimum
Memory fields.

x
Application Server

kony 3¢
O Itis recommended to use a minimum of 2048 MB JVM Memory for ideal performance

Introduction
PreRe:

JVM Minimum Memory| 2048

JWIM Maximum Memory| 2048

Cancel Previous

Note: Use a minimum of 2048 MB JVM memory for an ideal performance. This is the
memory that EMM Server requires.

The Memcache Server Details window appears.
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15. Enter the Port Number to be used for Memcached.

=

Memcache Server Details

Please enterthe port to be used for Memcached

Previous

16. Click Next to continue.
The Host name and IP address window appears.

17. Enter details for the following fields:

a. Frontend Hostname: Enter the host name URL that is mapped to this server. For
multinode installation, enter the Load Balancer URL.

b. Frontend HTTPS Port: Enter the Load Balancer HTTPS port number.

Note: The Frontend HTTPS port is the same as the Apache HTTPS port, if there is
no load balancer. If a load balancer is present, it should be the load balancer's
HTTPS port.
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c. Local System Private IP Address: Enter the local/private IP mapped to the server

where installation is in progress.

x

Host name & IP address

kony &
o Provide base host name (ex: hitps:/manage.domain.com) which was mapped to this server

Introduction and IP address (dontuse localhost, 127.0.0.1, 0.0.0.0).

PreRequisites
Choose Install Folder Clients will have management & store URLs relative to this base domain.
Ex: hitps:/client manage.domain.com

Frontend

Frontend HTTPS Port

Local System Private IP Address

Previous

Note: The installation of Kony EMM might fail if there are network configuration and
connectivity problems. Ensure that the IP address is valid (do not provide the public
IP address of the server), and the Hostname URL is correct.

18. Click Next to continue.

The Context root window appears.

Note: The Context element represents a web application, which is run within a particular
virtual host. Each web application is based on a Web Application Archive (WAR) file, or a
corresponding directory containing the corresponding unpacked contents.

You may define as many Context elements as you want. Each such Context must have a
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unique context path within a virtual host. In addition, a Context must be present with a
context path equal to a zero-length string. This Context becomes the default web
application for this virtual host, and processes all requests that do not match any other
Context's context path. For example, if the context root is given as EMM, then the war file
will be named as EMM and all the requests will be processed to EMM.

x

context root

V]
ko ny 7? Flease provide context root

Introduction
PreRequisites

Che

Context root | emm

Cancel Previous

19. Define your Context root.

20. Click Next to continue.

The Apple server configuration window appears. You can configure a maximum of four Apple
servers.The Apple server configuration window displays Host, Port, and Username fields.
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21. Enter Host details, Port number and Username for Apple server used for iOS wrapping.

x

Apple server configuration

kony 5&

Introduction
isites

Enter Details for Apple server #1 used for iOS (iPhone, iPad) app wrapping.

Username

tication type (P d or .pem Key)
() Password
() .pem key

Cancel

Previous

22. Based on your requirement, choose the user authentication type as:

« Password
o .pemkey

12.1.0.1 Password
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23. Ifyou select the Password option, enter a password in the Password field.

Apple server configuration

Enter Details for Apple server #1 used fori0S (iPhone, iPad) app wrapping.
Introduction
PreRequisites
Choose Install Folder
Appli

Multin: Details Username

Pre-Installat

Authentication type (Password or .pem key)

Password

) pem kay

Cancel Frevious

12.1.0.2 .pemkey

24. If you select the .pem key option, click Choose to browse the .pem key from your system.

Note: If your .pem key is associated with a passphrase, then you are prompted for the
passphrase details.

© 2018 by Kony, Inc. All rights reserved 172 of 277



12. Installing Kony EMM for Windows Kony Management Windows Install Guide
Version2.0

Apple server configuration

Enter Details for Apple server #1 used for i0S (iPhone, iPad) app wrapping.

Introduction

PreRequisites

Choose Install Folder
on Server
rver Configul

Username

Authentication type (Password or .pem key)

) Password

pem key file location
|C:'|, |
Restore Default ” Choose.. ]

Passphrase {(Optional)

Cancel Previous

25. Ifthe Apple Server is not reachable, the following warning message appears:

-
uration g

Apple server #1 is not reachahble

Reason: Connection refused: connect

[ Back | | Abort Installation

26. Click Back to reset the server connection.
27. Click Next to continue.

The Do you want to configure one more Apple server? query appears.
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28. Based on your requirement, select Yes or No.

=

Apple server configuration

Do you want to configure one more Apple server?

Previous

Note: If you select Yes, then Apple Server window #2 appears and prompts you to enter
the appropriate details.Y ou can configure four Apple Servers. If you click No, the Windows
Server Configuration panel appears

29. Select the option, and click Next to continue.

The Windows Server Configuration window appears.

© 2018 by Kony, Inc. All rights reserved 174 of 277



12. Installing Kony EMM for Windows

Kony Management Windows Install Guide

Version 2.0

30. Enter Host details, Port number and Username for Windows server used for app wrapping.

b4

Windows server configuration

kony 3&

Enter Details for Windows server #1 used for windows app wrapping.

er Configuration

Multir

Username

Authentication type {Password or .pem Key)

(") Password
() .pem key

Cancel

Previous

31. Based on your requirement, choose the user authentication type as:

« Password
« .pem key

12.1.0.3 Password for Windows Server Configuration
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32. Ifyou select the Password option, then enter a password in the Password field.

kony 3&

Introduction
PreRequizites
Choose Install Folder

Multin:

Pre-Instz

Cancel

Windows server configuration

Enter Details for Windows server #1 used for windows app wrapping.

ES

Username

Authentication type (Password or .pem Key)

) pem key

Previous

12.1.0.4 .pem key for Windows Server Configuration

33. If you select the .pem key option, then click Choose to browse the .pem key from your system.

The Do you want to configure one more Windows server? query appears.
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Windows server configuration

Do you want to configure one more Windows server?
) Yes

Introduction
PreRequisites

er Configuration
= Windows Serv i

Multin
Pre-Installat

Cancel Previous

Note: If you select yes, then Windows Server window #2 appears and prompts you to enter
the appropriate details.

34. Ifyou select No, click Next to continue.
The Android Wrapping window appears.

35. Select the yes option to continue.

© 2018 by Kony, Inc. All rights reserved 177 of 277



12. Installing Kony EMM for Windows Kony Management Windows Install Guide
Version2.0

x

Android Wrapping

Do you want to enable Android application wrapping?

kony 3& oves

Introduction ) No

figuraticn

Previous

The SCEP Configuration window appears. All the certificates required by iOS devices during
enrollment are distributed through the SCEP server. If you select the No option,, then you will
not be able to enroll any iOS devices.

Note: The SCEP configuration option appears only when the user has enabled the iOS
wrapping and or Android wrapping.

Note: If you do not select Enable Android Wrapping, then EMM cannot provide support to
Android devices.
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36. Selectthe yes option to continue.

The SCEP Configuration window appears with the entry fields.

Previeuy

SCEP Configuration

kony &

Introduction Mote: If you choose not to configure SCEP, EMM will not support i0S and Android Devices.
PreRequisites

ndro pping Configuration
SCEP Configuration
—
on @ Yes
SCEP Server URL
Multin

Pre-Insts : SCEP Keysize

Do you want to configure SCEP ?

SCEP Common Name

SCEP CA Instance Name

SCEP Challenge URL

SCEP CA Domain {Optional)

Cancel Frevious

37. Enter details for the following fields:

a. SCEP Server URL

b. SCEP Keysize

c. SCEP Common Name

d. SCEP CA Instance Name
e. SCEP Challenge URL

f. SCEP CA Domain (Optional)
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g. SCEP CA Username

h. SCEP CA Password

38. Click Nextto continue.

Version 2.0

The Please Wait window appears, alerting the user that KonyEMM configuration is in

progress.

The SSL Configuration statement window appears.

kony &

Introduction
PreRequisites
Choose Install Folder

ver Configuration
Android Wrapping Configuration
P Configuration
SL Configurs

Multin

39. Click Nextto continue.

b4

SSL Configuration

SEL cedificates are used for secure communication between the device and EMM server.
Usually, 35L cedificates are installed on Load balancer. 350 cerificates must be procured from
trusted Cerdificate Authorities, GoDaddy arVeriSian.

You can configure end to end S5L fram device to App server. Far S50 communication between
Load halancer and YWeb serer, YWeb server and App server, you can also use self signed S50
cerificates.

Load halancer S5L cerificates, including private key should be provided to the EMM Server
during installation. A check is performed on 05 devices to ensure no tampeting has heen
done.

ForiQS devices, EMM server sends payload {enrallment ar palicy push) along with a message
digest. Private key is used to encrypt the message digest creating a digitally signed message
digest This is sent along with the payload to the device.

Atthe device end, the device in-built MDM agent uses the payload to create the message digest.
Lzing its public key, it decrypts the digitally signed message digest sent by the server and
compares these two. Ifthe message digestis not signed with a private key, a kot verified
message displays on the device.

The SSL Configuration window appears.
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40. Touse LoadBalancer, select the option as Yes. By default, the option is set to No.

x

SSL configuration

V]
kony ’C‘ Will you be using a LoadBalancer?

Introduction

Previous

41. You need LoadBalancer Certificates to enroll iOS devices. Click Choose to browse the
following files from their location. Ensure that you select the appropriate certificates.

a. LoadBalancer SSL Cert File
b. LoadBalancer SSL Key File

c. LoadBalancer SSL Chain File

Note: LoadBalancer SSL certificates, including private key, should be provided to EMM
Server during installation. A check is performed on iOS devices to ensure no tampering has
occured.For iOS devices, EMM Server sends payload (enrollment or policy push) along
with a message digest. Private key encrypts the message digest creating a digitally signed

© 2018 by Kony, Inc. All rights reserved 181 of 277



12. Installing Kony EMM for Windows Kony Management Windows Install Guide

Version 2.0

message digest, which is sent along with the payload to the device.

At the device end, the device built-in MDM agent uses the payload to create the message
digest. Using its public key, it decrypts the digitally signed message digest sent by the server
and compares these two. If the message digest is not signed with a private key, a Not

verified message is displayed on the device.

X

SSL configuration

V4
kony ac‘ Will you be using a LoadBalancer?

Introduction
PreRequisites

LoadBalancer 551 Cert File
| [of}

| Restore Default || Choose...

Multin
Pre-Insta

LoadBalancer SSL Key File
| C:

| Restore Default || Choose..

LoadBalancer S5L Chain File
| [of}

| Restore Default || Choose...

) No

Previous

42. Selectthe No option, if you do not want to use LoadBalancer.

43. To configure SSL on Apache, click Choose to browse the following files from their
location. Ensure that you select the appropriate certificates.
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a. SSL certificate file

b. SSL certificate key file

Version 2.0

c. SSL certificate chain file

Note: A publicly signed SSL certificate must be available for import during the installation.

Self-signed certificates are not allowed.

kony 3&

Introduction
PreRequizites

onfiguration
on

Multir

Cancel

44. Click Next to continue.

b4

SSL configuration

It is mandatory to configure S5SL on Apache.
FPlease provide the full path to S5L cerificates.

MOTE: Self-signed cerificates are not allowed.

S5L certificate file

| Restore Default || Choose...

S5SL certificate key file

| Restore Default || Choose...

S5L certificate chain file

| Restore Default || Choose...

The SSL Configuration window appears with default values for the Apache HTTP Port and the

Apache HTTPS Port.
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45. Based on your requirement, you can enter the values for the following fields:

a. Apache HTTP Port: Enter the HTTP Port number.

b. Apache HTTPS Port: HTTPS.This port number will be same as the Frontend HTTPS

port, if you do not want to configure LoadBalancer.

=

SSL configuration

Vi
kony >C‘ Please enter ports Apache should use.

Apache HTTPS Portis being taken the same as Frontend HTTPS Port which is "453 since this

Introduction
apache will be the frontend.

PreAequizites

Apache HTTP Port
30

Apache HTTPS Port
453

Cancel Previous

46. Click Nextto continue.

The EMM Configuration Path window appears.
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=

EMM Configuration Path

kony 3&
o Mote: Please ensure that you have android-sdk-windows inside this directory if you have

Introduction enabled Android wrapping.

Al 0
Apple Server Configuration
Windows Se ynfiguration

id \ Configuration

EMM Configuration directory

Restore Default || Choose... |

Previous

Important: Ensure that you have android-sdk-windows in this directory if you have enabled

Android wrapping.

47. Ifthe Android SDK is not found, then the warning message Error -android -sdk- windows
dialog appears. The alert also asks you to go back or abort the installation.

48. Click Choose to browse the EMM Configuration directory.The path you define stores all
dynamic content created in EMM application, such as device details, device sets, app

details,categories, and settings.

Important: Do not include spaces in the name of EMM Configuration Directory. If you
include spaces, an error message will appear to warn that the installation path is invalid.
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The Docroot Path window appears.

49. Click Choose to select the desired path - for example <installation folder>/docroot.For
multinode installation, enter the UNC path of your docroot folder in common mount, for example]

\10.11.11.53\EMM_FS\docroot

The selected path will appear in the Docroot Directory field.

The docroot or docbase is the storage location which EMM uses to store all admin or user
uploaded content. For on-premises installations, the docroot is a hard-mounted location within
the application server; a local file-system or an SAN mounted device. The docroot can be
hosted on an Amazon Simple Storage Service.

The docroot comprises of four separate directories for the EMM modules: Store, MAM, MDM,
MCM, MDM., and emm_common.

For local file systems, Static resources like screen shots or header images or icons are
navigable if one is familiar with directory structure and the generated file names. There are no
access regulations. Access to secure assets like binaries are restricted via Apache through
secure URLs over web. Ensure that unintended users do not have file system read/write
permissions. Access to critical assets like certificates are completely blocked. They may only be
accessed internally and never by a client.

For Amazon Simple Storage Service, access to static resources is through static URLs
available publicly. For secure assets like binaries, access is restricted through secure URLs
generated with an expiring schedule. Links to critical assets like certificates are never
generated. These are only used internally via secure Amazon APIs.
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x

Docroot Path

kony 3&
o IMPORTAMNT MOTE : Ifthis is a Multinode Installation, Please give the UNC Path of your docroot

Introduction folder in the commaon mount
PreRequizsites
Ex: W10.11.11.53\ EMM_FS\docroot

Docroot Directory
| C:'\KonyEMM 1\docroot |

Restore Default || Choose... |

Previous

50. Click Next to continue.

The Database server details window appears.
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51. Select the required database.

=

Database server details

Please ensure the DB user has permissions to create/alter/delete schemas

MOTE: In case of SQLServer, DB name for EMM and in case of Oracle, DB user name for EMM
should start with a character.

figuraticn
wnfiguration

Select your Datahase:

O mysaL
O mssaL
() ORACLE

52. Based on your requirement, choose the database as:
. MySQL

« Microsoft SQL

. ORACLE
12.1.0.5 MySQL

53. Ifyou select database MySQL, enter details for the following fields:

« Host: Enter the host name used while creating the database user. By default, the host
name is set as localhost.

« Port: Enter the Port number. By default, it is set as 3306.
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« Database Name: By default, the Database Name is set as konyemmmaster. The name

konyemmmaster was created during preinstallation.
« Username: Enter the Database Administrator (DBA).

o Password: Enter the database password of Database Administrator.

Note: You might receive warning messages regarding database connection failures
while using existing databases. Ensure your MySQL version is greater than 5.5.

x

Database server details

kony 3&

Introduction
PreRequisites

Flease ensure the DB user has permissions to create/alter/delete schemas.

MOTE: In case of SQLServer, DB name for EMM and in case of Oracle, DB user name for EMM
should start with a character.

nfiguration
g Configuration
ifiguration
Configuration
ration

Select your Database:

3308

Diatat

[kony

Username

(O MSsaL
() ORACLE

12.1.0.6 Microsoft SQL

© 2018 by Kony, Inc. All rights reserved 189 of 277



12. Installing Kony EMM for Windows Kony Management Windows Install Guide

Version 2.0

54. If you select the database as Microsoft SQL, then enter details for the following fields:

« Host: Enter the host name used while creating the database user. By default, the host
name is set as localhost.

« Port: Enter the Port number. By default, the Port number is set as 1433.

. Database Name: By default, the database name is set as emmdb.Emmdb was created
during preinstallation.

« Username: Enter the user name of the DBA.

« Password: Enter the database password of the DBA.

Note: You might receive warning messages regarding database connection failures
and using existing database. Ensure that an instance of the SQL Server is running on
the host and accepting TCP/IP connection at the port.
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=

Database server details

kony 3&

Introduction
PreRequisites

Flease ensure the DB user has permissions to create/alter/delete schemas.

MOTE: In case of SQLServer, DB name for EMM and in case of Oracle, DB user name for EMM
should start with a character.

=rver Configuration
id Wrapping Configuration
. Drﬂ; o -t Select your Database:

(O MysaL

() ORACLE

Previous

12.1.0.7 ORACLE

55. If you select the database as Oracle, enter details for the following fields:

« Host: Enter the host name used while creating the database user. By default, the host is
set as localhost.

« Port: Enter the Port number. By default, the port number is set as 1521.
« Service ID: By default, the Service ID is set as XE.
« System User: Enter the user name of the DBA.

- System User Password: Enter the database password of DBA.
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« DB User for EMM: Enter your desired databse user name for EMM. By default, the user
name will be set as konyemm.

- DB Password for EMM: Enter your desired databse password for the user you created.

Database server details

B0 Please ensure the DB user has permissions to cr Jelete schemas.

PreRequisites
MOTE: In case of 3QLServer, DB name far EMM and in case of Oracle, DB user name for Ebib

should start with a character.

Port
[1521

Senvice ID
%

System User

System user password

DB User for EMM
| konyemm

DB P d for EMM

Cancel Previoug

Important: Before installing the Oracle database, the following Database
Tablespaces should be created.

EMM_DATA

EMM_INDEX

EMM_LOB_DATA

If database/schema already exists, the system will display the following warning.
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i Database/Schema ‘Komyemmimaster® already exists!

Presz Skip to continue without creating the databasefschema.
Fresz Continue to drop and create databasefzchema.

Contree | [ S

Note: Based on your requirement, you can click Skip without creating the
database/schema. You can click Continue to drop and create database/schema.

Note: Y ou might receive warning messages regarding database connection failures using
existing database. To ensure database connectivity, follow these steps:

The TCP/IP connection to the local host and port fails. Ensure to enter correct credentials to
ensure database server connectivity.

Make sure that the TCP connection to the port is not blocked by a firewall..

The Please Wait window appears, advising a user that KonyEMM configuration is in progress.
56. Click Next to continue.

The Google Maps API license type window appears.
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=
Google Maps APl license type

Vi
kony :c‘ Google Maps APl license type

Introduction .
PreRequisites O Business
Choose Install Folder ) Free

Previous

Note: Google Maps application is essential to provide features, such as the identification ofi
device location and geo-fences. If you want to have these features, you must provide an
appropriate license and client ID details.

Refer to the following tutorial to generate the maps key
https://developers.google.com/maps/documentation/javascript/tutorial

Based on a customer account, use the business key or free key.
For the business option,enter the client ID. For the Free option, enter the Maps key.

57. Based on your requirement, choose the Google Maps API License type as:

a. Business

b. Free
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12.1.0.8 Business

58. If you select the Business option, then enter the client ID in Google Client ID.

Google Maps APl license type

Google Maps APl license type

Introduction
PreRequisites
Google Client ID

) Free

1 Details
| Type

Cancel Previous

12.1.0.9 Free

59. Ifyou select the Free option, then enter the API key of Free Google maps in Free Google Maps
API Key.
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Google Maps APl license type

kO ny ?% Google Maps APl license type

Introduction )
() Business

er Configuration Free Google Maps APl Key
iguration |
Configuraticn

Cancel Previous

60. Click Nextto continue.
The EMM Administrator Details window appears.

61. Enter details for the following fields:

a. First Name: Enter your first name.

b. Last Name: Enter your last name.

c. Email ID: Enter your email-ID.

d. Username: Enter your desired EMM console user name. By default, it is set as admin.

e. Password: Enter your desired EMM console user password for the user you want to

create.
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Note: The user name and the password provided are the admin login credentials of the

EMM Management Console.

x

EMM Administrator Details

Please provide below details for creating the default administrator account to access
Management and Self Service Consoles.

First Name

Last Name
|

Email ID

Username
| admin

P

Confirm Passwori

62. Click Nextto continue.
The Serviceuser Details window appears.
63. Enter details for the following fields:
« Username: Enter the service user name.

« Password: Enter a password.
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« Confirm Password: Reenter the password to confirm it.

Important: A service user manages the services. The service user should be present
on system. The EMM Installer will not create the service user.

x

Serviceuser Details

LV
kony :C‘ Enter Sernviceuser details

Introduction
PreRequisites

Usemame:|

Password: |

Confirm Pas sword|

Previous

64. Click Nextto continue.

The Please Wait window appears, alerting the user that Kony EMM configuration is in progres.

The Service Base Name window appears.

Note: Based on the service base name, services are installed. For example, if the service
base name is KonyEMM , then services are installed as KonyEMMApache or
KonyEMMTomcat1 and so on according to the number of Tomcat servers.
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x

Service Base Name

\V
kony jc Example : If Service Base name is KonyEMM

Introduction Senvices will be installed as
PreRequisites

Chi

KonyEMMApache, KonyEMMTomcat1 etc according to the number of tomcats

Service Base Mame | KonyEMM

Details
Maps API Type

Previous

65. Click Next to continue.
The Please select an option window appears

66. For single node installation, select the Default option. To customize the default setup, select the
Custom option for multinode installation.
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x
Please select an option

k‘:)ny :\é_ ® Default

Introduction
PreRequisites
Che stall Folder
T
figuration
figuraticn
wnfiguraticn

() Custom

Frevious

67. Click Nextto continue.

12.1.1 Multinode Installation

Important: Before you go ahead with multi-node installation, ensure that User Account
Control (UAC) is disabled on all the nodes you want to install Kony Management suite on. If
you do not disable UAC, you may encounter UAC validation error. For information on how
to disable UAC, see Microsoft documentation or see opensource documentation.
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Important: Windows multi-node installation needs Powershell Remoting to be set up to
communicate with other Windows instances. The Powershell Remoting topic is covered
under the header about_ Remote_Troubleshooting in Microsoft help topics. Users need to
enable Powershell Remoting before using the EMM installer for multi-node installation on

Windows.

The Choose Domain or WorkGroup window appears.

68. Based on the availability of all nodes in a single WorkGroup or Domain, select the WorkGroup
or Domain option.By default the option is set to WorkGroup.

kony J&

Introduction
PreRequisites
Choose Install Folder

Cancel

The Enter details for Local Node window appears.

x

Choose Domain or Workgroup

Details about the nodes

Are all nodes present on a single
(@) WorkGroup

(") Domain
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69. Enter the number of Tomcat servers you need to configure on local box in Number of Tomcat.

Enter details for Local Node

kony 3&
= Enter the numbper of tomcats needed on this node

Introduction
PreRequisites NOTE: Atleast 1 Tomcat needs to be configured on every node
Ci Install Folder

Application
Al

Mumber of Tomcat| 1

70. Click Next to continue.

71. Enter the details for the following fields:

« Enter IP Address: Enter the private IP address of the remote node.

« Number of Tomcat: Enter the number of Tomcat servers servers that you need to
configure on specific node.

« Username: Enter the user name of the remote systems.

« Password: Enter user password of the remote systems.
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Enter IP Address/ Hostname

Details
| Type

Mo of Tomcat

Username:

Password:

Previous

Once the configuration is complete, system displays the Another Node dialog, asking if the
administrator wants to configure an additional node.

-
Another Node ﬁ
I B
Another Node
Do you want to configure another node™
| Mo | [ es |
- )
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If you want to configure an additional node, click Yes to continue.

The system displays the entry fields to enter details for the additional Tomcat Server
configuration. Once the configuration is complete, the system again displays the Another Node
dialog, asking if the administrator wants to configure an additional node.

Select No if the multinode configuration is complete.
Click Next to continue.
The Pre-Installation Summary window appears.

Review the details provided for installing the EMM Server. If you want to change other settings,
you can click Previous, to navigate to the window, where the modification is required.

x

Pre-Installation Summary

Please Review the F ing Before Continuing:

kony 3&

Introduction Product Name:
PreRequisites KonyEMM

. Install Folder:
Configuration CKonyEMM1
ng Configuration
Shortcut Folder:
DO NOT INSTALL

Disk Space Information (for Installation Target):
Required: 1,107.68 MegaBytes
Available: 9,261.04 MegaBytes

Previous

76. Click Install to continue.

The Installing Kony EMM window appears. It displays the installation in progress message.
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=

Installing KonyEMM

kony 2&

Introduction
PreRequisites
Choose Install ler

s Server Configuration
ng Configuration

- o
= Installing...

Installing... emm.war

77. Afterinstallation, the Start Services dialog appears, asking to start services.

78. Click Yes to continue.

@ Do you want to start services?

The Please Wait window appears. It displays the installation in progress message.
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E=5|ECR|=
Please Wait
\V 4
kony 5&
Introduction

PreRequisites
Choose In

Please wait, KonyEMM is being configured for your system. This may take a moment...

Cancel

79. Once the installation completes, the Install Complete window appears with the confirmation
message.
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=

Install Complete

kony :‘,c Congratulations! KonyEMM has been successfully installed to:

Introduction
PreRequisites
Ci Ins

CAkanyEMM

Apache home: CAKonyEMMApache24
Tomeat home: CikKonyEMMapache-tomeat7.0.42

Google b
Multinode Detal

Previous

80. Click Done to close the window.

12.2 EMM - Upgrade Installation

This section explains the upgrade procedure on a Windows platform.

Based upon the type of installation you have, the upgrade procedure is two types.

« Automated Installation (Single node, multi-node)

« Manual Multi-node Installation
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Important: After upgrading from one version of Kony Management Suite to another version of
Kony Management Suite, ensure that all Enterprise Apps (that launch directly from the
springboard) are re-wrapped and updated on user devices. If you do not re-wrap, app will not
launch.

Follow these steps to upgrade your Kony Management Suite for Windows. It ensures service
interruption is kept to a minimum and safeguards all the tools to restore your original installation in case
of afailure.

Important: You need to upgrade Kony Management suite (EMM) installation from the master
node.

Important: Before you go ahead with multi-node upgrade, ensure that User Account Control
(UAC) is disabled on all the nodes you want to upgrade Kony Management suite on. If you do not
disable UAC, you may encounter UAC validation error. For information on how to disable UAC,
see Microsoft documentation or see opensource documentation.

Important: Windows multi-node installation needs Powershell Remoting to be set up to
communicate with other Windows instances. The Powershell Remoting topic is covered under the
header about_Remote_Troubleshooting in Microsoft help topics. Users need to enable
Powershell Remoting before using the EMM installer for multi-node installation on Windows.

12.2.1 Automated Installation (Single node, multi-node)

Prerequisites

« You can download the EMM Installer from http://community.kony.com/downloads/manual with

your credentials. Navigate to the Kony Management section and click on the specific release
related files you want to download. For example, if you want to download Kony Management
3.0, click on the Kony v3.0 GA tab.
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« Ensure that you have a previous version of EMM installed.

o Ensurethat KonyEMM.exe (x.x) file hasexecute permission.

To upgrade Kony EMM for Windows, follow these steps:

1. Execute the KonyEMM.exe file as an administrator.Files required for the EMM Console

installation are extracted.

| Note: Ensure that firewall /anti-virus allows to execute the file.

2. The InstallAnywhere dialog appears.The InstallAnyWhere dialog displays information about
the progress of the software installation at run time.

-
InstallAnywhere

l::-. Inztallbnmahere iz preparing to install...
R
]

Cancel

[C] 2013 Flexera Software LLC

A dialog with Kony logo appears.
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kony 3&

Management Cloud

3. Click Next to continue.
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4. Read the instructions carefully before installing Kony EMM.

=

Introduction

kony ’% Installamawhere will guide you through the installation of KonyE

Itis strongly recommended that you quit all programs hefare continuing with this installation.
= Introdu;

ltis alzo recommended that wou install this on a server with at least 4GB RAM.
Self-signed cerificates are not allowed.

Click the 'Mext' button to proceed to the next screen. Ifyou want to change something on a
previous screen, click the 'Previous' button.

You may cancel this installation at any time by clicking the 'Cancel hutton.

Cancel Previous

5. Click Next to continue.
The License Agreement window appears.

6. Selectthe | accept the terms of the License Agreement option.

Note: To activate the License Agreement option, carefully read the entire text.
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7. Click Next to continue.
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=

License Agreement

Installation and Use of KonyEMM Requires Acceptance of the F ing License Agreement:

{B) The Socftware includes certain software provided under wvarious Open
Source licenses. You may obtain complete machine-readable copies of the
source code and licenses for the Open Scurce software at the Kony Open
Scurce website (http://Kony.com/ocslicenses). Open Source Software is
distributed WITHOUT ANY WRRRANTY, without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR FURFOSE.

13. Severability. If any provision of this Agreement is held inwvalid,
illegal or unenforceable, the wvalidity, legality and enforceability of
any of the remaining provisions of this Agreement shall not in any way
be affected or impaired.

14. Entire Agreement. This Agreement is the entire agreement between you
and Kony concerning the Software and all related documentation and
supersedes any other prior or contemporanecus agreements or
communications with respect to the Software and related documentation,
whether written or oral. This RAgreement may not be modified except by a
written addendum issued by a duly authorized representative of Kony. No
provision hereof shall be deemed waived unless such waiver shall be in
writing and signed by Kony or a duly authorized representative of Konw.

Should you have any questions concerning this Agreement, or if you
desire to contact Kony for any reason, please write to Kony, Inc., 7380
West Sand Lake Road, Suite 390, Orlandoc FL 32819, Attention: Legal
Services.

-~

the terms of the License Agreement

() | do NOT acoept the terms of the License Agreement

The Get User Input window appears.
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8. Selectthe Upgrade option. By default, it is set to New Installation.

x

Get User Input

Enter requested information

() New Installation
(® Upgrade

9. Click Nextto continue.
The Installation Directory window appears.

10. Click Choose to browse the required folder from your system, or enter the path for the EMM
Installation that needs to be upgraded.

© 2018 by Kony, Inc. All rights reserved 213 0of 277



12. Installing Kony EMM for Windows Kony Management Windows Install Guide
Version2.0

=

Installation Directory

Please enter the Path to EMM Installation which needs to be Upgraded.

Install Directory | C:\ |

| Restore Default || Choose.. ‘

11. Click Next to continue.

The Current Installation Summary window appears.
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Current Installation Summary

Introduction
=p PreRequisites

Entd Installed on 10.10.24.137
Base Host URL: hitps10.10.24.137

Tomecat HTTP Part: 8080
Multir 12 Tomeat Shutdown Port: 28005
Pre-Insta Tomecat HTTPS Port:

Emid Home : Diandraid-gdk-windows
Docroot:  EAKonyEMMdocroot

Datahase . mssgl

Cancel Frevious

12. Click Next to continue.
The Please Wait window appears, informing a user that KonyEMM configuration is in progress

The Apple server #1 Details window appears.
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ol & =)
Apple server #1 Details

\V
kOI'lV 3(‘ Host:10.10.19.98

Introduction Fort: 22
PreRequisites User: mac98

FPassword| sesssss

Previous

13. Enter the password.

14. Click Next to continue.

The Please Wait window appears, informing a user that KonyEMM configuration is in progress.

The Windows Server #1 Details window appears.

© 2018 by Kony, Inc. All rights reserved 216 of 277



12. Installing Kony EMM for Windows Kony Management Windows Install Guide

Version 2.0

15. Enter the password.

Windows server #1 Details

kony :‘é‘ Host: 1010.1.228

Introduction Port: 22
PreRequisites User: mdmuser
Choose Install Folder
Application Sewer

Passwaord

16. Click Nextto continue.

The SCEP Configuration window appears. All the certificates required by iOS devices during
enrollment are distributed through the SCEP server. If you select the No option,, then you will
not be able to enroll any iOS devices.

Note: The SCEP configuration option appears only when the user has enabled the iOS
wrapping and or Android wrapping.

Note: If you do not select Enable Android Wrapping, then EMM cannot provide support to

Android devices.If Android wrapping is supported, then choose the parent directory of
Android SDK.

17. Enter details for the following fields:
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a. SCEP Server URL

b. SCEP Keysize

c. SCEP Common Name

d. SCEP CA Instance Name

e. SCEP Challenge URL

f. SCEP CA Domain (Optional)
g. SCEP CA Username

h. SCEP CA Password

18. Click Next to continue.
The Please Wait window appears, informing a user that KonyEMM configuration is in progress.

The Database Details window appears.
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19. Enter the password.

=

Database Details

Vi
kony >C‘ Hostname/IP 1 10.10.24.137

Port 11433
DB Mame EMMDOCZ
Usemame :sa

indows Server Ci
id Wrapping

Password

Cancel Previous

20. Click Nextto continue.

Important: System initiates the database backup process. Dump command is mandatory
for taking backup of database(s) through installer. If database dump command is not found,
restart the upgrade process with this command in path or take database backup manually.

The Please Wait window appears, informing a user that KonyEMM configuration is in progress.

The Database backup window appears.
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21. Enter the directory path.

x

Database Backup

Database Backup Script will be generated on the system on which the database is installed

Please provide a Directory Path ( on the system where database is installed ) where this script
should be generated

nfiguration
onfiguration

Directory Path

Cancel

22. Click Next to continue.
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23. The Database Backup window appears asking if to proceed or stop the backup process.

Database Backup

kony 3&
J Exp command is a pre-requisite to take backup of Oracle database through installer. Please

Introduction make sure this is installed on your system before proceeding for installation.
PreRequisites
C Also to avoid errors it is recommended that the version of exp clientand oracle database be the
same

@ Proceed
() Skip Databse Backup

Cancel Frevious

24. Click Next to continue.
The Please Wait window appears, informing a user that KonyEMM configuration is in progress.
25. Click Install to continue.

The Installing Kony EMM window appears.
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x

Installing KonyEMM

kony 3&

Introduction

nfiguration
nfiguration
Wrapping Configuration
Configuiation
nfiguration

=p Installing...

Installing... emm.war

@ Do you want to start services?

26. Click Yes to continue.

27. Once the installation completes, the Install Complete window appears with the confirmation
message.
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x

Install Complete

kony 7‘6 Congratulations! KonyEMM has heen successiully installed ta:

Introduction
PreRequisites
Choose Install Folder

CAKonyEMM

Apache home: ClkonyEMMApache24
Tomcat home: C\kKonyEMMapache-tomeat-7.0.42

=p Install Complete

Previous

28. Click Done to close the window.

Important: If you are upgrading to 3.5 and DB is MSSQL, replace the entry below in the
catalina.properties file.

Old: HIBERNATE.DIALECT=org.hibernate.dialect. SQLServer2008Dialect

New: HIBERNATE.DIALECT=com.kony.persistence.hibernate.core. EMMSQLServerDialect

Once you have upgraded the EMM server, upgrade the Launchpad app in the EMM management
console. For more information, see Post Upgrade Tasks.

12.2.2 Manual Multi-node Installation

Upgrading Multi-node installation/instance involves six different steps.
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« Download artifacts

« Stop Services

« Backup files

« Place downloaded files in appropriate folders
o Run DB scripts

« Restart Servers

Important: To add the Windows App management feature, you need to setup Windows 2012
Server. See the Windows 2008 2012 Server setup section for more details.

Important: For Windows multi-node installation, systems are recommended to be present in the
same network.

12.2.2.1 Download artifacts

Download the artifacts below in a zip format from Kony.You may have to login using your kony
developer portal login credentials. You can find all artifacts under EMM multi-node upgrade artifacts

section.
o emm.war
« emm_static.zip
« Wwrap-android.zip
o Wrap-ios.zip
» dbscripts.zip

o apps.zip
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12.2.2.2 Stop services
You need to stop the following servers that are relevant for this upgrade.
» Tomcat Service
« Apache Service
« Memcached Service

The preferred sequence is to stop Apache first, followed by Tomcat and Memcached.

12.2.2.3 Backup of all relevant files and folders

Back up your files before replacing them, in case errors occur during the upgrade. Rename all files and

folders with an extension upgrade_backup.

Navigateto /<Installation Folder>, make another copy of the docroot folder and rename

it as docroot_upgrade_backup.

| Important: You will not be able to rollback the upgrade if you do not backup your files and folders.

12.2.2.4 Placing files and folder at appropriate locations

| Important: You should replace files and folders in all your nodes (individual servers)

You must place all downloaded files in their appropriate locations.

e emmwar(/<Installation Folder>/apache-tomcat-7.0.42/webapps)
o emm_static.zip(/<Installation Folder>/emm-static)
» Wrap-android.zip (<EMM HOME>/emm config/)

o wrap-ios.zip (<User HOME>/wrap-ios folder)
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» dbscripts.zip

o apps.zip

Replace emm.war, emm_static.zip,wrap-android.zip, and wrap-ios.zip files in their respective

locations.
For emm.war
1. Copy the emm.war file from the location you have downloaded the files.
2. Navigateto /<Installation Folder>/apache-tomcat-7.0.42/webapps folder.

3. Place the emm.war file in it.

For emm_static.zip
1. Copy the emm_static.zip file from the location you have downloaded the files.

2. Unzipemm_static.zipinthe /<Installation Folder>/emm-static folder

For wrap-android.zip
1. Extract the wrap-android.zip file

2. Copy KONY_POLICYINJECT_ANDROID, tools, and tools-mac folders from the extracted

files.

3. Navigate to <EMM HOME>/emm config/, and place all copied files in the emm_config
folder.You must not modify any other files or folders in the emm_ config folder.

For Wrap-ios.zip
On your MAC machine,

1. Copy the wrap-ios.zip file from the location you have downloaded the files.

2. Navigateto <User HOME>/wrap-ios folder and unzip the wrap-ios.zipinit.

© 2018 by Kony, Inc. All rights reserved 226 of 277



12. Installing Kony EMM for Windows Kony Management Windows Install Guide

Version 2.0

3. After unzip, the folder path willbe as <User HOME>/wrap-ios/EMM-GA-2.5.5

4. Navigateto <User HOME>/wrap-ios/EMM-GA-2.5.5/scripts andexecutethe
commands below to provide u+x permissions and to convert . sh files and make them

compatible with linux using dos2unix tool.

Chmod ut+x scriptsInitiation.sh
dos2unix scriptsInitiation.sh

./scriptsInitiation.sh

For wrap-win.zip
On your Windows 2012 server machine,
1. Copy the wrap-win.zip file from the location where you downloaded the files.

2. Navigate to <User_HOME>/folder and extract files from wrap-win.zip. The folder path of
extracted files is <User_ HOME>/wrap-win/EMM-GA-x.x.

3. Fromyour list of installed programs, open Cygwin terminal.

4. Navigateto <User HOME>/wrap-win/EMM-GA-x.x/scripts.Runthe following

commands to provide u+x permissions and to convert .sh files and make them compatible with
linux using dos2unix tool.

Chmod u+x scriptsInitiation.sh
dos2unix scriptsInitiation.sh
./scriptsInitiation.sh
To Run DB scripts
« Copy dbscript.zip file from the location you have downloaded the files.
» Navigate to a folder and unzip the folder.

« Execute .sqlfiles as instructions provided in readme.txt file.
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Note: You must execute these .sql files on the schema that was created at the time of previous
installation.

Important: If you are upgrading with several releases in between, execute all the .sqlfiles in the
order of the releases. For example, if you are upgrading from 2.0 to 2.5.5, then, execute 2.1.1, 2.5,
2.5.1,25.2,25.3,2.5.4and 2.5.5.

Note: If your existing installation version is prior to 3.5 release, do not start services from installer,
do the following:

In the catalina.sh and catalina.bat files, add -D parameter -DMAX_ACTIVE_DBC=100 and -
Dfile.encoding=UTF-8 parameters.
In the catalina.properties file, add java.security.egd=file:/dev/./Jurandom

Important: If you are upgrading to 3.5 and DB is MSSQL, replace the entry below in the
catalina.properties file.

Old: HIBERNATE.DIALECT=org.hibernate.dialect. SQLServer2008Dialect

New: HIBERNATE.DIALECT=com.kony.persistence.hibernate.core. EMMSQLServerDialect

Update Proxyname

After updating artifacts, you must update proxy name in server.xml and catalina.properties files.

To update proxyname, do the following:

1. Navigate to <tomcat>/conf/ and open server.xml file.
2. Before the proxyPort key, add proxyName="${TOMCAT_PROXY_NAME}".

3. Save server.xml and close it.
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4. Open catalina.properties file.

5. Addthe key TOMCAT_PROXY_NAME =<DOCROOT.URL>.

Important: Remove /<webContext>/download from you docroot.url before you provide it to
TOMCAT_PROXY_NAME. For example, if your docroot.url is
https://yourcompany.net/emm/download. Provide https://yourcompany.net.

To Restart all servers

Once you have completed all the steps as described above, restart all the services that you have
stopped. The preferred sequence is Memcached first, then Tomcat and then Apache service/server.

To Upgrade Launchpad

Once all other steps are done, you must upgrade Launchpad to ensure smooth functioning on the
device.

Unzip the apps.zip folder that you downloaded. It contains binaries of Launchpad in all platforms.
Upgrade Launchpad in the Enterprise Store across all platforms. For more information, see EMM user
guide. The request to upgrade Launchpad shall be sent to all enrolled devices.

12.3 EMM Installation - Enabling High Availability

The EMM application is already installed on a single node Windows Server. All the pre-requisites are
met and the system is tested and certified to be completely functional. The EMM application must be
highly available and a single node is not sufficient. The following steps define how to enable high

availability of EMM using multi node setup.

12.3.1 Database

There are no changes to the SQL Server DB.
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12.3.2 Android

The following procedure explains how to download Android SDK.

12.3.2.1 Windows
To download Android SDK for Windows, follow these steps:

1. Click the link Androd SDK for Windows.

The Android Studio page appears.

2 Android Studio FEATURES USERGUIDE PREVIEW Q_ vyhladavanie

< Back to Developers

Android Studio

FEATURES
The Official IDE for Android
USER GUIDE
PREVIEW Android Studio provides the fastest tools for building apps on

every type of Android device.

World-class code editing, debugging, performance tooling, a
flexible build system, and an instant build/deploy system all
allow you to fecus on building unique and high quality apps.

DOWNLOAD ANDROID STUDIO
3.0.1 FOR WINDOWS (683 MB)
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2. Navigate down on the page to the header Get just the command line tools.

Get just the command line tools

If you do not need Android Studio, you can download the basic Android command line tools below. You can use the included sdkmanager to download
other SDK packages.

These tools are included in Android Studio.

Windows | sdk-tools-windows- 132 MB 7f6037d3a7d6789b4fdc06ee7af041e071e9860c51f66f7a4eb5913df9871fd2
3859397.zip (138,449,982
bytes)
Mac sdk-tools-darwin- 82 MB 4a81754a760fce88cba74d69c364b05b31¢c53d57b26f9f82355c61d5fedbadf9
3850307.zip (86,182,133 bytes)
Linux sdk-tools-linux-3859397.zip 130 MB 444e22ce8calf67353bdadb85175ed3731 cae3ffab95cal8119chaceflc1beal
(136,964,098
bytes)

See the SDK tools release notes.

The Download the Command Line Tools window appears.

3. Select the checkbox | have read and agree with the above Terms and Conditions.

Download the Command Line Tools

Before downloading, you must agree to the following terms and conditions.

Terms and Conditions

This is the Android Software Development Kit License Agreement

1. Introduction
1.1 The Android Software Development Kit (referred to in the License Agreement as the "SDK" and specifically including the Android system
files, packaged APIls, and Google APIs add-ons) is licensed to you subject to the terms of the License Agreement. The License Agreement

forms a legally binding contract between you and Google in relation to your use of the SDK

1.2 "Android" means the Android software stack for devices, as made available under the Android Open Source Project, which is located at
the following URL: http://source.android.com/, as updated from time to time.

1.3 A "compatible implementation" means any Android device that (i) complies with the Android Compatibility Definition document, which

O I have read and agree with the above terms and conditions

DOWNLOAD SDK-TOOLS-WINDOWS-3859397.ZIP
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The Download SDK- Tools Windows button becomes active.
4. Click the Download the SDK ADT Bundle for Windows button.

The Now downloading window appears.

Now downloading...

Because you've downloaded the command line tools (not Android Studio), there are no install instructions

To install other SDK tools, use the sdkmanager.

5. Download the SDK to your server, for example, D:\android. Unzip the bundle.

6. Next, traverseto: D: \android\adt-bundle-windows-x86 64-

20140321\adt-bundle-windows-x86 64-20140321
7. Click SDK Manager.exe inthe folder to download the entire Android SDK from Google.

The folder that contains Android SDK folder is your Kony EMM Home folder. You need to move
the Android SDK folder accordingly.

12.3.3 Manual Steps to configure multi node setup

The Installer is required to run on all nodes only if you wish to setup new EMM with multi node setup
through manual steps. If already EMM with a single node is running and you want to enable more
nodes or setup multi node for the high availability installer, then installer should run only on new nodes.
Thus, for the existing single node setup to enable with multi node requires some configuration changes
in the primary node and new nodes.

If you already run EMM on multi- node setup and have uploaded any images or certificates, take a
backup of the docroot folder. Create an empty docroot folder with the same name. The following steps
explains how to setup manually a multi-node setup.
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1. Ensure that the pre-requisites for installation are met accordingly.
2. Runthe Single Node installer.
i. Provide Docroot with UNC path.
3. Ensure thatthe UNC paths are updated.
4. Check that the following details are in place:
D:\<InstallFolder>\Apache24\cgi-bin\appserver
i. The appserver file must be modified on line number 32
ii. My $fileRoot=//10.10.4.1/emm_fs/emm/
ii. Provide the UNC path of the emm folder.
iv. In Tomcat conffolder updatethe catalina.properties file param:
DOCROOT.DIR=//10.10.4.1/emm fs/emm

v. NavigatetopathD:\<InstallFolder>\Apache24\conf\httpd.conf and
check the httpd.conf, lines 1074-1079,and verify the following details:

o Alias $§{KONYEMM_WEBCONTEXT} download “//10.10.4.1/emm_fs/emm”
o <Directory “//10.10.4.1/emm_fs/emm”>

o Options - Index

o AllowOverride None

o Require all granted

o </Directory>

The emm folder path is provided in UNC path as above.
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5. Editthehttpd.conf file.
ProxyPassMatch "${KONYEMM WEBCONTEXT} (.*)$ balancer://emmcluster
§ {KONYEMM_WEBCONTEXT }S1
ProxyPassReverse "${KONYEMM WEBCONTEXT ONE} balancer://emmcluster/
<Proxy balancer://emmcluster>
##Load Balancer list

BalancerMember http://10.11.11.53:8080 route=emml retry=1 max=25
timeout=600

BalancerMember http://10.11.11.55:8080 route=emm2 retry=1 max=25
timeout=600

ProxySet stickysession=SESSIONID|sessionid

</Proxy>

Note: The BalancerMember sequence is also important. Ensure that the URLs are
provided in the same order.

6. Install Memcached.

i. Ifthe system is Windows, admin needs to update the system environment variable
named with MEMCACHE CLUSTER as well with same detailsof IP1:Portl

IP2:Port?2

Note: Do not use any quotes

ii. Toreflectthe new changes, all services need to be restarted. To start the memcache
service follow the step no. iii.
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ii. Open the Start Menuandrun service.msc. Right Clickon Memcached Service
and start. <IMAGE HeRE>
In the Tomcat conf directory, edit server . xml,

<Engine name =”Catalina” defaultHost="localhost”

jvmRoute="emml” >

The jvmRoute mustbe changed to the node name provided inthe Apache

httpd.conf file.

Ensure Pre-requisites are met in the new node to be installed.

Run the Installer on the second node. Provide the same details as the first node.

Let the installer create a dummy database (DB) and EMM home as well for new node.

Next the admin needs to point to the first node DB details for the new node.lt can be done
updating the details in catlina.properties file of the second node.

Copythe httpd. conf file from the initial installation.

Note: The BalancerMember sequence is also important. Ensure that the URLs are
provided in the same order.

Let the installer create a dummy database (DB) and EMM home as well, but the system uses
the DB of the first node. Thus, next you need to point to the first node DB details and updating
the catlina.properties file in the second node.

Follow the same steps for setting up Memecached and starting services. (i.e. Do step 2 for this
node).
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15. Inthe Tomcat conf directory, editthe server . xml,

<Engine name =”Catalina” defaultHost=localhost”

jvmRoute=emm?2>
The jvmRoute must be changed to the node name provided in Apache httpd.conf file.

16. Toadd more nodes, repeat steps 8-12 again for each node.

17. Restart Tomcat and Apache in all nodes installed.
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13. Post-Installation Tasks

This section describes how to complete post-installation tasks after you have installed the software. It
includes information about the following topics:

Tomcat Services

« Manually start the EMM service

« Login

» How to Reset a User Account Password for Network Device Enrollment Service (NDES)

« How to encrypt Database Password (EMM On-Premise build)

13.1 Tomcat Services

1. Stop the service <TOMCAT SERVICE NAME> from the Services window.

2. Goto<TOMCAT HOME>/bin and run the following command

tomcat7.exe //US//<TOMCAT SERVICE NAME> ++JvmOptions "<JVM
OPTIONS>" --JvmMs 2048 --JvmMx 2048

Note: In Production environments, recommended heap size is 3584. Specify this value
instead of 2048 in the above command

Note: Below placeholders should be filled in with proper values before executing the above
command..

« TOMCAT SERVICE NAME : This pertains to Service name of EMM Tomcat. You can

find it in the services window
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o« JVM OPTIONS :Open<TOMCAT HOME>/bin/service.bat and search forstring
"$SERVICE NAME$ ++JvmOptions". Copyallthe jwvm options inside double

quotes.

3. Startthe service <TOMCAT SERVICE NAME> from the services window.

13.2 Manually start the EMM service

The Kony EMM Login screen appears.
If a user wants to start the services manually, then follow these steps:

1. Press Windows + R to open the Run window.

= Run | = |

=== Typethe name of a program, folder, document, or Internet
— resource, and Windows will open it for you.

Open: SEMVICES, MEC -

'@ This task will be created with adrninistrative privileges.

[ oK ” e H Fa——

2. Enter services.mscin Open. Click OK to continue.
The Service window appears on screen.

3. Click the installed services Kony EMM Tomcat, and Kony EMM Apache.
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4. Click Startin the left panel.

=

KonyEMMTomcat Name Description Status Startup Type Log On As
Sg Hurnan Interface Device Access Enables gen... Manual Local System
Start the service -%IKE and AuthlP IPsec Keying Modules The IKEEXT .. Started Automatic Local System
iﬁ;?,lnteractive Services Detection Enables use... Manual Local System
Description: 3%Intemet Connection Sharing (IC5) Provides ne... Disabled Local System
Apache Tomcat 7.0.42 Server - 1P Helper Provides tu..  Started Automatic Local System
hito://tomeat.apache.org/ i%IP;ec Policy Agent Internet Pro..  Started Manual Metwork Service
Sy) KonyEMMApache Apache/24.... Automatic KH1785@kitspl.com
Apache To... Manual KH1785@kitspl.com
C.m KtrRm for Distributed Transaction Coerdinator Coordinates.., Manual Metwork Service

The service starts.
5. Open an Internet browser.

6. Enterthe EMM URL in the Address field of the browser. The EMM Console Login screen
appears.

7. User Name: Enter the user name in the User name text field.
8. Password: Enter the password in the Password text field.

9. Click the Login button. After successful authentication,the Dashboard screen appears.

13.3 Login

The Administrator must logi in to set up the EMM for the organization. The Administrator needs to login
with the credentials provided at installation.

The Kony EMM Console authentication window allows its users to log in to the system. The users with
appropriate privileges can log in to the EMM Console and perform various operations.

To log in to the EMM Console, follow these steps:
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Enterprise Mobility Management Login

Enterprise Mobility Management is a

comprehensive device, content and

application management solution for mobile Username
devices. It helps enterprises become more

efficient - all from a centralized, easy to use

console. Password

1. Open an Internet browser.

2. Enterthe EMM URL in the address field of the browser. The EMM Console Login screen

appears.
3. Username: Enter the user name in the username text field.
4. Password: Enter the password in the password text field.

5. Click the Login button. After successful authentication, the Dashboard screen appears.

Note: Itis recommended that the same User as Administrator should not login from multiple
browsers or computers at the same time. Modifying the same page simultaneously may result into

an unexpected behavior.
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13.4 How to Reset a User Account Password for Network Device
Enroliment Service (NDES)

AlINDES service accounts are provided with a password during the installation. To change the
password given during installation, follow these steps:

Note: Download required artifacts from Kony Portal under Password Encryption Artifacts section.

1. Inthe windows server, open your server manager.
The Server Manager window appears.

2. Inthe Server Manager, click on the Active Directory Domain Services Dashboard on the left.
The Active Directory Console appears.The console displays the SCEP server details.

3. Right-click on the SCEP server name and then click Active Directory Users and Computers.
The Active Directory Users and Computers window appears.

4. Inthe Active Directory Users and Computers window, click Domain Controllers.
Details of users and computers in the domain console appear.

5. Right-click on the user whose password is being reset, and then select Reset Password.
The Reset Password window appears.

6. Enter a new password in the Password text box.

7. Enter the password again in the Confirm Password text box.

8. Click OK to save the password.
A message appears confirming that the password has been changed.

9. Click OK.
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13.5 How to encrypt an NDES User Account Password

An NDES user account password must be encrypted for increased security. To encrypt an
NDES user account password, follow these steps:

| Note: Download required artifacts from Kony Portal under Password Encryption Artifacts section.

1. Navigate to the folder where you have downloaded emm-tomcat7-propertysource.zip and
extract the folder contents.

2. Inthe command prompt, navigate to the extracted folder and run the following command

java-jar emm-tomcat7-propertysource.jar.
A window appears.
3. Enter the new password you have set for the NDES service user account.

4. The console displays encrypted password in the format below.

Encrypted Password: XXXXXXXXXXXXXXX

5. Copy the encrypted text.

Note: Make sure that you are not copying any blank spaces.

6. Navigate to <TOMCAT_HOME>/conf.
7. Openthecatalina.propertiesfile.
8. Search for a key value SCEP_CA_PASSWORD.

9. Replace the existing password in the SCEP_CA_PASSWORD key with the new encrypted
password.
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10. Setthe value for SCEP_PASSWORD_ENCRYPTED key to True.

11. Restart the EMM server.

Important: Enroll an iOS device to verify that the NDES service user account password reset is
successful.
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13.6 How to encrypt Database Password (EMM On-Premise build)

Database passwords can be encrypted to prevent unauthorized users from accessing password
information from server logs. To encrypt database user account password, follow the steps below.

1. Navigate to the folder where you have downloaded emm--tomcat7--propertysource.zip and
extract the folder contents.

2. From the extracted folder, copy emm-tomcat7-propertysource.jar.

3. Navigate to <TOMCAT_HOME>/lib and paste the copied emm-tomcat7-propertysource.jar
init.

4. Navigate to <TOMCAT_HOME>/conf.
5. Opencatalina.properties file.

6. Add the following details at the end of the file.
org.apache.tomcat.util.digester.PROPERTY

SOURCE=com. kony.emm.tomcat7.EMMTomcat7PropertySource
7. Open your database console and navigate to <TOMCAT_HOME!/lib directory.
8. Runthecommand java-jar emm-tomcat7-propertysource.jar.

9. The system prompts you to enter your database password.

10. The console displays the encrypted password.

Encrypted Password: XXXXXXXXXXXXXXX

11. Copy the encrypted text.

Note: Make sure that you do not copy any blank spaces.
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12. Navigate to <TOMCAT_HOME>/conf.
13. Openthecatalina.propertiesfile.
14. Search for a key value RDS_PASSWORD.

15. Replace the existing password next to RDS_PASSWORD with the copied encrypted password
text.

16. Restart the EMM Tomcat server.

© 2018 by Kony, Inc. All rights reserved 245 of 277



14. Post Upgrade Tasks Kony Management Windows Install Guide

14.

Version 2.0

Post Upgrade Tasks

14.1 Renaming Enterprise Store App for Android

After you upgrade the EMM server, you must replace a file in the Apache install folder for Renaming

the Enterprise store feature to work for Android.

To replace the a file in Apache install folder, follow these steps:

1.

Navigate to the Apache folder in your Kony Management suite installer folder, such as
/home/userl/KonyEMM/InstallationFolder/Utilities/EMM-GA-

x.x/apache/cgi-bin/.
Copy the Appserver file.

Navigate to the Apache folder in your Kony Management suite installer folder, such as
/home/userl/KonyEMM/InstallationFolder/apache/cgi-bin/.

Paste the Appserver file.

Restart the Apache server.

14.2 Upgrading Launchpad Details

After you upgrade the Kony Management server, you must upgrade Launchpad details in your Kony

Management Suite management console.

To upgrade Launchpad, follow these steps:

1.

2.

3.

In your management console, navigate to App Management > Enterprise Apps > and click
Launchpad app. Launchpad details appear.

Click Upgrade Application. Upgrade App screen displays.

In the App Basics section, select the platform to upgrade and then click Next Step>>.
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Enter version number in the App Version text box.
Click + Add to add binary files. Windows explorer opens.

Navigate to the EMM installation folder (for example, <installation
folder>\Utilities\EMM-GA-
2.5.1\Docroot\mam\7433678379351539713\iphone\1.0.0)andselect
required files. For example, 7433678379351539713.plist, appicon.png and store_iphone.ipa.

Click Upload. Files will be uploaded.

Click Next Step>>. Repeat click Next Step>> in Step 3 and Step 4 pages.

In Step 5 page, click Upgrade App.

A Success dialog box appears.

Click OK. Workflow State changes to In Review. Change the status to Approved. Launchpad
State Change page appears.

Enter your comments in Comments text box and click Change State. Success dialog box
appears.

Click OK. Workflow State changes to Approved.

In the Publish Status column, Select Publish from the drop down list. Launchpad State Publish
page appears.

Enter your comments in Comments text box and click Publish. Success dialog box appears.

Click OK. Status in Publish Status column changes to Published. Upgrade process is
complete and the user gets push notifications on the device.
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A new encryption key is introduced to enhance a secure assets download. To securely download an

asset to the device, you must update the existing Tomcat configuration.

To update the Tomcat configuration, follow these steps:

1.

Navigate to your Kony Management suite uninstaller folder, such as

/home/userl/KonyEMM/uninstaller.
Open the installvariables.properties file.

Search for the DOWNLOAD_ENCRYPTION_KEY variable, and copy the variable along with
its key value.

Navigate to <Tomcat>/conf.
Open the catalina.properties file.

At the end of the file, paste the DOWNLOAD_ENCRYPTION_KEY variable along with its key

value.
Rename the key name to DOWNLOAD.ENCRYPTION.KEY

Save and close the file.

14.4 Replacing Apache Files

When you upgrade to the latest version of EMM, you need to copy files for the Apache service to run.

To replace Apache files, follow these steps:

1.

2.

Navigateto <EMM Installation Folder>/Utilities/<version>/apache/cgi-

bin

Copy appserver,and mcmdownload files from the folder.
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3. Navigateto<EMM Installation Folder>/apache/cg-bin

4. Paste the copied appserver and mcmdownload files.

14.5 Updating Tomcat Services for i18N

When you upgrade from any previous version of Kony Management suite to 4.1 GA, you must update
your Tomcat services for the internationalization feature to work. This task is required only if you want
to use the internationalization feature. If you do not perform this task, you may have iOS device
enrolliment issues.

1. Inyour windows instance, open services (services.msc). Find your Tomcat service name. For
example, KonyfEMMTomcat.

2. Open command prompt as administrator.
3. Navigate (cd) to the Tomcat bin directory.

4. Runthe command below.
tomcat7w //ES//<Service name from Step #1>The Tomcatproperties window
appears.

5. Click the Java tab.

6. Inthe Java Options section, add the following as a new line.
-Dfile.encoding=UTF-8
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| General I Log On I Logging | Java |S13rtup | Shutdown

[] use default
Java Virtual Machine:

| C:\Program Files\Java'jdk1. 7.0_65Yrebint\server jvm.dl | III
Java Classpath:
| C:‘,KnnyE'ﬂM‘lapame—tommt—?.U.42"|bir1‘lbnntstrap.jar;C:‘lKnnyEﬂM‘lapac|

Java Options:

Djava.io. tmpdir =C:KonyEMM\apache-tomcat-7.0. 42 temp | o |
-Dijava,util. logging manager =org. apache. juli. ClassLoaderLogManage | |
-Djava.util. logging . config. file =C: \KonyEMM\apache-tomcat-7.0. 42\ I:I
Dfile. encoding =LUTF-3 |

Initial memary pool: | 2048 | MEB

Maximum memory poal: | 2043

Thread stack size: |

7. Click Apply.
8. Click the General tab.

9. Click stop+start to stop and start the service.

14.6 Updating Apache Files

In Kony Management 4.2.5.2, to enhance the security of encrypted EMM binary and content URLSs, a
new encryption mechanism is implemented. When you upgrade to Kony Management 4.2.5.2 from
any previous version, you must perform the following steps.

| Note: Perform all the steps below in your EMM install folder. For example, EMMInstalledFolder.

1. Navigate to the following folder in your EMM install folder.
EMMInstalledFolder/Utilities/EMMInstalledFolder/apache/conf/
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2. Open httpd.conffile. Find the variable for PassEnv MEMCACHE_CLUSTER and copy the
variable (key and its value).

3. Navigate to the following folder in your EMM install folder.
EMMInstalledFolder/apache/conf/

4. Open the httpd.conffile.
5. Paste the copied key and value of PassEnv MEMCACHE_CLUSTER in the httpd.conf file.

6. Restart the Apache server.
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15. Archiving MSSQL Database

You must archive MSSQL database to improve the performance of the database. This is done by
archiving any unnecessary data from mdm_request, mdm_request_correlation, and mdm_request_
correlation_status tables. If data in these tables crosses over 200000 rows, the database performance
might be affected.

To find the row count, perform the following query in your MSSq|.

select count(l) from emm.mdm request correlation status

go

You must run the procedure mentioned below whenever the data crosses 200000 rows or whenever
performance degradation observed.

You must stop the Kony Management Suite server before running the following procedure. The
archiving procedure performs multiple operations on tables and their indexes. If you do not stop the
Kony Management server, if the application keeps on updating status, this can interfere with the
archiving process and it may even result in critical dead lock issues.

Important: Please run this procedure in Restricted maintenance window with EMM application
downtime window.

Once you are done executing the procedure, you can view complete auditing of the archiving process
archive_audit. Run the following query to verify details of archiving:

select * from emm.archive audit

go

If the procedure encounters any errors during the archive process, data of the corresponding table will
not be deleted. Rest of the tables will continue to be archived.

If the archive process fails, the error code is published in the status column of emm.archive_audit.

This archive process is applicable from Kony Management 4.0 GA onwards. If your EMM is a previous
version than 4.0 GA, upgrade to Kony Management 4.0 GA before you start the archiving process.
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To archive MSSQL database, do the following:

1. Through your SQL management studio or any other compatible SAL server client, run the

following query to verify rows count:

select count (l) from emm.mdm request correlation status

go
2. Ifthe row count is more than 200000, stop EMM application along with app server.

3. Execute the following query:
USE <DB name>
GO
DECLARE @return value int

EXEC @return value = [emm].[proc archive tables]
SELECT 'Return Value' = @return value
GO

4. Verify the archiving execution by running the following query.

select * from emm.archive audit

go

Important: Restart your memcache and Tomcat servers.
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16. Uninstalling EMM

For one or other reason, you may need to uninstall Kony EMM from your system. The instructions
given below explain in detail about how to uninstall Kony EMM.

To uninstall Kony EMM from your system, follow these steps:

1. Click Start menu and then select Computer.

ﬂ Motepad Documents

Pictures
@ Microsoft Word 2010

Music
Q-

Computer
% Snagit 10
See the disk drive

Control®

E Local Security Policy Devices and Printers

Default Programs

»  All Programs Help and Support

e 1
| |555‘r':h programs and files ye | ¥ Shut down .

2. Find and click Hard Disk Drive, where Kony EMM is installed.

3. Click the Kony EMM Install folder.
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4. Install folder opens and displays the inner Uninstall folder.

Mame

| Apache?d

! docroot

| emm-static

| InstallerTemp

| memcached

| tomcat

.| ConfigureiOSFiles.log

| KonyEMM _Install_07_07_2014_14_55_46.log
[ PsExec.exe

5. Click the Uninstall folder.

Kony Management Windows Install Guide

Date modified

1/8/2014 217 PM
1/1/2014 3:00 PM
1/8/2014 218 PM
1/8/2014 218 PM
1/8/2014 218 PM
1/8/2014 219 PM
1/8/2014 219 PM
1/1/2014 2:56 PM
1/1/2014 3:20 PM
7/2/2014 10:45 AM

Type

File folder

File folder

File folder

File folder

File folder

File folder

File folder

Text Docurment
Text Docurment
Application

The Uninstall folder opens and displays Uninstall KonyEMM .exe.

Mame

| resource

2| .com.zerog.registry.sml
u Install>cript.iap_xml

@ installvariables.properties
Uninstall KonyEMM.exe
|| Uninstall KonyERi.lax
H uninstaller.jar

6. Click the Uninstall KonyEMM .exe.

A dialog with Kony logo appears
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7/8/2014 2:24 PM

Type

File folder

XML Document
LAP XML File
PROPERTIES File
Application

LAX File

Executable lar File
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The Uninstall KonyEMM window appears.

g
B uninstall KonyEMM =L

Uninstall KonyEMM
kony "":' Ahout to uninstall...

KanyEM
» Uninstall InstallAnywhere will remove the features that were installed during

product installation. Files and folders created after installation will not
he remaoved.

Cancel Previous
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Uninstall KonyfEMM window informs a user that InstallAnywhere will remove the features that
were installed during product installation. Files and folders created after installation are not

removed.
7. Click Next to continue.

8. The Database uninstall choice window appears.

The Database uninstall choice window displays the alert message asking if you want to delete

the database.

9. Select the option button as Yes or No. By default, it is set to No.

p
B2 Uninstall KonyEMM =l

Database uninstall choice

kony 77

Do you want to delete the Database also?

» Uninstall

Database uninstall choice
) Yes

I::.:I N (4]

Zancel Previous

Note: If you select the Yes option, the database is deleted from your system. If you select
the No option, then database is not deleted and you can access it for future use.
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10. Click Uninstall to continue.
The Uninstall Kony EMM window appears.

The Uninstall Kony EMM window displays a list of features and informs a user that the

uninstaller removes the following features.

rE Uninstall KonyEMM |l
Uninstall KonyEMM

ko n y . Please wait while InstallAnywhere's uninstaller removes the following features. ..

Stopping processes
Uninstall Multinode

DB Deletion
LaunchAnywheres
Shortcuts/Links/Aliases
Registry Entries

Other Categories

Files

Folders

¥ Uninstall

Uninstalling...
I

| Cancel |

11. If you click Cancel during uninstallation, then The Cancel Uninstall warning dialog appears. It
informs a user that uninstallation is not complete and, Kony EMM will not be uninstalled.
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Uninstall Hot Complete

If you cancel the uninstall now, KonyERb will not be uninstalled.
Ta continue with the uninstall, click 'Resume'. To cancel the
uninstall, click'Quit'.

Quit | | Resume

12. To cancel the uninstall EMM, click Quit.
13. Toresume the uninstall EMM, click Resume.

The Uninstall Kony EMM window displays that the uninstalling is in progress.

.
B Uninstall KonyEMM =L

Uninstall KonyEMM

ko n y = Please wait while InstallAnywhere's uninstaller removes the following features. ..

Stopping processes
Uninstall Multinode

DB Deletion
LaunchAnywheres
Shortcuts/Links/Aliases
Registry Entries

Other Categories

Files

Folders

* Uninstall

Uninstalling... [key=HKEY LOCAL_MACHINE\SY STEM\CurrentContr...
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Once the uninstallation is complete, the Uninstall Complete window appears.It informs that all
items are successfully uninstalled.

p
B¥ Uninstall KonyEMM =l

Uninstall Complete

kon y '-‘: All iterns were successfully uninstalled.

» Uninstall

| Cancel | | Previous |

14. Click Done to close the window.
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17. Troubleshooting Windows Service Installation

When you install Windows Service, you may receive an error message. In such a situation, the
installation process does not finish. This section contains information that instructs you how to
troubleshoot Windows Service installation.

To troubleshoot for Windows Service installation, follow these steps:

1. Press Windows + R to open the Run window.

"=/ Run [EEJ

=== Typethe name of a program, folder, document, or Internet
= resource, and Windows will open it for you.

Open: SEMVICES.MSC -

'@' This task will be created with adrninistrative privileges.

[ oK ” P— H —

2. Enter services.msc in Open. Click OK to continue.
The Service window appears on screen.

3. Double-click the installed Service.

KonyEMMApache MName ° Description Status Startup Type Log On As
. i%lnternet Connection Sharing (IC5) Provides ne... Disabled Local System
Start the service i%IP Helper Provides tu...  Started Automatic Local System
% IPsec Policy Agent Internet Pro...  Started Manual MNetwark Service
Description: Apache/24.... Automatic Local System
Apache/2.4.6 (Win64) OpenSSL/L01le TFyon FMMTomcat ApacheTo.. Manual Local System
£k KtmRm for Distributed Transaction Coordinator Coordinates... Manual MNetwork Service
2 Link-Layer Topology Discovery Mapper Creates a N... Manual Local Service
C.m Media Center Extender Service Allows Med... Disabled Local Service

The KonyEMMApache Properties window appears.
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4. Clickthe Log On Tab. Enter the following details:

KonyEMMApache Properties (Local Computer) | 2 |

General | Log On |Hecnvay|[}epmdam|

Log on as:

™ Local System account
[] Allows service to interact with desktop

i@ This accourt: P | Browse... |

PESSWDl'd: BERRRERRRRRRERE

Confirm password: I ITITTIITITI L]

Help me configure user account log on options.

a. The Account: Browse the account details. The selected account details appears in the
text field.

b. Password: Enter your password.
c. Confirm password: Re-enter your password to confirm it.

d. Click Apply to continue. When you click Apply, you should receive a confirmation
message stating that the user has been given the Log On as Service right.

5. Make sure that the user has full control permissions on the Install Directory and its
subfolders.This means that the user should have full control of all files/folders within the install
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directory. To verify this details, click the Security tab to know permission details.

e

k emm_MHDDWS_SER‘u’]CES_TRilEﬁHDO}NG F'ro...[ 2 J

|Ea:aa||5hm1g| Security |me.ts‘ufmm|mstmz&|

Object name:  Chlsers™S 0 emm_WINDOWS_SE

GI‘GIJD ar user names:

|| | 8% SYSTEM
a S om0
I %Mminisilaturs =0 —— |

To change permissions, click Edit.

Pemissions for SYSTEM Allow Dery

Full control v it
Modify

Read & execute
Ligt folder conterts
Read

Write

For special permissions or advanced settings, vam:ad
click Advanced. id

Leam about access control and pemissions I

A& _
m

LANA A

OK || Caneel || epiy |

6. Ifthe user does not have the required permissions,click Edit.

The Permissions for select_useraccount window appears
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e T T ——— —
| Permissions for select_useraccount

Securty

Object name:  F\Kory_EMM _Install_Guide_Windows"Contert\R

GI’OIJP ar user names:

Authenticated Users
51 SYSTEM
%Mminisilaturs (KH1348\Administrators)
U | 82 Users (KH1348\Users)

f
Permizsions for Authenticated
|sers Allow Dery
Full control i
Modify
I Read & execute
Read
' Write i

| Leam about access control and pemissions

[ ok [ caneel || et |

7. Click Add.

The Select Users, Computers, Service Accounts, or Groups window appears.
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Select Users, Computers, Service Accounts, or Groups l
e —
Select this object type:
IUsers, Groups, or Builtin security principals Object Types...
From this location:

kitspl.com Locations...
| Enterthe object names to select (zxamples):

| Check Mames

o] [omea ]

8. Click Advanced.

The Common Queries section appears.
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9. Add the name of the user, if not already present.

TR TEE——————
Select Users, Computers, Service Accounts, or Groups t ..

Select this object type:
IUsers, Groups, or Built-n secunty principals Object Types...

From this location:
kitspl.com

Comman Gueres |

MName: State with

Drescription: |Start5 with v| | |

E
!

[ ] Disabled accounts Stop
[] Mon expiring password

[ravs zince lazt logorn: - ﬁ;@

Search results: oK |

Cancel

MName (ROM) E-Mail Address Description In Folder

10. Enter the initial letter in Name. Click Find Now.
The Search Result displays a list of all the users with the entered initial letter.

11. Select the name. The selected name appears in the Select Users, Computers, Service
Accounts, or Groups window in the Enter the Object names to select field.
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=
Select Users, Computers, Service Accounts, or Groups

Select this object type:
Users, Groups, or Builtin security principals

From this location:
A et

Enterthe object names to select (=xamples):

|ﬂ-mm

o

12. Click OK to continue.

13. Click Advanced.

The Advanced Security Settings for select_useraccount window appears.
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g = 7 ™
|1 Advanced Security Settings for select_useraccount ‘ |. 2 |

- - n N

Pemmissions | Audting | Owner | Effective Pemissions

To view details of a permission entry, double-click the entry. To modify pemissions, click Change Permissions.

Ohject name: A1 "R . RN TRESR—— —————————— | L N sl s

Pemigsion entries:

Type MName Pemission Inherted From
Allow R IR T T Read & execute <not inherted >
Allorw Administrators = . Full control F
Allow SYSTEM Full contral Fh
Allow Autherticated Users Modify Fh
Allow Users §ié- -8 sinng Read & execute Fi

Include inheritable pemissions from this object’s parent

Managing permission entries

Lok J[ Camcel J[ ool |

14. Click Change Permissions.

Advanced Security Settings for select-useraccount window appears.
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15. Double click a name in the Permission entries list.

¥

- B
| Advanced Security Settings for select_useraccount k [ 2 |

Pemmissions | Auditing | Owner | Effective Pemissions

To view details of a permission entry, double-click the entry. To modify pemissions, click Change Pemissions.

Chject name: Frolii, T ek Teein  Mhoss. scuse Tasseas. deess s TTIHENT EIEE ™7

Pemission entries:

Type Mame Pemission Inherted From
Allaw i e Read & execute <nat inherted:
Allcw Administrators & ¢ o Full contral Fh
Allow SYSTEM Full control F:
Allow Authenticated Users Muodify F
Allow Lsers fee = samug Read & execute F

[ Change Permissions...

[¥] Include inheritable permissions from this object's parent

Managing pemission entries

ok J[ Concel [ oy |

The Permission Entry for select_useraccount window displays the Permissions list view.

16. Grant full control. Select the Replace all child object permissions with inheritable
permissions from this object check box and then click Apply.
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. Permission Entry for select_useraccount u
| |
Object
Name: NS L Change...
Apply to: |This object anly - |
|| Permissions: Allovw Ceny
| Full contral i
| Traverse folder f execute file
| List folder [ read data
J Read attributes
Read extended attributes 2
Create files [ write data
Create folders [ append data
Write attributes
| Write extended attributes | M
Delete
I Read permissions -
| 1 Apply these permissions to objects and for
containers within this container anly
Managing permissions |

17. After following these steps, start the Service from services.msc

Kony Management Windows Install Guide

Version 2.0

-

KonyEMMApache MName

%} Humman Interface Device Access
iS:;;IKE and AuthlP IPsec Keying Modules
iS;;;Interactive Services Detection

) iS.:;?,Internet Connection Sharing (IC5)
EE“’P:F:,‘;:’E (Wint) OpensSLAO1 4P Helper

pachertan tn pen wE 5 IPsec Policy Agent

% KonyEMMApache

S‘?) KonyEMMTomcat

S\y} KtrnRm for Distributed Transaction Coordinator

Stop the service
Restart the service

Description

Enables gen...
The IKEEXT ...
Enables use...
Provides ne...
Provides tu...

Internet Pro...
Apache/24....
Apache To..

Coordinates..,

Status

Started

Started
Started
Started
Started

Startup Type
Manual
Automatic
Manual
Disabled
Automatic
Manual
Automatic
Manual

Manual

Log On As

Local System

Local System

Local System

Local System

Local System
Metwork Service
KH1785@kitspl.com
KH1785@kitspl.com
Network Service

18. Theinstalled service starts.
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17.1 Troubleshooting ADS Integration

Issue: If EMM server needs to connect AD server, which is under another firewall, then user cannot
save the directory settings details in EMM portal.

To resolve this issue, follow these steps:
1. Log on as the Domain Administrator on the Active Directory domain server.

2. Install the Certificate Authority (CA) on the Microsoft Windows server( which installs the
Server Certificate on the Active Directory server). To do so, follow these steps:

i. Click Start> Control Panel > Administrative Tools > Certificate Authority to open the
CA Microsoft Management Console (MMC) GUI.

ii. Expandthe CA, computer and then right-click it to select the CA Properties. (Certificate
should be related to your server domain name, For Example, manage.domain.com or
related to your domain SSL)

ii. From General menu, click View Certificate.
iv. Select the Details view, and click Copy to File on the lower-right corner of the window.
v. Use the Certificate Export wizard to save the CA certificate in a file.

vi. Provide file name as LdapCert . cer and move it to EMM Server (You can save the
CA certificate in either DER Encoded Binary X-509 formatorBased-64
Encoded X-5009 format)

3. Loginto EMM Server and take backup of cacerts from location Java\jdkl.7.0
51\jre\lib\security.

4. Execute the following command:

keytool -keystore cacerts -importcert -alias ldapCert -file

LdapCert.cer
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5. Execute the step given below from EMM server command prompt:

keytool -keystore <Javaljdkl.7.0 51>\jrellib\security cacerts -
importcert -alias ldapCert -file LdapCert.cer

6. Place LdapCert.cer fileata validlocation that was generated at step no 2>sub step no v.

System displays the success message informing that the certificate is imported successfully.
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18. Troubleshooting SQLCipher Issues

18.1 What is SQLCipher and how does Kony Management Suite use

SQLCipher?

SQLCipher is an open source library that provides secure encryption of SQLite database files.
SQLCipher is ideal for protecting embedded application databases and is well suited for mobile
development.

When an application (Android/IOS) creates a database, the database is saved in the application's
private space in plain text. These plain text database (unprotected ) files can be pulled from
applications. The database info can be viewed using SQlite viewer apps like SqliteBrowser and these
apps can leak important in the databases to unauthorized users.

Sqlcipher provides APls to protect application created databases with a password so that even if the
databases are pulled from mobile, the SQLite viewer apps cannot open the pulled databases and will
show that databases are either corrupted or password protected.

Kony Management Suite makes use of SQLCipher to protect application databases for the enterprise
apps submitted for wrap and sigh mode on Kony Management Suite administrator console.

Kony Management Suite provides a secure way of managing the password for SQLCipher databases

where the password is not kept in the apps.

App developers must write their application database logic using the native android SQLite APIs and
Kony Management Suite will automatically make those APIs secure using SQLCipher APIs once the
app is submitted on Kony Management Suite administrator console for wrapping and signing.

18.2 Troubleshooting SQLCipher files on Android Apps

Kony Management Suite provides app databases protection using SQLCipher integration with
dynamic password management for the enterprise apps.
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This Kony Management Suite feature will automatically convert databases created by an app to much-
secured databases which will be protected by Kony Management Suite dynamic password
management module. So a developer does not have to use SQLCipher files to protect app databases.
If the app already contains SQLCipher files and submitted on Kony Management Suite administrator
console for wrap and sign mode, Kony Management Suite specific files which are fips compliant and
relatively more secure version won't be replaced in the apps. The resultant wrapped enterprise app
may crash during run time with some methods missing which are present in Kony Management Suite
SQLCipher files.

18.2.1 Native developer

You must look for following files in the your project location mainly in libs and assets and delete those

and regenerate the apk.
« Delete sqlcipher.jar from libs folder

« Delete following .so files from libs/armeabi, libs/armeabi-v7a,libs/x86 or any other locations if
found

«» libdatabase_sqlcipher.so
« libsqglcipher_android.so
o libstlport_shared.so

« Delete following files from assets or any other locations if found

« libcrypto.mp3
o libssl.s0.1.0.0
o libxcrypto.mp3
o libxssl.s0.1.0.0
« icudt46l.zip

© 2018 by Kony, Inc. All rights reserved 274 of 277



18. Troubleshooting SQLCipher Issues Kony Management Windows Install Guide

Version 2.0

For final confirmation, apk to be submitted on Kony Management suite administrator console can be
open with zip utility (like winzip > open archive ) and lib and assets dir can be checked for presence of

above mentioned files.

© 2018 by Kony, Inc. All rights reserved 2750f 277



19. Frequently Asked Questions Kony Management Windows Install Guide

Version 2.0

19. Frequently Asked Questions

My Android app is crashing after wrapping. Whatdo | do?

« You may have unnecessary .jar or SQL files in your .apk file. For information on SQL files, click here.

Not enough space in the Temp directory, what should | do?

« If you (Kony Management Administrator) do not have enough space in the temp directory of the computer
you are installing Kony Management Suite on, you might face some issues. To avoid this problem, before
running the installer, an administrator should create the following new environment variable and point the
variable to a folder/directory which contains enough space (>1 GB).

Export IATEMPDIR=<Directory having proper permission and enough

space>

Can | move Apache logs temporary folder?

« No, do not change the path to temp directory. It should reside at its default location after post EMM

installation. By default, it is located at: /home /userl/KonyEMM/apache-tomcat-
7.0.42/temp.

Can an admin configure wrapping server later (i.e. post installation)?

o Yes. ForiOS, you can configure the wrapping server by modifying the hosts.properties. For Windows,
you can configure by modifying the hosts_win.properties file. For Android, the setup used for SDK will be

used.

Why should an administrator configure upto four Apple Mac servers?

« An administrator needs to configure upto four Apple MAC servers for fail-safe.

What are the properties used for Google Maps?

« If youhave aclient ID, you can use googlemaps.client.id property. If you have a free API key, you can

use googlemaps.free.api.key property.

How to display Google Maps in Child apps?

« Todisplay Google Maps in an enterprise app wrapped with Kony Management Suite, you must add Kony
Management Keystore SHA1 fingerprint entry against the child app package name in the Google
API console page for the generated MAP v2 key. For more information, see the Setting Certificates
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section of the Kony Management User guide.

My MAC server is not connecting to the Kony Management Console.

« When you are able to telnet to MAC server from EMM server, but still shows Connection FAILED in
health check status. If we observe Algorithm error then we need to add the below line in **/etc/sshd_
config™ in MAC server.

**KexAlgorithms diffie-hellman-group-exchange-sha1,diffie-hellman-group1-sha1**
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